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1 Introduction

This guide describes the installation of the USB-DFU driver and the USB-CCID driver. Teridian includes
all necessary installation and driver files to complete this driver installation. Follow the steps described in
this document to ensure a successful driver installation.

Figure 1 shows the flow of the USB-DFU and USB-CCID interface architecture.

C# D!:U USB - DFU > Boot

App Driver Loader | tg¢
CCID C;ClD Libraries
Driver pp

USB - CCID
Host Controller 73S12xxF Device

Figure 1: DFU and CCID Class Interface Architecture

The Windows® XP 32 Kernel mode DFU driver was developed using Microsoft® Device Driver
Development Kit (DDK) Version (3790.1830) Windows Server 2003. For more information on the DFU
driver, see the 73S1215F, 73S1217F DFU Host Driver/Application Development User’s Guide.

The USB-DFU and USB-CCID (with DFU Interface) driver files are TSCDFU.inf/TSCDFU.sys and
CCIDDFUTSC.inf/CCIDDFUTSC.sys respectively. Refer to the Release Notes for all the files associated
with these drivers.

2 Installation

2.1 Environments

Host Machine:

Operating System: Windows XP 32
Bus Interface: USB port

Device:

73S12xxF Evaluation Board (EVB) running either the DFU Boot Loader code or the CCID Application
code. See the 73S1215F, 73S1217F Boot Loader — DFU Class Firmware Application Note for more
detailed information about the two partitions (thus two executables) of firmware code, namely the DFU
Boot Loader code and the CCID Application Code.

It is important that the correct driver is matched up with the firmware code that is being executed on the
73S12xxF device. In other words, if the DFU Boot Loader code is running, the TSCDFU.sys driver should
be installed. If the CCID Application code is running, the CCIDDFUTSC.sys driver is installed.
Unexpected results occur if the firmware/driver pair are mismatched.

The first time the 73S12xxF EVB is connected to the Host Machine via a USB cable, there are two
possible and separate instances that require fresh driver installations. If the EVB is executing the DFU
Boot Loader code at power up, plugging the EVB in for the first time causes Windows to prompt the user
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to install the DFU driver. If the EVB is executing the CCID Application code, a board power up causes
Windows to prompt for the installation of the CCID driver. After the correct driver is installed on the Host
Machine, subsequent connections of the EVB to the Host will have the correct driver loaded automatically
by Windows.

2.2 Device Type as Recognized by Windows

Connect the 173S2xxF EVB to the host via a USB cable. Within a couple of seconds, Windows will
recognize the device type as either a TSC12xx DFU Device or TSC12xx CCID Device, depending on
what is being executed in the device’s firmware. The Windows pop-up will display the appropriate device
type for a few seconds, then it will show the New Hardware Found Wizard menu. Make note of the
device type being recognized and displayed by Windows so that the proper installation batch file can be
invoked using these steps:

e Click Cancel to close the New Hardware Found Wizard menu.

e Open the Device Manager and under Smart Card Readers, in the case of the CCID device type, or
under Other Devices, in the case of the DFU device type.

e The CCID Device type, the DFU Device Type, and the legacy CCID Device type with no DFU support
are displayed in the Device Manager as shown in Figures 2 ,3 and 4 respectively.

E.- eridia g ond D Prope

File  Action  Wiew Help

g 2 =
Tendian Semiconductors
- =) pcs40T

' Computer
-f';_ﬂ Disk drives Device Instance |d
j Display adapters

& DWD{CD-ROM drives SEVWID_18626PID_0001 EMI_014681561 4EE 452480001
&8 Human Interface Devices

+-1=y IDE ATAATAPT controllers
+- Kevboards
+-1 "}y Mice and other pointing devices
+ :_, Manitors
+-E&8 Metwork adapkers
+- 4 Ports (COM & LPT)
+ ﬂ Processors
&S ammart card readers
v Teridian Semiconducko

%@ 1USE Smart Card reader
+- 8, sound, video and game controllers
+ System devices
- % Universal Serial Bus contrallers

% Intel(R) ICH10 Family 1USE Enhancy

General | Driver | Details

+

3] [H-F

Intel{R) ICH10 Family USE Enhance

[ 1] 4 ] [ Cancel

Figure 2: Device Manager (CCID + DFU Mode)
Figure 2 shows that the 73S12xxF EVB is currently running the CCID Application code.

For the DFU Boot Loader code instance, the Device Manager will show the TSC 12xxF DFU device
under Other Devices. Driver details, in this case, show: USB\VID_1862&PID_1100\xxxx. See Figure 3.
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Figure 3: Device Manager (DFU Mode)

For the legacy CCID Mode, the Device Manager shows the TSC12xxFV.09 device under Other Devices.
Driver details, in this case, show: USB\VID_1862&PID_0000\xxxx. See Figure 4.
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Figure 4: Device Manager (ccidtsc Device with No DFU)
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2.3 Device Driver Installations

The following sections describe the steps to install the correct driver for each device type.

231

Installing ccidtsc.sys Driver for Legacy CCID Device Type with No DFU support

Double click on device TSC12xxFV.09 - Details, in Figure 2, and then select Device Instance Id from

drop down list.

If the Device Instance ID is USB\VID_1862&PID_0000\xxxx, the 73S12xxF is recognized as the Legacy
CCID device type by Windows. Follow these steps to install the CCIDDFUTSC.sys driver:

1. Inthe Driver tab click on update driver.

2. Locate catalog file ccidtsc-xp.cat, ccidtsc-32.cat or ccidtsc-64.cat in CD ROM to install on Win XP 32,
Vista 32 or Vista 64 respectively. See Figure 5.

3. Click open, and windows will install driver for the device.
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 Hardware Update Wizard

Select the device driver you want to install for this hardware.

all From Disk

Locate File

P

¥ 0 ¥ @

[ HST-100UBT

File: name:

ceoidizc-sp

Files of type;

Figure 5: Locate Relevant .cat File for Installation

4. After successful installation, in device manager the device will be listed under Smart card readers

with name TSC USB CCID Smart Card Reader — xp. As shown in Figure 6.
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[#-J4] Performance Logs and Alert: Display adapters Location: Location 0 [T3C1 2w 03]
: - s, Device Manager L, DWDCD-ROM drives Bhice el
= & Storage Floppey disk cantrollers
[+-g=5' Removable Storage ﬂ Floppy disk drives This device iz working properly.
& Disk Defragmenter {28 Human Interface Devices : e : :
i Disk Management IDE ATAJATAPI contraliers If pou are having problems with this device, click Troubleshoot to

: start the troubleshooter.
- @ Services and Applications

IEEE 1394 Bus host controllers
s Kevboards

Mice and other pointing devices
'§) Manitars

Metwork adapters
7 Ports (COM & LPT)
Processars
= @ Smark card readers

%3 TSC USE CCID Smart Card Reader - xp

< | (-8, Sound, videa and game contrallers

Device usage:

Use this device [enabls) “ |

[ al's J[ Caniel ]

Figure 6: Device Manger Legacy CCID Driver Installed

2.3.2 Installing CCIDDFUTSC.sys Driver for the CCID Device Type

Double click on device Teridian Semiconductor - Details, in Figure 2, and select Device Instance Id
from drop down list.

If it is USB\VID_1862&PID_0001\xxxx. This Device Instance Id shows the 73S12xxF being recognized
as the CCID device type. Follow these to install the CCIDDFUTSC.sys driver:

1. Locate CCIDDFUTSCIntall.bat in the provided CD-ROM. Make sure that all these files reside in the
same folder:

CCIDDFUTSC.sys
CCIDDFUTSC.inf
devcon.exe
CCIDTSCDFUInstall.bat

®% ccid dfu installor

File Edit Wiew Favorites Tools Help

@Back - \_/,l Lﬁ /:__j Search f{?‘ Folders '

Address |[ﬁ Ci\Documents and Settingst Administrator|Deskkop DFU-FEBOS-ken!coid dfu installar

=
i ceiddfutsc coidDFLUEsc
@’ Deskkop Setup Information System File
@ My Documents 31 KE

:i My Computer

‘H My Metwork Places
9’ Recycle Bin

= [3) DFU-FEBOS-Ken

devcon
Wwindows Setup APL
Windows (R 2000 DDE provider

Figure 7: CCIDDFUTSC.sys Driver Installation Files

2. Invoke the CCIDTSCDFUInstall.bat by double clicking on this file.
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3. Asthe CCIDDFUTSC.sys driver has not been through Windows Driver Certification testing, a warning
message will pop up a couple of times throughout the installation. Select Continue Anyway to
continue the installation. The driver installation will complete successfully within a few minutes.

Hardware Installation

L ] E The zoftware pou are inztalling for thiz hardware:;
L3
TSC USE CCID-DFU Smart Card Reader

has not pazsed Windows Logo testing to verify its compatibiliby
with "Windows =P, [Tell me why this testing iz imporkant. ]

Continuing your installation of this software may impair
or destabilize the commect operation of your zystem
either immediately or in the future. Microzoft strongly
recommends that you ztop thiz installation now and
contact the hardware vendor for software that has
pazzed Windows Logo testing.

Continue Aryuay ] EéTDPInstallatiDn |

Figure 8: Windows Warning

4. After the CCIDDFUTSC.sys driver installation is complete, the Windows Device Manager will show TSC
USB CCID DFU Smart Card Reader under the Smart card reader option as shown in Figure 9.

= TSC USB CCID-DFU Smart Card Reader Properties ?Ix

Q File Action ‘Wiew window Help General| Driver | Details
& & 2 =R
TSC USE CCID-DFU Smart Card Reader
Q Computer Management {Local) ___._, PC415T
= m System Toals + u Batteries
* Event Yiewer +- 1y Camputer Driver Provider:  Teridian Semiconductars
¥ Shared Folders + age Disk drives . )
¥ Lacal Users and Groups + .g Display adapkers Driver Date: 12/8/2008
+- 3] Performance Logs and Alert: + = IDE ATAATAPT controllers Diriver Yersion: £.01.0
2 Device Manager + -z Keyboards
= - Digital Signer: Mot digitally signed
= @ Storage +1-7) Mice and other pointing devices R e e
+ Removable Storage + i, Modems
DHSK Defragmenter T -'g Manitors Dirivver Details... To view details about the driver files.
Disk. Management —|- B8 Metwork adapters
1] & Services and Applications E& Broadcom Nekxbreme 57 Gigabit Contro
B Cisco Systems YPN Adapter Update Driver... To update the driver for this device.
ES InteliR) PROWireless 22006G Metwork C
+- [ PCMCIA adapters e ] )
+ 588 Processors Fioll Back Diiver If the device falls_ after _updatlng the driver, rall
back to the previously installed driver.
= % Smart card readers
@ TSC USE CCID-DFU Smart Card Reader
+-8, sound, video and game controllers Unirestall To uninstall the driver [Advanced).
+ System devices
< 3 + Universal Serial Bus controllers
[ [l ] [ Cancel

Figure 9: Device Manager after Successful Installation
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2.3.3 Installing the TSCDFU.sys Driver for the DFU Device Type

Double click on device TSC 12xx DFU Vx.xx - Details, as shown in Figure 9 and select Device
Instance Id from the drop down list. It shows USB\VID 1862&PID_1100\xxxx. This Device Instance Id
indicates that the 73S12xxF device is currently executing the DFU Boot Loader code. Follow these steps
to install the driver:

1. Locate TSCDFUInstall.bat in the provided CD-ROM and make sure you have all these files in the
same directory:

TSCDFU.sys
TSCDFU.inf
devcon.exe
TSCDFUInstall.bat

2. Double click on the TSCDFU.bat icon to start installation.

& tsc dfu installor

File

@Back - \_/l lﬁ /..__\J Search i Folders v

address |23 C\Documents and Settings) AdrinistratoriDeskkopt DFU-FEEOS-Kentkse dfu installor

i - devcon 'T'-'::# kscdfu
File and Folder Tasks Windows Setup APT = Setup Information
‘indowes (R 2000 DD provider 3 S KB
aaa
daa

Edit  Yiew Favorites  Tools  Help

J Make a new Folder
@ Publish this Folder o the e Escdfu &0 TecDfulnstall

Weh System File % M3-0iS Batch File
& share this Folder JAkE 1 KB

Figure 10: Run TscDfulnstall.bat

3. Asthe TSCDFU.sys driver has not been through Windows Driver Certification testing, a warning
message will pop up. Select Continue Anyway to finish up the installation. The driver installation
will complete successfully within a few minutes.

4. Once the TSCDFU.sys driver installation is complete, the Windows Device Manager shows:
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Figure 11: DFU Mode Installation Verification at Device Manager

2.4 Driver Device Instance Ids

When Windows detects the 73S12xxF device’s connection, the Device Instance Id can be found via the
Device Manager. This Device Instance Id can be used to identify which piece of firmware code is
currently being executed in the 73S12xxF Flash.

2.4.1 USB-DFU Driver

The DFU Boot Loader code execution would be indicated via Windows’ showing of Device Instance Id as:
USB\VID_1862&PID_1100\xxxx. This information will be used to select the TSCDFU.sys driver installation
file. The Device Instance ID can be found via the Device Manager's Driver Details as shown in Figure 12.

T5C12xxF DFU Y0.90 Properties

General | Driver | Details |

.\> TSC12wsF DFL W0.90

JSESWID_186Z4PID_11004123456789

I Ok H Cancel ]

Figure 12: TSCDFU.sys Device Instance Id
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2.4.2 USB-CCID Driver

The CCID Application Code execution is indicated via Windows’ showing the Device Instance Id as:
USB\VID_1862&PID_0001\xxxx. This information will be used to select the CCIDDFUTSC.sys driver
installation file. The Device Instance ID can be found via the Device Manager’s Driver Details as shown
in Figure 13.

Teridian Semiconductors Properties

General | Driver | Detals

\:2 Tetidian Semiconductors

Device Instance |d "

USEWID_18625PID_000TEMI_014641561 4EE 452450001

Lok J[ cuce |

Figure 13: CCIDDFUTSC.sys Device Instance

2.4.3 Legacy USB-CCID Driver (no DFU support)

The Legacy CCID Application Code execution is indicated via Windows’ showing the Device Instance Id
as: USB\VID_1862&PID_0000\xxxx. This information will be used to select the CCIDDFUTSC.sys driver
installation file. The Device Instance ID can be found via the Device Manager’s Driver Details as shown
in Figure 14,

TSC12xxF¥.09 Properties

USENID_18625FID_0000%1 23456733

[ QK l [ Cancel ]

Figure 14: ccidtsc.sys Device Instance
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2.5 Trouble Shooting

When the 73S12xxF device is connected to the Host but there is no pop-up message of any kind, it does
not look like Windows recognizes there is a USB device connected.

If LEDO on the 73S12xxF device is blinking, the DFU Boot Loader code is running and the device is
waiting for a USB reset signal from the Host. Do one or all of the following:

1. Make sure the AC Adaptor connected to the 73S12xxF has the appropriate voltage output.
2. Power cycle the device a couple of times.

3. Try another USB cable or connect the device to a different USB port on the Host.

4. Try adifferent Host machine.

If LEDO is not on, it could be that the device just has a blank part (no firmware code). Contact a Teridian
representative for further assistance.

If LEDO is on but Windows shows the Unrecognized USB Device message. Power cycle the device a
couple of times. If the problem remains, force the DFU Boot Loader code to run as follows:

1. Power OFF the 73S12xxF EVB.
2. Connect USRIO 5 to a 3.3 volt pin (to bring USRIO 5 high).
3. Power On the 73S12xxF EVB.

If the TSCDFU.sys driver enumerates successfully, ground USRIO before the next power cycle.

3 Related Documentation

The following 73S12xxF documents are available from Teridian Semiconductor Corporation:

71S1215F Data Sheet

71S1217F Data Sheet

73S12xxF Smart Card Terminal Controller Family Software User’s Guide

73S12xxF Evaluation Board User’s Guide

Teridian Flash Programming Tool

73S1215F, 73S1217F Boot Loader — DFU Class Firmware Application Note
73S1215F, 73S1217F Windows XP 32 USB CCID and DFU Drivers Installation Guide
73S1215, 73S1217F CCID Application Note

4 Contact Information

For more information about Teridian Semiconductor products or to check the availability of the 73S12xxF,
contact us at:

6440 Oak Canyon Road
Suite 100
Irvine, CA 92618-5201

Telephone: (714) 508-8800
FAX: (714) 508-8878
Email: scr.support@teridian.com

For a complete list of worldwide sales offices, go to http://www.teridian.com.
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