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WiFly evaluation Kit

Features

e Contains all hardware and software
components required to configure and setup
Roving Networks WiFly 802.11 modules.

e  Supprts Windows based computers via
serial or USB interface.

e Simple ASCIl command interface for
configuration and programming of the WiFly
module

Description

The evaluation kit allows you to configure and program the WiFly 802.11 module. The kit can be used for
development and field configuration of WiFly enabled products. The evaluation kit includes the hardware
required to connect to the WiFly module though the USB or serial port of your computer. The evaluation kit
includes:

e evaluation board —links your computer to the WiFly module

e USB cable — connects the evaluation board to the host computer

e Serial cable — connects the evaluation board to the host computer

e Power cord — powers the evaluation board when using the serial cable (Not used for USB setups)
e 10pin (2x5) 050” board to board cable — connects the WiFly module to the evaluation board

¢  WiFly module — RN111B-R (Reverse polarity SMA )

e Antenna - 4” antenna with reverse polarity SMA

In addition to the hardware in the WiFly evaluation Kit you will need a x86 compatible computer with either a
USB port or serial port running Windows XP or Vista. The WiFly evaluation kit may work with other versions of
Windows, however this document only covers the Windows XP and Vista operation.

The WiFly device is configured with a simple ASCI command set. The evaluation board physically connects
your computer to the WiFly module, communication to the WiFly module is through a standard COM port on
you computer using a simple terminal emulator such as TeraTerm or through the WiFly utility. (see diagram
below) A full description WiFly commands can be found in the WiFly Users Manual.

Getting Started

Host Computer

usB Terminal

Emulator

Ten pin
Ribbon cable

WiFly Evaluation
Module Board

or
Serial Cable

WiFly
Utility
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All software and documentation for the WiFly Module and evaluation kit can be found on the Roving Networks
website on the support page.

You will need your computer, an internet connection, the SSID for your WiFi access point, the passkey(s) for
your WiFi access point if your network is security enabled.

With your computer connected to the internet go to the Roving Networks website support page and download
and WiFly setup wizard or FTDI drivers. The WiFly setup wizard will install the Wifly Utility and the drivers.
Follow the directions in the WiFly setup wizard and be sure the wizard finishes successfully before proceeding.

NOTE: The WiFly utility is only for convenience, the WiFly module can be completely configured from a
terminal emulator. If you do not use WiFly utility you will need to install the FTDI device drivers. These can be
found on the Roving Networks website on the support page.

You will need a simple terminal emulator program. We suggest TeraTerm. This is also available for download
from the Roving Networks website. WARNING: Don not use HyperTerm, it has several bugs that make it
unusable for this application.

Setup and Configuration

This is a two step process:
1. Connecting the hardware through the USB or serial connection
2. Configuring the WiFly module to access the WiFi network

Once complete the WiFly module is associated with the network and has acquired an IP address. The WiFly
module can then be programmed and network connections established.

NOTE: Before proceeding the drivers must be installed on your computer.
Step 1: Setting up the hardware

The evaluation board can be connected to the host computer using either the USB or the serial interface
port on your computer.

USB Connection:

1.Connect the USB extension cable to the
development board.

2.Connect the 10pin ribbon cable to the
WiFly module and evaluation board. When
looking from above, red side of the ribbon
should be towards the edge of the module.

3.Connect the other end of the 10pin ribbon
cable to the WiFly Module, again the red
side of the ribbon cable should be on the
outside edge of the module.

4 Verify that the jumper is set for USB mode,
perpendicular to the length of the
evaluation board (See figure 1)

5.Plug the USB cable into the computer.

Fig. 1 USB cable setup and jumper setting
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Serial Connection:

1. Connect the Serial cable to the
development board. The red side of the
ribbon cable should be towards the near
edge of the evaluation board.

2. Connect the 10pin ribbon cable to the
WiFly module and evaluation board.
When looking from above, red side of
the ribbon should be towards the edge
of the module

3. Connect the other end of the 10pin
ribbon cable to the WiFly Module, again
the red side of the ribbon cable should
be on the outside edge of the module.

4. Move the jumper from USB to serial
mode. The jumper should be inline with
the length of the evaluation board (See
figure 2)

5. Plug in the power connector to the
evaluation board

6. Plug the serial cable into the computer.

7. If your computer has a mail DB9
connector you will need a male to male, null modem cable to complete the connection.

Fig. 2 Serial cable setup and jumper setting

If the hardware is successfully connected, if the green LED on the evaluation board is on and the red LED
on the WiFly module is on (not associated) while the green LED is blinking fast (not connected).

Step 2: Configuring the WiFly Module

The most basic configuration requires only the name (SSID) and channel of the wireless network. The
WiFly module can only associate with one network at a time. It is recommended that you first configure
the WiFly module using an open access point to simplify the setup.

Using the WiFly Utility to configure the WiFly module

= Wil Uity [ o] =]

Fle Edt Hep
NOTE: The WiFly utility only recognizes the USB Dm|:n Saved Seting (NI El

. . . Setup | Status | Tools | info |
connector setup. If you are using the serial connection e
you will need to us a terminal emulator program for s Ty ded Update
configuration and setup. atictp: [
The WiFly Utility simplifies the task configuring the WiFly g I
module by detecting the COM port that the USB serial et e
device is connected to and providing graphical interface Port OO0
for the WiFly programming language. WLAN —— —
Channel: ﬁ

1. Start the WiFly Utility | o T—

Ky Mumber

If the USB cable is plugged in and the drivers are
load correctly Windows should recognize the new

FoLnd LER Frogrammer
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hardware as “USB serial port” or “USB WiFly programmer.” NOTE: If you have not installed the WiFly
Utility, the Windows operating system will not recognize the new hardware. If this is the case, cancel
the “Found New Hardware” dialog and disconnect the USB cable, then run the WiFly setup wizard.

2. Configuring the WiFly module

Enter the name (SSID) and Channel of your network

The utility requires you enter a remote IP address and port number. This does not have to be a
valid IP address on your network. Set the port to 2000

If your network has security you must provide the security codes by selecting the Authentication
Type and enter the Key Number or Phase

Optionally if you are not using DHCP or just want to assign a static IP address

o Deselect IP Address Dynamically Assigned

o Enter the Static IP address

o Enter the Subnet Mask

o Enter the IP address of the Gateway
Enter a name for this configuration at the top of the window in the Save Settings field.
Click on Update

The WiFly module is successfully configured if the red LED is off and the green light is flashing slowly.

To verify the connection, switch to the Status tab in the WiFly Utility. There you should see the actual
IP address assigned to the WiFly module, the signal strength and other information. At this point you
can go to the Tools tab in the WiFly utility and ping the Wifly module by providing its IP address.

Now that the WiFly is configured it will retain these setting and every time it is powered up will attempt
to associate with the same network.

Using a terminal emulator to configure the WiFly module

Instead of using the WiFly Utility, a terminal emulator can be used to configure the WiFly module. This
has the advantage that once the module is configured the complete set of WiFly commands is available to

the user.

by opening the “Device Manager” which
is part of the system tools in Windows.
In the Device Manager browse and

-G Services and Applcations & Monitors
B8 Network, adapters

B PCracia adapters

-lojx]
. . =) Fie Action View Window Help == =
NOTE: If you have not installed the WiFly T & 2| A [
utility or the FDTI device drivers Windows = Computer Management Lo<| =
will not recognize the new hardware when it =1 System Tools + ™ Barteries
is plugged into your computer. To resolve HE Event Viewer -1y Computer
this either running the WiFly setup wizard or FMRcwedfddes A L dhe
. . . 4 #G Locd Users and GroLg + & Display adapters
install the FDTI drivers directly. 4§ Performance Logs anc| Bz DVD/CD-ROM drives
= Device Manager 4B Human Interface Devices
. . - (2 Storage +-(3Y IDE ATA/ATAPL controllers
1. Determine the COM port the USB Serial 1 @& Removable Storage 4w Keyboards
port is connected on. This can be found &' Disk Defragmenter - Mice and other poning devices
B Disk Managerment +- [ Modems
+

expand the selection for Ports (COM &
LPT) Inthe example to the right the

A Ports (COM & LPT)
o communications Port (COML)
o ECP Printer Port (LPT1)

USB serial port is COM9 ———® sk Serid Port (COMS)

+ 48 Processors
+-338 Smart card readers
+ @ sound, video and game controllers

+ Systam devices
+ Universal Serlad Bus controlers
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2. Next open up the terminal emulator using COM port found in the previous step. If using TeraTerm,
select Serial and choose the proper COM Port from the pull down list.

B, coMo - Tera — (O] x|
3. From within the terminal window, put the Fle Edit Selup Conbol Window Help
WiFly module into command mode by typing gﬂgw net |
$8% in the terminal window. You should get 9Sid=xxx
CMD back confirming you are in command Chan=6_ 1L
DHCP=FAIL
mode. , Tnet=FAIL
4. Next type show net to display the current L inks=@

§1.23> set wlan ssid rovingl
€1.23> set wlan channel 1
AQK

£1.23> save

network settings.

NOTE: After each command completes you Storing in config [
will see a prompt that looks like <X.XX> SR>, feboot

where X.XX indicates the version of firmware
running on the module In the example to the
right the version is 1.23

| |

5. Set the SSID with the command set wilan
ssid network_name where network_name is the name of your WiFi network

6. Set the network channel with the set wan channel N where N is the channel that your WiFi network

NOTE: Commonly the channel number is 1, 6 or 11. If you do not know the channel number you can
find it using the scan option in the WiFly, see “Finding Available Networks” below.

7. Next save the configuration to flash using the save command
8. Now reboot the WiFly module by typing reboot to have your changes take effect.

Upon rebooting the WiFly module will attempt to associate with the WiFi network and acquire an IP
address. The WiFly module is successfully configured if the red LED is off (associated) and the green light
is flashing slowly (IP address acquired).

You can also verify the connection status by going into command mode and typing show net to display
the network information and get ip to display the IP address.

You can test the connection by pinging the IP address of the WiFy module from an external command
window.

Finding Available Networks

Use the scan feature in the WiFly module to find the name (SSID) and channel of available networks. To
start the scan you must have your terminal emulator connected and the WilFy module must be in
command mode.

e Type scan at the WiFly command prompt for a list of WiFi networks within range
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B CoMO - Tera Term = |EI |i|
File Edit Setup Confrol  Window  Help
ERR: 7-Cmd [
£1.23>
ERR: 7-Cmd
£1.23> scan
Chan MAC RSSI SECURE _ SSID

1 Ro: 1 Z2:70:7e:e8 = -66 dBm QPEN (rov1ngl)

3 89:96:25.59 b9:0f = -77 dBm OPEN s)

6 PB:18:3a:7e:71:d7 = -73 dBm WEP (é?FX12®18434)
<1623> PD:0c:41:82:54:19 = -62 dBm WPAZ (ThelLoft)

Connecting to security enable networks

Networks running WEP or WPA security require setting the pass key prior to associating with the WiFi
network. The authentication and pass keys are entered via the WiFly command interface with the
following commands.

set wlan auth <value> sets the authentication level. 0= disabled, 1=WPA-PSK, 2=WPA2-PSK,
3=WEP-128.

set wlan key <num> <value> sets the WEP key. The key parameter must be

EXACTLY 13 bytes (26 ASCII chars). Data is expected in HEX format, “0x” should NOT be
included.

Example : “set w k 112233445566778899AABBCCDD”
Hex digits > 9 can be either upper or lower case.

set wlan num <value> sets the default WEP key to use. 1-4is the valid range.
Example : “set w n 2” sets the default key to 2.

set wlan phrase <string> sets the passphrase for WPA security modes.

1-64 chars. The passphrase can be alpha and numeric, and is used along with the ssid
generate a unique 32 byte Pre-shared key (PSK), which is then hashed into a 256 bit number.

However, if exactly 64 chars are entered, it is assumed that this entry is already anASCII HEX
representation of the 32 byte PSK and no such processing is done.

Example : “set w p password” sets the phrase.

Here is an example of connecting to a WPA-2 secure access point.

809 University Avenue ¢ Los Gatos, CA 95032 -« Tel (408) 395-6539 ¢ info@RovingNetworks.com




!!Lag!al Hl!l!lJ!l!ifp E!;QE"]{JLFS F{P1-1 1 1 E;'EE\II\I.

IGRNI111B-EVAL 3/10/2009
B comg - Te o (=]

Fle Edit Setup Confrol ‘Window Help

CMD -
show net
SSid=xxx
han=1
Assoc=FAIL
DHCP=FAIL
ITnet=FAIL
Links=0
€1.23> set wlan ssid ThelLoft

A

€1.23> set wlan channel &
<1.23> set wlan auth 2

<1.23» set wlan phrase rubygirl

<1.23> reboot
*Reboot *CMD
show net
SSid=ThelLoft
han=

Assoc=0K

Auth=
DHCP=FAIL
ITnet=FAIL
Links=1
1.23>

Trouble Shooting

WiFly Utility error “Can not find sensor: Timeout”
The evaluation board is not connected. Check to make sure the jumpers are correctly set for
USB or Serial connection.

WiFly Utility error “Command scan: Timeout”
The Wifly module is not able to find any networks in range. Check that the WiFly utility
Channel field is set to Auto Find. Make sure the network access point as good signal
strength

WiFly Utility error “No Networks Found”
The Wifly module can not connect to the networks. Possible problems include, no access
points available, check with wireless device manager. Incorrect or missing WEP key, confirm
access point is either open (no security) or you have the right authentication level set and the
correct pass phrase or key.

WiFly module red LED remains on after setting SSID and channel
The Wifly module can not connect to the networks. Possible problems include, not saving
the configuration before rebooting, enter command mode and verify settings. Incorrect or
missing WEP/WPA keys, confirm access point is either open (no security) or you have the
right authentication level set and the correct pass phrase or key.

WiFly Module red LED is off, but green LED is flash quickly
The WiFy module is associated with the network but was unable to get an IP address. Check
the DHCP is ON in WiFly configuration. If using a static IP address make sure the sub-net
mask and the gateway IP addresses are set correctly using the get ip command

Copyright © 2009 Roving Networks. All rights reserved.

The Bluetooth trademark and logo are registered trademarks of Bluetooth SIG, Inc. All other trademarks are
property of their respective owners.
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Roving Networks reserves the right to make corrections, modifications, and other changes to its products,
documentation and services at any time. Customers should obtain the latest relevant information before
placing orders and should verify that such information is current and complete.

Roving Networks assumes no liability for applications assistance or customer’s product design. Customers are
responsible for their products and applications which use Roving Networks components. To minimize
customer product risks, customers should provide adequate design and operating safeguards.

Roving Networks products are not authorized for use in safety-critical applications (such as life support) where
a failure of the Roving Networks product would reasonably be expected to cause severe personal injury or
death, unless officers of the parties have executed an agreement specifically governing such use.
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