MICROCHIP ATAES132A
ATAES132A 32K AES Serial EEPROM Complete Data Sheet

Features

*  Crypto Element Device with Secure Hardware-Based Key Storage
* 32 kb Standard Serial EEPROM Memory
— Compatible with the Microchip AT24C32D and the Microchip AT25320B
— 16 User Zones of 2 kb Each
*  High-Security Features
— AES Algorithm with 128-bit Keys
— AES-CCM for Authentication
— Message Authentication Code (MAC) Capability
— Guaranteed Unique Die Serial Number
— Secure Storage for up to Sixteen 128-bit Keys
— Encrypted User Memory Read and Write
— Internal High-Quality FIPS Random Number Generator (RNG)
— 16 High-Endurance Monotonic EEPROM Counters
*  Flexible User Configured Security
— User Zone Access Rights Independently Configured
— Authentication Prior to Zone Access
. Read/Write, Encrypted, or Read-Only User Zone Options
*  High-Speed Serial Interface Options
— 10 MHz SPI (Mode 0 and 3)
— 1 MHz Standard I12C Interface
2.5V to 5.5V Supply Voltage Range
* <250 nA Sleep Current
* 8-pad UDFN and 8-lead SOIC Package Options
»  Temperature Range: -40°C to +85°C

Applications

»  Easily Add Security by Replacing Existing Serial EEPROM

*  Authenticate Consumables, Components, and Network Access
*  Protect Sensitive Firmware

»  Securely Store Sensitive Data and Enable Paid-for Features

*  Prevent Contract Manufacturers from Overbuilding

* Manage Warranty Claims

»  Securely Store Identity Data (i.e. Fingerprints and Pictures)
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Description

The Microchip ATAES132A is a high-security, Serial Electrically-Erasable and Programmable Read-Only
Memory (EEPROM) providing both authentication and confidential nonvolatile data storage capabilities.
Access restrictions for the 16 user zones are independently configured, and any key can be used with any
zone. In addition, keys can be used for standalone authentication. This flexibility permits the ATAES132A to
be used in a wide range of applications.

The AES-128 cryptographic engine operates in AES-CCM mode to provide authentication, stored data
encryption/decryption, and Message Authentication Codes. Data encryption/decryption can be performed for
internally stored data or for small external data packets, depending upon the configuration. Data encrypted by
one ATAES132A device can be decrypted by another, and vice versa.

The ATAES132A pinout is compatible with standard SPI and 12C Serial EEPROMS to allow placement on
existing PC boards. The SPI and I2C instruction sets are identical to the Microchip Serial EEPROMs. The
extended security functions are accessed by sending command packets to the ATAES132A using standard
write instructions, and reading responses using standard read instructions. The ATAES132A secure Serial
EEPROM architecture allows it to be inserted into existing applications.

The ATAES132A device incorporates multiple physical security mechanisms to prevent the release of the
internally stored secrets. Secure personalization features are provided to facilitate third-party product
manufacturing.

Pin Configuration and Pinouts

Table 1. Pin Configuration

NC No Connect

CS SPI Mode: Chip Select
12C Mode: NC

SO SPI Mode: Serial Data Out

12C Mode: NC or Authorization Output (AUTHO)

SDA/SI SPI Mode: Serial Data In
12C Mode: Serial Data I/0

SCK SPI Mode: SPI Clock Input
12C Mode: SCL Clock Input

Vce Positive Supply Connection
Vss Ground Supply Connection

Figure 1. Pinouts
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Note: Drawings are not to scale.
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See Section 8. Pin Lists for pin list and description.
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Introduction

Introduction

The ATAES132A provides 32 kb of EEPROM user data memory, sixteen 128-bit Key Registers, sixteen
high-endurance monotonic EEPROM Counters, factory unique Die Identification Numbers, and a
Configuration Memory. The Configuration Memory registers control access to the User Memory, as well
as the restrictions on Key and Counter functionality.

The User Memory can be accessed directly with standard SPI or 2C commands if a user zone is
configured for open or read-only access. If the user zone security is activated, then the extended
ATAES132A command set is used to access the contents of a user zone. The extended ATAES132A
commands are executed by writing the command packet to the virtual memory using standard SPI or 12C
Write commands. The response packet is retrieved by reading it from the virtual memory using standard
SPI or I2C Read commands.

The ATAES132A packages are compatible with standard SPI and 12C EEPROM footprints. This allows
the ATAES132A to be inserted into many existing Serial EEPROM applications.

Scope
This Specification provides all specifications for configuration and operation of the ATAES132A .

Conventions
Table 1-1. Nomenclatures

T

Host The SPI or 12C Master The Host initiates all communications with slave devices
Device on the serial interface bus.
Client The ATAES132A Secure Operates as a SPI or 12C slave.

Serial EEPROM Defined by
this Specification

nnb Binary Number Denotes a binary number “nn” (most-significant bit on the
left).

0xZZ2z2Z Hexadecimal Number Denotes hex number ZZZZ (most-significant bit on the
left).

2777 Hexadecimal Number Denotes hex number ZZZZ (most-significant bit on the
left).

RegName.FieldName Field Name Reference to bit field FieldName in register RegName.

RegArray[xx].FieldName | Field Name Reference to bit field FieldName in register RegArray[xx],

where xx is the array index.

ByteVal<x:y> Bit Field Reference to specific bits in a register or command
parameter byte.

uz User Zone Reference to a User Zone number.
CntID Counter ID Reference to a Counter number.
KeyID Key ID Reference to a Key Register number.
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Byte Order

The ATAES132A device uses a big-endian coding scheme and utilizes the same bit and byte orders as a
standard Serial EEPROM. The byte order is identical to the NIST AES specifications (see Appendix A.
Standards and Reference Documents):

*  The most significant bit of each byte is transmitted first on the bus.

*  The most significant byte of multi-byte integers is transmitted prior to the least significant byte. This
applies to the CRC, address, and other 16-bit command parameters.

* All arrays are transmitted in index order, with byte index O first.

*  Configuration fields that are more than eight bits appear on the bus during a Read or Write in the
index order in which they appear in this specification. The top byte in the input parameters table is
byte<0> and appears first on the bus. These fields are arrays of bytes, not multi-byte integers.

Abbreviations
Table 1-2. Abbreviations

AES Advanced Encryption Block cipher algorithm standardized by NIST with 128-bit block size.
Standard

AES-CCM AES Cipher Chaining AES mode using the Counter with Cipher Block Chaining-Message
Message Authentication Code Algorithm.

AES-ECB AES Electronic Code Book AES mode using the Electronic Code Book Algorithm.

Ciphertext Data communicated after it has been encrypted.

Cleartext Data communicated in a nonencrypted state.

MAC Message Authentication A 128-bit value used to validate the authenticity of ciphertext.
Code

Nonce Number Used Once A value used in cryptographic operations.

Plaintext Data which is either the input to an encryption operation or the

output of a decryption operation.

RFU Reserved For Future Use Any feature, memory location, or bit that is held as reserved for
future use by Microchip.

RNG Random Number Generator | Produces high-quality random numbers.

Communication

The ATAES132A is designed to interface directly with SPI and 12C microcontrollers. The read and write

commands are similar to the standard Microchip Serial EEPROM commands for ease of use. Since the
ATAES132A pinout is also similar to standard Serial EEPROMs, it is possible to use the ATAES132A on
existing PC boards in some cases.

When Read and/or Write access to a user zone is unrestricted, the memory is accessed using the
standard I2C or SPI Read and Write commands. Similarly, if Authentication Only is required and the
authentication requirement has been satisfied, then the memory is accessed directly by the Host using
standard I2C or SPI Read and Write commands.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 8
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If the Host begins a Read operation in an open user zone but continues reading until a prohibited section
of memory is reached, the ATAES132A will continue to increment the address and will return 0xFF for
each byte in the restricted user zone. If the Host begins a Read operation in an open user zone but
continues reading beyond the end of the User Memory, the ATAES132A will return 0xFF for each byte
requested, but will stop incrementing the address.

All other operations, including the execution of the extended commands, are performed by using the
standard |12C or SPI Read and Write commands to exchange data packets via the command and
response memory buffers. The Device Status Register reports the state of the device and is used for
handshaking between the Host and the ATAES132A .

Sending ATAES132A Commands

The ATAES132A commands described in Section 7. Command Definitions, are executed by writing the
command block to virtual memory (Appendix D. Command Memory Map) using standard SPI or I12C Write
commands. The response block is retrieved by reading it from virtual memory using standard SPI or 12C
Read commands.

Command Memory Buffer

The Command Memory Buffer is a write-only memory buffer that is used by writing a command block to
the buffer at the base address of 0xFE00. After the Host completes its Write operation to the buffer, the
ATAES132A verifies the integrity of the block by checking the 16-bit checksum, and then executes the
requested operation. See Section Command Block and Packet for a description of the command packet.
See Appendix D. Command Memory Map for additional Command Memory Buffer information.

Table 1-3. Command Memory Buffer Map

Base Address Base Base Base Base Base
+1 + 2 +3 + N-2 + N-1

Count Opcode Mode Param1 Param1 Param2 @ ...... DataX = CRCA1 CRC2

Response Memory Buffer

The Response Memory Buffer is a read-only memory buffer that is used by reading a response from the
buffer at the base address of 0xFE00. The base address of the Response Memory Buffer contains the
first byte of the response packet after an ATAES132A command is processed. See Section Command
Block and Packet for a description of the response packet. See Appendix D.2 Response Memory Buffer
for additional Response Memory Buffer information.

Table 1-4. Response Memory Buffer Map Following a Crypto Command

Base Address Base Base Base Base Base
+1 +2 +3 + N-2 + N-1

Count ReturnCode Data1 Data2 Data3 @ ...... ... DataX CRC1 CRC2

The Response Memory Buffer is also used to report errors which occur during execution of standard 12C
or SPI Write commands. When the 12C or SPI command execution is complete (as indicated by the
STATUS Register), the Response Memory Buffer contains a block containing an error code (ReturnCode)
if an error occurred, otherwise it contains a block with ReturnCode = 0x00. See Section ReturnCode, for
the error descriptions.
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Device Status Register (STATUS)

The Device Status Register is used for handshaking between the Host microcontroller and the
ATAES132A . The Host microcontroller is expected to read the STATUS Register before sending a
command or reading a response.

The read-only Device Status Register at address 0xFFFO0 reports the current status of the ATAES132A
device. This register can be read with the standard 12C or SPI Read Memory commands. The SPI Read
Status Register command can also be used to read the STATUS Register, as described in Appendix K.
Read Status Register Command (RDSR).

Reading the STATUS Register does not increment the Memory Read Address, and so a Host
microcontroller can easily monitor the ATAES132A device status by repeatedly reading the STATUS
Register. See Appendix G. Understanding the STATUS Register for a detailed description of the STATUS
Register bits and Status Bit behavior.

Table 1-5. Device Status Register Definition

T e et P

EERR RRDY Reserved CRCE Reserved WAKEb

The Device Status Register can always be read when the ATAES132A is configured for SPI interface
mode, even if the ATAES132A is processing a command or writing the EEPROM. When the ATAES132A
is configured for I2C interface mode, the Host can read the STATUS Register only when the 12C Device
Address is ACKed.

If the ATAES132A is in the Sleep or Standby power state, reading the STATUS Register forces the
ATAES132A to wake up; the STATUS Register is 0xFF until the wake-up process is complete.
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The ATAES132A EEPROM is a nonvolatile memory which is divided into several sections with each
section having a different function. The User Memory section contains 32 kb for data storage. The
Configuration Memory section contains the configuration information, security control registers, and
counters. The Key Memory stores the 16 secret keys used to perform cryptographic functions. The
EEPROM page length is 32 bytes. The ATAES132A SRAM buffers and registers are located near the top
of the memory address space and are accessed using standard EEPROM Read/Write commands.

The complete memory map is shown in Appendix B. Memory Map. Each portion of the memory is
described briefly in the following sections.

User Memory

The 32 kb User Memory is organized as 16 user zones of 2 kb each. Each user zone has an associated
user zone configuration register in the Configuration Memory. A user zone can only be accessed when
the security requirements specified in the associated user zone configuration register have been satisfied.
All bytes within a user zone have the same access restrictions. Since the user zone access restrictions
are independently configured, the security requirements for each user zone can be unique. Any key can
be used with any user zone.

Each user zone can be configured to require authentication, Read Encryption, Write Encryption, a
combination of these, or no security. The User Memory can be accessed directly with standard SPI or I12C
commands if a user zone is configured for open or read-only access. If the user zone security is
activated, then the extended ATAES132A command set is used to access the contents of a user zone.

Automatic Post Write Data Verification

The Write and EncWrite commands include an automatic data verification function. After the EEPROM
Write is complete, the Data Verification Logic reads the new EEPROM contents and compares it to the
data received from the Host. If the data does not match, the ATAES132A sets the EERR bit in the
STATUS Register and returns a DataMatch error code. If the data is correct, then the ReturnCode
indicates success.

Key Memory

The Key Memory securely stores 16 keys which are each 128 bits long. Each key has an associated Key
Configuration Register in the Configuration Memory. Keys can only be used for the cryptographic
functions enabled in the Key Configuration Register. Individual keys can be configured to require a
successful authentication prior to use. Key values can never be read from the ATAES132A under any
circumstances. See Appendix F. Key Memory Map.

The Key Memory can be written prior to locking with either encrypted or cleartext data. Encrypted writes
are performed using the EncWrite command (see Section EncWrite Command). Cleartext writes are
performed using the standard SPI or I2C Write commands (see Section Write). After locking, the Key
Registers are managed with the KeyCreate, KeyImport, KeyLoad, and KeyTransfer commands.
The KeyTransfer command allows the User Memory to be used as the Extended Key Memory; eight
keys can be stored in each user zone (see Section KeyTransfer Command).
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Configuration Memory

The Configuration Memory contains all of the registers which control user zone access requirements, the
Key usage restrictions, and the Counter usage restrictions. Device-level Configuration Option Registers
are also located in Configuration Memory.

The ATAES132A Configuration Memory includes a register programmed with unique, read-only die
identification data at the factory. The Configuration Memory also contains several registers for customer
information. The Configuration Memory registers can always be read using the BlockRead command
(see Section BlockRead Command). The Lock command is used to permanently lock the contents of
the Configuration Memory after personalization (see Section Lock Command).

See Table 2-1 for a summary of the Configuration Memory registers sorted by register name. See
Appendix E for the Configuration Memory Map.

Counters
The ATAES132A includes 16 high-endurance EEPROM Counters. Each Counter has or can:

* An associated Counter Configuration Register in the Configuration Memory,
e Only be incremented,

* Never be decremented or reset,

* Be used to track system usage or to store small values.

A key can be configured to prevent exhaustive attacks by limiting key usage with a Counter.

Each counter can increment up to a value of 2,097,134 using the Count Command, after which they can
be no longer changed. Counters attached to keys are incremented each time the key is used; when the
Usage Counter reaches its limit, the key is disabled. The Counters include a power interruption protection
feature to prevent corruption of the Count value if power is removed during the increment operation.

On shipment from Microchip, the EEPROM locations are initialized to their lowest value. The initial value
of each Counter may be written to a different value prior to personalization and prior to locking the
configuration. See Appendix H. Understanding Counters.

SRAM Memory

The ATAES132A SRAM is used to store volatile data and status information. The ATAES132A SRAM
buffers and registers are mapped into the top of the memory address space and are accessed using the
Standard EEPROM Read/Write commands.

*  The Command Memory Buffer is used to send extended commands to the device.

* The Response Memory Buffer is used to read responses to the extended commands from the
device.

* An|O Address Reset Register is used to reset the buffer address pointers.
«  The STATUS Register reports the state of the device.

*  The VolatileKey register and the Authentication Status Register are stored in the SRAM and are
managed by the internal logic. These registers cannot be directly written or read by the user.

Nonce

The SRAM is used to store the Nonce and Random Number Generator (RNG) Seed. The RNG Seed is
generated automatically by ATAES132A , as described in Section Random Numbers. The Nonce is
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generated using the Nonce command or the NonceCompute command. The Nonce and RNG Seed
Register are erased when the device loses power, enters the Sleep state, or is reset.

VolatileKey

The SRAM contains a session key register named VolatileKey. This key location can be written with the
KeyCreate, KeyImport, KeyLoad, or KeyTransfer commands. The VolatileKey register is erased
when the device loses power, enters the Sleep state, or is reset. Restrictions on VolatileKey are
established when the register is created or loaded and persist until the power is lost or the key is
reloaded.

VolatileKey can never be used to read or write the User Memory or to increment the Counters.
VolatileKey can only be used to perform authentication operations and to encrypt or decrypt external
data. See Section VolatileKey Configuration for the VolatileKey usage restrictions.

Command Memory Buffer

The Host executes extended ATAES132A commands by writing a command block to the Command
Memory Buffer using a standard SPI or 12C Write command. After the Host completes its write operation
to the SRAM buffer, ATAES132A verifies the integrity of the block by checking the 16-bit Checksum and
then executes the requested operation.

Response Memory Buffer

The Host receives responses to the extended ATAES132A commands by reading a response block from
the Response Memory Buffer using a standard SPI or I2C Read command. The base address of the
Response Memory Buffer contains the first byte of the response packet after an ATAES132A command is
processed.

10 Address Reset Register

Writing the 10 Address Reset Register causes the address pointers in the Command Memory Buffer and
the Response Memory Buffer to be reset to the base address of the buffers. Writing the 10 Address Reset
Register does not alter the contents of the Response Memory Buffer or the value of the STATUS
Reqgister.

Device Status Register (STATUS)

The Device Status Register is used for handshaking between the Host microcontroller and ATAES132A .
The Host is expected to read the STATUS Register before sending a command or reading a response.
Reading the STATUS Register does not alter the contents of the Command Memory Buffer, the Response
Memory Buffer, or the value of the STATUS Register. See Appendix G. Understanding the STATUS
Register for the definition and behavior of the STATUS Register.

Authentication Status Register

The ATAES132A Authentication Status Register stores the result of most recent authentication attempt.
The Authentication Status Register contains the Authentication KeyID, the AuthComplete status flag, and
the authentication usage restriction bits. Prior to executing the Auth command, the AuthComplete status
flag is set to NoAuth. After successful Inbound Only or Mutual Authentication, the AuthComplete status
flag is set to YesAuth.
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Table 2-1. Summary of the Configuration Memory Registers Sorted by Register Name (Note 1)

eme—omsapion T e e oves

Algorithm Algorithm ID code (0x0000). Never Always 2

ChipConfig Device-level cryptographic and power-up configuration If LockConfig = Always 1
options. Unlocked

Counters 16 high-endurance counters, each capable of counting If LockConfig = Always 128
to 2M. Unlocked
See Appendix H. Understanding Counters.

CounterConfig | Configuration information for each counter. If LockConfig = Always 32
See Section Counter Configuration. Unlocked

DeviceNum Microchip device number code. Never Always 1

EEPageSize Length in bytes of physical EEPROM page (32, Never Always 1
0x20).

EncReadSize Maximum data length in bytes for EncRead (32, Never Always 1
0x20).

EncWriteSize Maximum data length in bytes for EncWrite (32, Never Always 1
0x20).

FreeSpace Free memory for customer data storage. If LockConfig = Always 96

Unlocked

JEDEC Microchip JEDEC manufacturer code (0x001F). Never Always 2

KeyConfig Configuration information for each key. See Section If LockConfig = Always 64
Key Configuration. Unlocked

LockConfig Controls Configuration Memory Write access, except Via Lock Command | Always 1
SmallZone. Default is the Unlocked state. (Note 2) Only

LockKeys Controls Key Memory Write access. Via Lock Command | Always 1
Default is the Unlocked state. (Note 2) Only

LockSmall Controls SmallZone Register Write access. Via Lock Command  Always 1
Default is the Unlocked state. (Note 2) Only

LotHistory Microchip proprietary manufacturing information. Never Always 8

ManufacturingIlD Two byte manufacturing ID code. Never Always 2

PermConfig Microchip factory device configuration options. Never Always 1

SerialNum Guaranteed unique die serial number. SerialNum is Never Always 8
optionally included in cryptographic calculations. See
Appendix E. SerialNum Register.

SmallZone 32 byte value. The first four bytes are optionally If LockSmall = Unlocked | Always = 32
included in cryptographic calculations. See Appendix
E. SmallZone Register.

I2CAddr Selects the serial interface mode and stores the 12C If LockConfig = Always 1
Device Address. Unlocked

ZoneConfig Access and usage permissions for each user zone. If LockConfig = Always 64
See Section User Zone Configuration. Unlocked
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Note:

1. Changes to most of the configuration registers take effect immediately which allows the
functionality to be tested during the personalization process. Changes to the I2CAddr register take
effect at the next Reset, Power Up, or Wake-Up from the Sleep state.

2. The LockConfig, LockKeys, and LockSmall bytes can only be changed with the Lock command
(see Section User Zone ReadOnly Activation). Warning: ATAES132A must always be locked by
the customer prior to shipment to the end user to protect the customer secrets.
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Security Features

All ATAES132A security features are optional. Each feature is enabled or disabled by programming
configuration bits in the EEPROM Configuration Memory. Each user zone, Key, and Counter is separately
and independently configured.

This section describes the ATAES132A security features and cryptographic capabilities. The functionality
associated with each portion of the memory is described in Section Memory.

Architecture

ATAES132A contains all circuitry for performing authentication, encryption, and decryption using keys
stored securely in the internal EEPROM. Since the secrets are stored securely in the ATAES132A , they
do not have to be exchanged prior to executing cryptographic operations.

ATAES132A has fixed cryptographic functionality; it is not a microcontroller and cannot accept customer
firmware. ATAES132A contains a hardware AES cryptographic engine and has a fixed command set.
Although the functionality is fixed, it is also flexible because each feature is enabled or disabled by the
customer by programming registers in the EEPROM Configuration Memory. After personalization is
complete, fuses lock the configuration so it cannot be changed.

AES

The ATAES132A cryptographic functions are implemented with a hardware cryptographic engine using
AES in CCM mode with a 128-bit key. AES-CCM mode provides both confidentiality and integrity
checking with a single key. The integrity MAC includes both the encrypted data and additional
authenticate-only data bytes, as described in each command definition. Each MAC is unique due to
inclusion of a Nonce and an incrementing MacCount Register in the MAC calculation.

See Appendix |. Cryptographic Computations for information about how the AES computations are
performed. Hyperlinks to the AES standard are provided in Appendix A. Standards and Reference
Documents.

Hardware Security Features

The ATAES132A device contains physical security features to prevent an attacker from determining the
internal secrets. ATAES132A includes tamper detectors for voltage, temperature, frequency, and light, as
well as an active metal shield over the circuitry, internal memory encryption, and other various features.
The ATAES132A physical design and cryptographic protocol are designed to prevent or significantly
complicate most algorithmic, timing, and side-channel attacks.

Authentication

The authentication commands utilize AES-CCM to generate or validate a MAC value computed using an
internally stored key. The command set supports both one-way and mutual authentication. One
ATAES132A device can generate packets for authentication of a second ATAES132A device containing
the same key. The internal authentication status register remembers only the most recent authentication
attempt. A user zone can be configured to require prior authentication of a designated key before access
to the user zone is permitted.

Key Authentication
Individual keys can be configured to require a successful authentication prior to use. This requirement
can be used to prevent some kinds of exhaustive attacks on the keys. The authentication requirement
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can be chained to require authentication of several keys prior to allowing a particular operation. The
internal Authentication Status Registers remembers only the most recent authentication attempt.

Encrypted Memory Read/Write

A user zone can be configured to require AES-CCM encryption for EEPROM Read or Write operations. If
encryption is required for Write access, then the MAC is validated before the received (encrypted) data
are written to the EEPROM. If encryption is required for read access, then ATAES132A encrypts data
when they are read from the internal EEPROM, and generates an associated integrity MAC.

Data Encryption/Decryption

A key can be configured to allow encryption or decryption of small packets of data using AES-CCM with
an internally stored key. The Encrypt command encrypts 16 or 32 bytes of plaintext data provided by
the Host; the encrypted data, and MAC are returned to the Host. The Decrypt command decrypts 16 or
32 bytes of encrypted data after verifying the MAC; the data is returned to the Host only if the MAC is
valid. When these commands are used, none of the data is stored in the internal EEPROM.

AES-ECB Encryption/Decryption

A key can be configured to allow AES-ECB mode operations using the Legacy command. A single AES-
ECB operation is performed using an internally stored key and the 16-byte input packet received with the
AES-ECB command. The 16-byte result is returned to the Host. No input or output formatting is
performed by this command, and no data is stored in the internal EEPROM.

Keys

The ATAES132A securely stores sixteen 128-bit keys in the EEPROM. Keys can only be used for the
cryptographic functions enabled in the ZoneConfig, CounterConfig, or KeyConfig Register bits in the
Configuration Memory. Key values can never be read from ATAES132A under any circumstances. Any
key can be used with any user zone.

A seventeenth key register in the internal SRAM can be used for session keys.

See Section Encrypted Key Writes, for the EncWrite command. See Section User Zone ReadOnly
Activation, for the Lock command.

Key Management

The Key registers can be written with plaintext data or with encrypted data before the Key Memory is
locked. After the Key Memory is locked, a key register can only be updated only if the corresponding
KeyConfig Register allows updates.

Several key management commands are available for updating or generating the keys:

1. An encrypted key provided by the Host can be written to an internal key register after validating the
MAC. The KeyImport command and KeyLoad command performs this function.

2. The internal RNG can be used to create a key for use as a session key or for storage in an internal
Key Register. The new key can be encrypted and returned to the Host for use as the encrypted key
input to another ATAES132A device. The KeyCreate command performs this function.

3. Keys stored in User Memory can be transferred to an internal key register or used as a session key.
A user zone configured as extended Key Memory can be used to store eight keys. The
KeyTransfer command performs this function.
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Limited Use Keys

To prevent exhaustive attacks on the keys, the ATAES132A can be configured to limit key usage with a
Counter. If a key is configured with a Usage Counter, then the following steps are performed for any
command using that key:

1. Read the Counter from memory to check if the count has reached the maximum count value.

2. If the maximum count has been reached, then the command is not executed and an error code is
returned.

3. If the maximum count has not been reached, then the Counter is incremented and the command is
executed.

By default, the Counters are configured to allow the maximum value of 2,097,051 counts, allowing
2,097,051 operations using a key with the usage limits enabled. Microchip recommends the customer
configure the Key Usage Counters to a smaller number at personalization; the appropriate key usage limit
is dependent on the application. See Appendix H. Understanding Counters for additional information.

Key Diversification

Microchip recommends that each unit should contain one or more unique keys to minimize the potential
impact of cloning. The keys stored in the ATAES132A should be a cryptographic combination of a root
secret not stored in the device along with the unique ATAES132A SerialNum Register value. The Host
must have a secure place to store the root secret to protect the integrity of the diversified keys.

It may also be beneficial for the ATAES132A devices to contain secrets for validating the authenticity of
the Host. These secrets may need to be the same on all ATAES132A devices for a particular application
to permit any Client to validate any Host. See Section KeyCreate Command, Mode<2>.

Random Numbers

The ATAES132A includes a high-quality RNG for Nonce generation, child key creation, and general
random number generation. The ATAES132A commands can generate random numbers for internal or
external use. Sixteen byte random numbers for external use are generated using the internal RNG and
the AES engine, as described in NIST SP800-90.

The RNG can be used to generate the Nonce for cryptographic operations. A mechanism is also provided
to synchronize the Nonces in two ATAES132A devices using random numbers generated by both
devices. A key can be configured to require that the cryptographic operations using the key use a Nonce
generated with the internal RNG.

Random Number Generation

The RNG architecture includes both a hardware RNG and a stored random seed. On power-up, the
stored seed is read from the EEPROM, cryptographically combined with the hardware RNG output, and
then stored in SRAM. Whenever a random number is required, this SRAM Seed is cryptographically
combined with the hardware RNG output and the optional input seed to create both a new SRAM Seed
and the random number.

For the highest security, the EEPROM Seed should be updated at every power cycle in which the RNG is
used. However, the EEPROM Seed Register has a maximum life expectancy of 100,000 writes per unit.
The Host system is expected to manage the EEPROM Seed by using the command mode option to
suppress automatic EEPROM Seed updates.
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User Zone Configuration

Access permissions to each user zone are controlled by the ZoneConfig Registers in the Configuration
Memory. There is one ZoneConfig Register for each User Memory zone.

Table 4-1. Definition of the ZoneConfig Register Bits (1)

T S

UseSmall

UseSerial

WriteMode

EncWrite

EncRead

AuthWrite

AuthRead

AuthlD
ReadlD

WritelD

Reserved

VolatileTransferOK

ReadOnly

5:4

74
3:0

74

3:1

7:0

0b = First four bytes of SmallZone are not included in the EncWrite Operations.
1b = First four bytes of SmallZone must be included in the EncWrite operation
provided the EncWrite = 1b. If EncWrite = 0b then the UseSmall bit is ignored.

0b = SerialNum is not included in the EncWrite operations.
1b = SerialNum is included in the EncWrite operations provided EncWrite = 1b. If
EncWrite = 0b then the UseSerial bit is ignored.

00b = Zone is permanently read/write.
01b = Zone is permanently read-only.

10b = The ReadOnly byte determines if writes are permitted.

11b = The ReadOnly byte determines if writes are permitted, and the Lock
command must include an authenticating MAC calculated using the KeyID stored in
ZoneConfig[UZ].WritelD .

0b = Encryption is not required to write data.
1b = Encryption is required to write data.

0b = Encryption is not required to read data.
1b = Encryption is required to read data.

0b = Authentication is not required to write data.
1b = Authentication is required to write data.

0b = Authentication is not required to read data.
1b = Authentication is required to read data.

KeylID which is used for inbound authentication before access is permitted.

KeylID which is used to encrypt data read from this zone. The same key is used to
generate the MAC.

KeyID that is used to decrypt data written to this zone. The same key is used to
verify the MAC.

Reserved for future use.

0b = Key transfer from this User Zone to VolatileKey is prohibited.
1b = Key transfer from this User Zone to VolatileKey is permitted.

The contents of this byte are ignored unless WriteMode contains 10b or 11b.
If 0x55, then the user zone is Read/Write.

If any other value, then the user zone is read-only.
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Note:

This byte can be updated after the Configuration Memory is locked using the Lock
command (See Section Lock Command).

1. Most changes to the ZoneConfig Registers take effect immediately. Changes to the AuthRead and
EncRead bits do not affect the SPI or I2C Read command until the next reset or power-up.
Warning: The ATAES132A must always be locked by the customer prior to shipment to the end
user to protect the customer secrets. See Section Lock Command.

Key Configuration

Restrictions on key usage are controlled by the KeyConfig Registers in the Configuration Memory. There
is one KeyConfig Register for each key.

Table 4-2. Definition of the KeyConfig Register Bits (Notes 1.2, 4)

T S

ChangeKeys

Parent 0 6
Child 0 5
AuthKey 0 4
LegacyOK 0 3
RandomNonce 0 2
InboundAuth 0 1

ExternalCrypto 0 0

AuthCompute 1 7

TransferOK 1 6

0b = Key updates with EncWrite command are prohibited.

1b = Key updates are permitted after locking. The new key is written using the
EncWrite command with a MAC generated with the current value of key.
See Section EncWrite Command.

0b = This use is prohibited.
1b = This key can be used as the parent when writing VolatileKey via KeyCreate,
Keylmport, or KeyLoad. See Section VolatileKey Configuration.

0b = This use is prohibited.
1b = The key is permitted to be the target of a KeyCreate or KeyLoad command.

0b = Prior authentication is not required.
1b = The key requires prior authentication using the KeyID stored in LinkPointer.

0b = The key cannot be used with the Legacy command.
1b = The key can be used with the Legacy command.

0b = The Nonce is not required to be random.
1b = Operations using this key requires a random Nonce. See Section Nonce
Command.

0b = The key can be used for any purpose not prohibited by another KeyConfig bit,
including Outbound Only authentication.

1b = The key can only be used by the Auth command for Inbound Only or Mutual
Authentication. The key cannot be used by any other command, but KeyID can be
the target of a key management command.

0b = The Encrypt and Decrypt commands are prohibited.
1b = The key can be used with the Encrypt and Decrypt commands.(3)

0b = The key cannot be used with the AuthCompute command.
1b = The key can be used with the AuthCompute command.

0b = KeyTransfer command is prohibited.
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ChildAuth

ImportOK

AuthOutHold

AuthOut

ChildMac

CounterLimit

CounterNum

LinkPointer

Reserved

DecRead

Note:

74

3:0

7:1

1b = The key is permitted to be the target of a KeyTransfer command. See Section
KeyTransfer Command.

0b = Prior authentication is not required.
1b = The KeyCreate command requires prior authentication using the KeyID stored
in LinkPointer.

0b = KeyImport command is prohibited.
1b = The key is permitted to be the target of a KeyImport command.

0b = Then the 12C AuthO output is reset when an authentication reset is executed
using this key (see Appendix J. 12C Auth Signaling).

1b = The 12C AuthO output state is unchanged when an authentication reset is
executed using this key.

0b = 12C Auth signaling is disabled for this key.
1b = I12C Auth signaling is enabled for this key (see Appendix J. 12C Auth Signaling).

0b = The KeyCreate command does not require an input MAC (it will be ignored, if
provided).
1b = An input MAC is required to modify this key using the KeyCreate command.

0b = No usage limits.
1b = Usage count limits are enabled for this key (see CounterNum).

Stores the CntID of the Monotonic Counter attached to this key for usage limits or for
MAC calculation. MAC calculations will include the Counter if Command Mode<5> is
1b even if key usage limits are disabled.

For child keys; stores the ParentKeyID.
For all other keys; the KeylID of the authorizing key (see AuthKey).

Reserved for future use.

0b = The DecRead and WriteCompute are prohibited.
1b = The DecRead and WriteCompute commands can be run using this key.

1. Changes to the KeyConfig Registers take effect immediately which allows the functionality to be
verified during the personalization process.

2. Warning: The ATAES132A must always be locked by the customer prior to shipment to the end
user to protect the customer secrets. See Section Lock Command.

3. Warning: Since the Encrypt command does not include an input MAC, the Encrypt command
can exhaustively be run with selected input data to attack the key. Requiring authentication prior to
allowing encryption makes these attacks more difficult. To require prior authentication, the AuthKey
and RandomNonce bits must be set to 1b.

4. Akey can be disabled by setting KeyConfig[KeyN].AuthKey to 1b, and
KeyConfig[KeyN].LinkPointer to contain “KeyN”, where KeyN = KeyID of the key being configured.
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VolatileKey Configuration

There is a seventeenth key register, named VolatileKey, which has a KeylID of 0xFF and is stored in the
internal SRAM. This key location can be written with the KeyCreate (see Section KeyCreate
Command), KeyImport (see Section KeyImport Command), KeyLoad (see Section KeyLoad
Command), or KeyTransfer (see Section KeyTransfer Command) commands. The contents of the
VolatileKey Register are erased when the device is powered down, enters the Sleep state, or is reset.

When the VolatileKey Register is loaded, restrictions are placed on its usage which persists until the
power is lost or the key is reloaded. The definition of the VolUsage field is shown in the table below.

Table 4-3. VolUsage Field Bit Definitions in the KeyCreate or KeyLoad Command at VolatileKey

Creation

VolUsage Field Byte Description
Name

Reserved

LegacyOK

AuthCompute

RandomNonce

DecryptOK

EncryptOK

AuthOK

Reserved

DecRead

WriteCompute

Note:

2:1

7:2

Reserved for future use. All bits must be 0b.

0b = Legacy command is prohibited.
1b = Legacy command can be run using this key.

0b = AuthCompute command is prohibited.
1b = AuthCompute command can be run using this key.

0b = A fixed (input-only) Nonce is permitted.
1b = Operations using this key require a random Nonce (see Section Nonce
Command).

0b = Decrypt command is prohibited.
1b = Decrypt command can be run using this key.

00b = Encrypt command is prohibited.
01b = Encrypt command can be run using this key without a prior
authentication. Note 1

10b or 11b = Encrypt command can be run using this key only with a prior
authentication. Note 1

0b = Auth command is prohibited.
1b = Auth command can be run using this key.

Reserved for future use. All bits must be 0b.

0b = DecRead command is prohibited.
1b = DecRead command can be run using this key.

0b = WriteCompute command is prohibited.
1b = WriteCompute command can be run using this key.

1. Warning: Since the Encrypt command does not include an input MAC, the Encrypt command
can be exhaustively run with selected input data to attack VolatileKey. Requiring authentication
prior to allowing encryption makes these attacks more difficult. To implement this, the Auth and
RandomNonce bits must be set to 1b, and the Encrypt bits must be set to 10b or 11b when the
VolatileKey is created.
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Counter Configuration

The CounterConfig Registers impose restrictions on the usage of the Counter command with a Counter
(see Section Counter Command). There is one CounterConfig Register for each Counter. Each Counter
can increment up to a value of 2,097,151 using the Count command, after which they can no longer be
changed. See Appendix H. Understanding Counters for additional Counter information.

The CounterConfig bits have no impact on the functionality of a Key Usage Counter. If a Counter is
identified in a KeyConfig Register (see Section Key Configuration) as a Key Usage Counter, then the
Counter will increment each time the key is used. The CounterConfig[CntID].IncrementOK bit is typically
set to 0b to prohibit the Counter command from incrementing a Key Usage Counter.

Table 4-4. CounterConfig Register Bit Definitions (Notes 1. 2)

T

Reserved Reserved for future use. All bits must be 0b.

RequireMAC 0 1 0b = An input MAC is prohibited.
1b = The increment operation requires an input MAC.

IncrementOK 0 0 0b = Increments using the Counter command are prohibited.
= Increments using the Counter command are permitted.

MaclD 1 7:4 KeylD of the key used to generate the Counter command output MAC for
Counter Read operations.

IncriD 1 | 3:0 KeylD of the key used to generate the Counter command input MAC for
increment operations.

Note:
1. Changes to the CounterConfig Registers take effect immediately, allowing the functionality to be
verified during the personalization process.
2. Warning: The ATAES132A must always be locked by the customer prior to shipment to the end
user to protect the customer secrets. See Section Lock Command.
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Standard Serial EEPROM Read and Write Commands

This section provides a summary of the operations that can be performed using the standard Serial
EEPROM Read and Write commands. For detailed information, see the specification sections that are
referenced below.

Table 5-1. Standard Serial EEPROM Read and Write Commands

amel IR

Read | The Read command is used to read cleartext from the user zones, to retrieve a response by reading the
Response Memory Buffer, or to read the STATUS Register.

Write = The Write command is used to write cleartext to unrestricted memory or to send a command by writing the
command packet to the Command Memory Buffer. The Write command is also used to write the 10 Address
Reset Register.

Read

The ATAES132A supports the standard Serial EEPROM commands to read from the User Memory. All
bytes in the User Memory address space may be read; however, only bytes in the user zones in which
neither authentication nor encryption is required will return the actual data from the memory. All other
locations will return the value 0xFF. See Appendix J. I2C Interface for 12C Read command information
and Appendix K. SPI Interface for SPI Read command information.

When a Read command is received, the device looks at the AuthRead and EncRead bits in the
ZoneConfig Register for the user zone to determine whether to return 0xFF or the EEPROM data. If the
EncRead bit is 1b or the AuthRead bit is 1b, then 0xFF will always be returned.

If the ZoneConfig AuthRead bit is 1b and the EncRead is 0b, then the BlockRead command must be
used to read the user zone (see Section BlockRead Command). If the EncRead bit is 1b, then the
EncRead command must be used to read the user zone (see Section EncRead Command).

The standard SPI and I2C Read commands can be used to read any number of bytes in a single
operation. Read operations can cross EEPROM page boundaries.

Read the Response Memory Buffer

The Host sends the ATAES132A commands to the device by writing the command packet to the
Command Memory Buffer using a standard SPI or I2C Write command. ATAES132A processes the
command packet and places the response in the Response Memory Buffer. The Host retrieves the
response by reading the response packet using a standard SPI or I2C Read command. See Appendix D.
Command Memory Map for additional information. See Appendix G. Understanding the STATUS Register
for examples.

When any error occurs, the EERR bit of the STATUS Register is set to 1b to indicate an error. See
Appendix G. Device Status Register (STATUS) Definition for more information.

Read the Key Memory or Configuration Memory

Reading the Key Memory is never allowed.

The Read command can never be used to read data from the Configuration Memory. The BlockRead
command is used to access the Configuration Memory (see Section BlockRead Command).
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If a standard SPI or 12C Read command is used within the Configuration Memory or Key Memory address
space, then 0xFF will be returned for each byte. 0xFF is also returned for address locations that do not
physically exist. The EERR bit of the STATUS Register is set to 1b if 0xFF was substituted for any byte
returned by a read command. See Appendix G. Device Status Register (STATUS) Definition for more
information.

Read the STATUS Register

The Host reads the STATUS Register by reading address 0xFFFO0. In SPI interface mode, the Host can
also read STATUS using the RDSR command. See Appendix G, Understanding the STATUS Register, for
detailed information and examples.

Write

The ATAES132A supports the standard Serial EEPROM commands to write to unrestricted User Memory
(AuthWrite and EncWrite are both 0b). See Appendix J. 12C Interface for 12C Write command information
and Appendix K. SPI Interface for SPI Write command information. The ATAES132A is capable of writing
1 to 32 bytes on a single physical page with each write operation.

The Write command can only write data to a single user zone; the data cannot span multiple user zones.
The Write command can write data only to a single EEPROM page; the data cannot cross page
boundaries. The EERR bit of the STATUS Register is set to 1b to indicate an error if a prohibited Write is
attempted. See Appendix G. Device Status Register (STATUS) Definition for more information.

Write the Command Memory Buffer

The Host sends the ATAES132A commands by writing the command packet to the Command Memory
Buffer using a standard SPI or I2C Write command. The ATAES132A processes the command packet and
places the response in the Response Memory Buffer. The Host retrieves the response by reading the
response packet using a standard SPI or I2C Read command. See Appendix D. Command Memory Map
for additional information. See Appendix G. Understanding the STATUS Register for examples.

When any error occurs, either the EERR or CRCE bit of the STATUS Register is set to 1b to indicate an
error. See Appendix G. Device Status Register (STATUS) Definition for more information.

Write the 10 Address Reset Register

The Host can reset the pointer in the Command Memory Buffer and the Response Memory Buffer by
writing to address 0xFFFE. See Appendix D. |O Address Reset Register for additional information.

Write the Key Memory or Configuration Memory

The ATAES132A supports the standard Serial EEPROM commands to write the Configuration Memory or
the Key Memory prior to locking. The ATAES132A is capable of writing 1 to 32 bytes on a single physical
page with each Write operation.

Note: Partial writes to key registers are prohibited.

If LockKeys has a value of 0x55 (unlocked) and the address points to Key Memory, then the starting
address must be the first byte of a key register, and 16 bytes of cleartext data must be sent. If these
conditions are not satisfied, then an error response will be generated and the EEPROM will remain
unchanged.

If LockConfig has a value of 0x00 (locked) and the address points to the Configuration Memory, then a
Write command will generate an error and the EEPROM will be unchanged.
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If LockConfig has a value of 0x55 (unlocked), then the User Zone write restrictions imposed by
ZoneConfig are enforced, but can be changed.

Note: Microchip does not recommend writing secret data into the User Zones prior to locking the
Configuration Memory due to the fact an attacker can change the ZoneConfig bits to allow a read of the

User Zone if the Configuration Memory is unlocked.

When any error occurs, either the EERR bit or the CRCE bit of the STATUS Register is set to 1b to
indicate an error. See Appendix G. Device Status Register (STATUS) Definition for more information. See
the Lock command. See Section User Zone ReadOnly Activation for additional information.
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Command Block and Packet

The Host sends the ATAES132A extended commands to the device in a block of at least nine bytes. The
ATAES132A responses are returned to the Host in a block of at least four bytes. The command and
response blocks are constructed in the following manner:

Table 6-1. Command and Response Blocks Descriptions

I

0 Count Number of bytes to be transferred to the device in the block, including Count, Packet, and
Checksum. This byte will always have a value of N.

1 to (N-3) Packet Command, parameters, and data or response. Data is transmitted in the byte order shown
in the command definitions.

N-2, N-1 | Checksum | Microchip CRC-16 verification of the Count and Packet bytes. See Appendix M. Block
Checksum for additional information and examples.

Table 6-2. Input Command Packet Descriptions within the Command Block

I e =

1 Opcode Command Code

2 Mode Command Modifier
3,4 Param1 First Command Parameter
5,6 Param2 Second Command Parameter
7+ Data Optional Input Data

Table 6-3. Response Packet Descriptions within the Response Block

e e

1 ReturnCode Command Return Code (See Section ReturnCode)

2+ Data Optional Output Data

Table 6-4. Response Packet Descriptions Contains when an Error Occurs

(o e fmesw ]

1 ReturnCode Error Code (See Section ReturnCode)

The Host sends the ATAES132A commands to the device by writing the command block to the Command
Memory Buffer using a standard SPI or 12C Write command. The ATAES132A processes the Command
Packet and places the response block in the Response Memory Buffer. The Host retrieves the response
by reading the response block using a standard SPI or I2C Read command. If the Host reads beyond the
end of the block, then 0xFF is returned.
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Command Summary

Table 6-5 shows the command set sorted by the opcode value. Table 6-6 shows the command set in
alphabetical order by command name. See Section Command Definitions for the ATAES132A command

definitions.

Table 6-5. Extended ATAES132A Command Set Sorted by Opcode Value

0x00

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x08

0x09
0x0A

0x0B

0x0C

0x0D

0x0F

0x10

0x11

0x13

0x14

0x15

Reset

Nonce

Random
Auth

EncRead

EncWrite

Encrypt

Decrypt

KeyCreate

KeyLoad
Counter

Crunch

Info

Lock

Legacy

BlockRead

Sleep

NonceCompute

AuthCompute

AuthCheck

Resets the device, clearing the cryptographic status.

Generates a 128-bit Nonce from the internal RNG for use by the cryptographic
commands. This command can also be used to write a Host Nonce directly into the
Nonce Register.

Returns a 128-bit random number from the internal RNG.
Performs one-way or mutual authentication using the specified key.

Encrypts 1 to 32 bytes of data from User Memory and returns the encrypted data
and integrity MAC.

Writes 1 to 32 bytes of encrypted data into the User Memory or Key Memory after
verifying the integrity MAC.

Encrypts 16 or 32 bytes of plaintext data provided by the Host.

Decrypts 16 or 32 bytes of data provided by the Host after verifying the integrity
MAC.

Generates a random number, stores it in Key Memory, and returns the encrypted
key to the Host.

Writes an encrypted key to Key Memory after verifying the integrity MAC.
Increments a High Endurance Counter and/or returns the Counter value.

Processes a seed value through the internal crunch engine. This function is used to
detect clones.

Returns device information: MacCount, Authentication status, or hardware revision
code.

Permanently locks the Configuration Memory or Key Memory. Locked memory can
never be unlocked.

Performs a single AES-ECB mode operation on 16 bytes of data provided by the
Host.

Reads 1 to 32 bytes of data from User Memory or the Configuration Memory.
Returns cleartext data.

Places the device in the Sleep state or Standby state to reduce power consumption.

Generates a Nonce in a manner that allows two ATAES132A devices to have
identical Nonce values.

Computes the input MAC required to execute the Auth command or to increment a
counter using the Counter command on a second ATAES132A device.

Checks the output MAC generated by the Auth command or by reading a counter
using the Counter command on a second ATAES132A device.
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WriteCompute | Encrypts data and generates the input MAC required to execute the Enclirite

0x16

0x17

0x19

0x1A

Note:

DecRead

KeyImport

KeyTransfer

command.

Checks the output MAC and decrypts data that was encrypted by the EncRead
command.

Decrypts and writes a key that was output by the KeyCreate command.

Transfers a key from User Memory into the Key Memory or into the VolatileKey
Register.

1. The most-significant three bits of the command opcode may contain any value; they are ignored by
the ATAES132A command decoder.

Table 6-6. Extended ATAES132A Command Set Sorted by Command Name

0x03

0x15

0x14

0x10

0x0A

0x0B

0x17

0x07

0x04

0x06

0x05

0x0C

0x08

0x19

0x09

O0x1A

Auth

AuthCheck

AuthCompute

BlockRead

Counter

Crunch

DecRead

Decrypt

EncRead

Encrypt

EncWrite

Info

KeyCreate

KeyImport
KeyLoad

KeyTransfer

Performs one-way or mutual authentication using the specified key.

Checks the output MAC generated by the Auth command or by reading a counter
using the Counter command on a second ATAES132A device.

Computes the input MAC required to execute the Auth command or to increment a
counter using the Counter command on a second ATAES132A device.

Reads 1 to 32 bytes of data from User Memory or the Configuration Memory.
Returns cleartext data.

Increments a high endurance Counter and/or returns the counter value.

Processes a seed value through the internal crunch engine. This function is used to
detect clones.

Checks the output MAC and decrypts data that was encrypted by the EncRead
command.

Decrypts 16 or 32 bytes of data provided by the Host after verifying the integrity
MAC.

Encrypts 1 to 32 bytes of data from User Memory and returns the encrypted data
and integrity MAC.

Encrypts 16 or 32 bytes of plaintext data provided by the Host.

Writes 1 to 32 bytes of encrypted data into the User Memory or Key Memory after
verifying the integrity MAC.

Returns device information: MacCount, Authentication status, or hardware revision
code.

Generates a random number, stores it in Key Memory, and returns the encrypted
key to the Host.

Decrypts and writes a key that was output by the KeyCreate command.
Writes an encrypted key to Key Memory after verifying the integrity MAC.

Transfers a key from User Memory into the Key Memory or into the VolatileKey
Register.
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0x0F Legacy

0x0D Lock

0x01 Nonce

Performs a single AES-ECB mode operation on 16 bytes of data provided by the
Host.

Permanently locks the Configuration Memory or Key Memory. Locked memory can
never be unlocked.

Generates a 128-bit Nonce from the internal RNG for use by the cryptographic
commands. This command can also be used to write a Host Nonce directly into the
Nonce Register.

0x13 NonceCompute Generates a Nonce in a manner that allows two ATAES132A devices to have

0x02 Random
0x00 Reset

0x11 Sleep

identical Nonce values.
Returns a 128-bit random number from the internal RNG.
Resets the device, clearing the cryptographic status.

Places the device in the Sleep state or Standby state to reduce power consumption.

0x16 WriteCompute Encrypts data and generates the input MAC required to execute the EncWrite

Note:

command.

1. The most-significant three bits of the command opcode may contain any value; they are ignored by
the ATAES132A command decoder.

ReturnCode

The response packet for each ATAES132A command includes a ReturnCode to report success or failure

to the Host.

The Reset command and the S1eep command do not generate a ReturnCode because they do not
generate a response packet. All other ATAES132A commands generate a ReturnCode.

Table 6-7. ReturnCode Field Sorted By Value

0x00 | Success

0x02 ' BoundaryError

0x04  RWConfig
0x08 BadAddr

0x10 | CountErr

0x20 NonceError

0x40 | MacError
0x50 | ParseError

0x60 | DataMatch

No errors.

Crossed a page boundary for a Write, BlockRead, or EncRead; crossed a Key Register
boundary for a Write or EncWrite.

Access to the specified user zone is not permitted due to the configuration or internal state.

Attempted to Write Locked Memory, address is not implemented, or address is illegal for
this command.

Counter limit reached, count usage error, or restricted key error.

Nonce invalid or not available, Nonce not generated with internal RNG.
MacCount limit has been reached.

Missing input MAC, or MAC compare failed.
Bad opcode, bad mode, bad param, invalid length, or other encoding failure.

EEPROM post-write automatic data verification failed due to data mismatch.
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0x70  LockError Lock command contained bad Checksum or bad MAC.
0x80 | KeyErr Key not permitted to be used for this operation or wrong key was used for operation.

Prior authentication has not been performed.
Other authentication error or other key error.

If ReturnCode has any value other than 0x00, no additional data will be returned by the ATAES132A . If
the ReturnCode is greater than zero for any command that performs cryptographic operations, then the
Nonce will be invalidated. A non-zero ReturnCode only reports the first error encountered; although,
multiple errors might exist.
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The ATAES132A extended command definitions are described in this section. The commands are
presented in alphabetical order by command name. The standard Serial EEPROM Read and Write
commands are in Section Standard Serial EEPROM Read and Write Commands and are not included in
this section. The cryptographic operations performed by the ATAES132A extended commands are
described in Appendix I. Cryptographic Computations.

auth Command

The Auth command performs a one-way or mutual authentication using AES-CCM. The Auth command
options are shown in Table 7-1. The Nonce Register value is used as the CCM Nonce for all Auth
command MAC calculations.

*  Mutual Authentication
The InMAC is verified, and upon success, an OutMAC is calculated and returned to the Host. The
AuthComplete status flag is set to YesAuth if the INMAC is verified.

*  Outbound Only Authentication
The OutMAC is calculated and output to the Host. The AuthComplete status flag is set to NoAuth.
Outbound-only Authentication is also known as Challenge-Response Authentication.

* Inbound Only Authentication
The INMAC value is verified, and the success or failure is reported to the Host. The AuthComplete
status flag is set to YesAuth if the INMAC is verified.

*  Authentication Reset
The AuthComplete status flag is set to NoAuth.

Table 7-1. Auth Command Options

Mutual Authentication Required Generated
1b Ob Outbound Only Authentication Prohibited Generated
Ob 1b Inbound Only Authentication Required No
Ob 0b Authentication Reset Prohibited No

If a MAC is required or will be generated by the Auth command, then a valid Nonce is required. If the
KeyConfig[AKeylD].RandomNonce bit is 1b, then the Nonce must be random.

The AuthCompute command can be used to generate the InMac required for Inbound Only
Authentication, or Mutual Authentication (see Section AuthCompute Command). The AuthCheck
command can be used to validate the OutMac (see Section AuthCheck Command).

In the 1°C interface mode, the Auth command can also used for Auth signaling. See Appendix J. I°C Auth
Signaling.

Authentication Status Register

The Authentication Status Register contains the AKeyID, the AuthComplete status flag, and the usage
bits. Prior to executing the Auth command, the AuthComplete status flag is set to NoAuth. If the InNMAC
is successfully verified in the Inbound Only or Mutual Authentication mode, then the AuthComplete status
flag is set to YesAuth.
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The ATAES132A Authentication Status Register only stores the result of the most recent authentication
attempt. If there is a parsing or execution error, then the prior Authentication status will be lost.

Authentication Usage

The usage field (Param2) controls which operations are permitted with a successful Inbound-only or
Mutual Authentication (see Table 7-2). If Param2 is 0x0000, the AuthComplete flag is set to NoAuth, but
the authentication outputs are generated. Param2 is ignored if outbound-only authentication is performed.

Table 7-2. Auth Command Usage Field Definition (Param2)

I

7:3 Zero Reserved. All bits must be 0b.

0 2 KeyUse Ob=EncRead, EnclWirite, Encrypt, Decrypt, Legacy, KeyCreate, and KeyLoad
commands using the authenticated key are prohibited after authentication (see Section Key
Configuration).
= If a key requires authentication (KeyConfig[AKeyID].AuthKey is 1b), the Encrypt,
Decrypt, Legacy, KeyCreate, and KeyLoad commands are enabled after successful
authentication.

0 1 WriteOK | 0b = Write and EncWrite commands are prohibited for user zone writes if authentication is
required in ZoneConfig[UZ] (see Section User Zone Configuration).
1b =Write and EncWrite commands are enabled for user zone writes after successful
authentication.

0 0 ReadOK 0b = Read and EncRead commands are prohibited for user zone reads if authentication is
required in ZoneConfig[UZ] (see Section User Zone Configuration).
1b = Read and EncRead commands are enabled for user zone reads after successful
authentication.

1 | 7:0 Zero Reserved. Must be 0x00.

If the AKeyID is VolatileKey, then VolUsage.AuthOK must be 1b when the key is loaded or authentication
will fail.

Table 7-3. Input Parameters

e e

Opcode | Auth 0x03
e hieee L Bit 7: 0b = First four bytes of SmallZone are not included in the
authentication.
= Include the first four bytes of SmallZone in the authentication.
Bit 6: Ob = SerialNum is not included in the authentication.
= Include SerialNum in the authentication.
Bit 5: 0b = Usage Counter not included in the authentication.

= Include the associated Usage Counter in the authentication.
Bits 4-2: Reserved. Must be 000b.

Bits 1-0: 00b = Perform authentication reset.

01b = Perform Inbound Only authentication.
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10b = Perform Outbound Only authentication.

11b = Perform mutual authentication.

Param1 | AKeyID 2 Upper byte is always 0x00.
Lower byte is the pointer to the key.

Legal values: 0x00 to 0x0F, OxFF.

Param2 Usage 2 Authentication usage restrictions. Ignored if Mode<1:0> is 00b or 10b.

Data InMac Oor16 Input MAC to be verified (see Appendix |. MAC Generation).

Table 7-4. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutMac Oor 16 If an output MAC generation was required (and any optional input MAC verification
succeeded), then a 16-byte MAC will be returned.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

AuthCheck Command

The AuthCheck command is used to check the OutMAC generated by the Auth command or the
Counter command on a second ATAES132A device. This command cannot check MACs created by
other commands.

To use this command, the Nonce must be identical on both devices (see Section Nonce Synchronization),
and the MacCount must have the same value. Both devices must also contain identical key values, but it
is not necessary for the KeylID on the origin device to match the KeyID on the destination device. In this
section, the device that generates the MAC is referred to as the origin device, and the device that checks
the MAC is referred to as the destination device.

If Mode<5>, Mode<6> or Mode<7> is 1b, then the associated Usage Counter, SerialNum Register value,
or the first four bytes of the SmallZone Register in the SecondBlock field must match the values on the
origin device. The ManufacturinglD Register must be identical on both devices, since it is always included
in the MAC calculation.

A valid Nonce is required to run the AuthCheck command. If the KeyConfigiMacKeylD].RandomNonce
bit is 1b, then the Nonce must be random.

The AuthCheck command always sets the AuthComplete status flag to NoAuth.

Table 7-5. Input Parameters

T T S
Opcode  AuthCheck 0x15

Mode | Mode 1 Always 0x0000.
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Param1 | MacKeyID Upper byte is always 0x00. Lower byte is the pointer to the key.
Legal values: 0x00 to 0x0F, OxFF.

Param2 Zero 2 Always 0x0000.

Data1 | FirstBlock 1 The value of this field must match the first authenticate-only block used to
calculate the MAC on the origin device.

Data2  SecondBlock 16 The value of this field must match the second authenticate-only block used to
calculate the MAC being checked on the origin device. If Mode<7:5> is
000D, then this field must be present, but is ignored.

Data3 | InMac 16 MAC to be checked.

Table 7-6. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

AuthCompute Command

The AuthCompute command is used to compute a MAC that will be used to execute the Auth command
or the Counter command on a second ATAES132A device.

To use this command, the Nonce must be identical on both devices (see Section Nonce Synchronization)
and the MacCount must have the same value. Both devices must also contain identical key values, but it
is not necessary for the KeyID on the origin device to match the KeylID on the destination device. In this
section, the device that generates the MAC is referred to as the origin device, and the device that checks
the MAC is referred to as the destination device.

If Mode<5>, Mode<6> or Mode<7> is 1b, then the associated Usage Counter, SerialNum Register value,
or the first four bytes of the SmallZone Register in the SecondBlock field must match the values on the
destination device. The ManufacturinglD Register must be identical on both devices, since it is always
included in the MAC calculation.

A valid Nonce is required to run the AuthCompute command. If the
KeyConfig[MacKeylD].RandomNonce bit is 1b, then the Nonce must be random.

The AuthCompute command always sets the AuthComplete status flag to NoAuth. This command can
only be executed if it is enabled for the device by setting ChipConfig.AuthComputeE to 1b.

Table 7-7. Input Parameters

Opcode  AuthCompute 0x14
Mode  Mode 1 Always 0x0000.
Param1 | MacKeyID 2 Upper byte is always 0x00. Lower byte is the pointer to the key.

Legal values: 0x00 to 0x0F, OxFF.
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Param2 Zero Always 0x0000.

Data1 | FirstBlock 11 The value of this field must match the first authenticate-only block to be
used when executing the Auth command or the Counter command on the
destination device.

Data2  SecondBlock 16 The value of this field must match the second authenticate-only block to be
used when executing the Auth command or Counter command on the
destination device. If Mode<7:5> is 000b, then this field must be present,
but is ignored.

Table 7-8. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.
OutMac 16 The 16-byte MAC.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

BlockRead Command

The BlockRead command reads 1 to 32 bytes of plaintext data from a User Zone or the Configuration
Memory. This command differs from the standard Serial EEPROM Read commands, since it can read the
Configuration Memory. In addition, this command returns an error code if the Read is unsuccessful. No
encryption is performed by the B1ockRead command; the EncRead command must be used for
encrypted reads (see Section EncRead Command).

The BlockRead command can only read data from a single EEPROM page; the requested data cannot
cross page boundaries (see Appendix B. EEPROM Page Boundary). All bytes within the Configuration
Memory can be read with the BlockRead command. If any part of the requested data lies in
unimplemented or illegal memory, the command will generate an error code. The Key Memory can never
be read under any circumstances; any attempt to read the Key Memory will generate an error code.

User Zone access is dependent upon the value of the EncRead and AuthRead bits of the ZoneConfig[UZ]
register. If ZoneConfig[UZ].AuthRead is 0b, then BlockRead can read the user zone. If
ZoneConfig[UZ].AuthRead is 1b, then BlockRead can only be used to access the user zone if the
authentication requirement has been satisfied. If ZoneConfig[lUZ].EncRead is 1b, then BlockRead can
never be used to access the user zone. A single BlockRead command can read data from only a single
User Zone; the requested data cannot span multiple user zones or multiple EEPROM pages.

Table 7-9. Input Parameters

Opcode | BlockRead 0x10

Mode Mode 1 Must be 0x00.

Param1 | Address 2 The address of data to read.

Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of bytes to read.
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Table 7-10. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned.
Any command execution or validation failure generates a nonzero error code, per
Section ReturnCode.

OutData 0-32 Output data (cleartext).

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Counter Command

The Counter command reads or increments the internal, high endurance counters. Each counter can
increment up to a value of 2,097,151 using the Count command, after which they can no longer be
changed. See Appendix H. Understanding Counters for additional counter information.

Table 7-11. Counter Command Options

Read Counter with MAC Prohibited Generated
0b 1b Read Counter, No MAC Prohibited No
1b 0b Increment Counter with MAC Required No
0b 0b Increment Counter, No MAC Prohibited No

The CounterConfig[CntID].RequireMAC Register bit determines if INMAC is required when incrementing
the counter (see Section Counter Configuration). If CounterConfig[CntID].RequireMAC = 1b, then InMAC
is required, and so Mode<1> must be set to 1b when incrementing the counter. If
CounterConfig[CntID].RequireMAC is 0b, then INMAC is prohibited, and Mode<1> must be set to 0b.

If a MAC is required or generated, then a valid Nonce is required to run the Counter command. If the
KeyConfig[KeylD].RandomNonce bit is set for the authorizing key, then the Nonce must be random.

The AuthCompute command can be used to generate InMac (see Section AuthCompute Command).
The AuthCheck command can be used to validate OutMac (see Section AuthCheck Command).

Table 7-12. Input Parameters

Opcode  Counter 0x0A

LS e ! Bit 7: Ob = First four bytes of SmallZone are not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.

Bit 6: 0b = SerialNum is not included in the MAC.
= Include SerialNum in the MAC.

Bit 5: 0b =0 Usage Counter is not included in the MAC.

1b = Include the Usage Counter associated with the key (1) used to
generate the MAC.
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I

Bits 4-2: Reserved. All bits must be 0b.

Bit 1: 0b = InMAC not included in the input packet.
1b = InMAC is included in the input packet if Mode<0> is 0b, or
OutMAC is generated if Mode<0> is 1b.

Bit 0: 0b = Increment the Counter.
1b = Read the Counter.

Param1  CountID 2 Upper byte is always 0x00. Upper nibble of lower byte is always 0x0.
Lower nibble of lower byte is the counter to be queried.

Param2 Zero 2 Always 0x0000.

Data InMac Oor16 Integrity MAC for the counter increment operation.

Note:

1. The MAC is generated using the key identified by the KeyID in CounterConfig[CountID].IncrID for
increment operations, or the KeyID in CounterConfig[CountID].MacID for Counter Read operations.
The Usage Counter included in the MAC when Mode<5> is 1b is identified by the CntID stored in
KeyConfig[KeylD].CounterNum for the key used to generate the MAC.

Table 7-13. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned.
Any command execution or validation failure generates a nonzero error code, per
Section ReturnCode.

CountValue 4 The current value of the Counter.

OutMac Oor16 Integrity MAC for the Counter Read operation.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

The equivalent decimal value of the Counter can be determined using the following equation:
CountValue = (BinCount*32) + (CountFlag/2)*8 + Lin2Bin(LinCount)

Here, Lin2Bin defines a function that converts a linear counter value to corresponding binary value.
0xFFFF converts to zero, 0xFFFE converts to one, and up to 0x8000 which converts to 15.

crunch Command

The crunch command processes a seed value and returns the result within a specified time. The
command provides a 16-byte input seed, which is combined with the ManufacturinglD Register and
processed with the internal hardware crunch calculator. The calculation is performed within a specified
time period.

The Host system should read the response within a few milliseconds after the response is specified to be
available and compare the returned value to the expected result to determine if authentic Microchip
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hardware is present. The crunch algorithm is proprietary, and is available only in authentic Microchip
hardware.

The Crunch command does not use the AES engine or the Nonce. Executing the Crunch command
does not change the authentication status or cryptographic state of the device.

Crunch Response Time

The response to the Crunch command is available after a period of time that is dependent on the Count
field value. A large Count value requires more time to process than a small Count value. The expected
response time for the Crunch command is computed using the following equation:

((count x 256) + 600)) x 1.25 microseconds

Table 7-14. Input Parameters

Opcode Crunch 0x0B
Mode Mode 1 Must be 0x00.
Param1 Count 2 Upper byte is always 0x00.
Lower byte is the iteration count for the crunch engine.
Param2 Zero 2 Always 0x0000.
Data Seed 16 Input seed.

Table 7-15. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned.
Any command execution or validation failure generates a nonzero error code, per
Section ReturnCode.

Result 16 Result out.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

DecRead Command

The DecRead command is used to check the OutMAC generated by an EncRead command on a second
ATAES132A device. If the MAC matches, then the 1 to 16 bytes of data is returned to the Host in the
DecRead response.

To use this command, the Nonce must be identical on both devices (see Section Nonce Synchronization),
and the MacCount must have the same value. Both devices must also contain identical key values, but it
is not necessary for the KeylID on the origin device to match the KeyID on the destination device. In this
section, the device that encrypts the data and generates the MAC is referred to as the origin device, and
the device that checks the MAC is referred to as the destination device.

If Mode<5>, Mode<6>, or Mode<7> is 1b, then the associated Usage Counter, SerialNum Register value,
or the first four bytes of the SmallZone Register in the SecondBlock field, must match the values on the
origin device. The ManufacturinglD Register must be identical on both devices, since it is always included
in the MAC calculation.
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A valid Nonce is required to run the DecRead command. If the KeyConfig[DKeylD].RandomNonce bit is
1b, then the Nonce must be random. This command can be executed only if it is enabled for the device
by setting ChipConfig.DecReadE to 1b.

Table 7-16. Input Parameters

Opcode  DecRead 0x17

Mode | Mode 1 Always 0x0000.

Param1  DKeylID 2 Upper byte is always 0x00. Lower byte is the pointer to the decrypt key.
Legal values: 0x00 to 0x0F, OxFF.

Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of data bytes to be
decrypted.

Data1 | FirstBlock 6 The value of this field must match the first authenticate-only block used when

executing the EncRead command on the origin device.

Data2  SecondBlock 16 The value of this field must match the second authenticate-only block used
when executing the EncRead command on the origin device. If Mode<7:5>
is 000D, then this field must be present, but is ignored.

Data3 | InMac 16 Integrity MAC for the input data.
Data4 InData 16 Input data (ciphertext) to be decrypted.

Table 7-17. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutData 1to 16 Decrypted (plaintext) output data.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Decrypt Command

The Decrypt command accepts 16 or 32 bytes of ciphertext, decrypts the data, verifies the MAC, and
returns the decrypted data if the MAC matches. If the MAC does not match, then an error code is
returned.

The Decrypt command has two operating modes:

*  Normal Decryption Mode
*  Client Decryption Mode
The Client Decryption mode decrypts packets encrypted by an ATAES132A device. The Normal

Decryption mode decrypts packets generated by a cryptographic Host. It cannot decrypt packets
encrypted by an ATAES132A device.

» If the DKeylID is VolatileKey (see Section VolatileKey Configuration), the VolUsage.DecryptOK must
be 1b when VolatileKey was loaded.
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» If the DKeylID is not VolatileKey, the KeyConfig[DKeyID].ExternalCrypto bit must be 1b.

» If the KeyConfig[DKeylD].AuthKey bit is 1b, prior authentication must be performed using the KeylD
stored in KeyConfig[DKeyID].LinkPointer.

A valid Nonce is required to run the Decrypt command. If the KeyConfig[DKeylD].RandomNonce bit is
1b, then the Nonce must be random.

Client Decryption Mode

In the Client Decryption mode, the becrypt command can be used to decrypt packets encrypted by the
ATAES132A (either another device, or by the same device at a later time) using the Encrypt command
(see Section Encrypt Command). All of the following requirements must be satisfied:

1. The device performing the Encrypt operation (the Encrypt Device) and the device performing the
Decrypt operation (the Decrypt Device) must contain identical keys.

2. The KeylD of the key used by the Encrypt Device (called EKeylD) must be known. EKeyID is
passed to the Decrypt Device in the upper byte of Decrypt Param1 for use in the MAC calculation.

3. The Nonce used by the Encrypt Device must be known. The Nonce is passed to the Decrypt
Device using the Nonce command with Mode<0> = 0b (see Section Nonce Command), or is
synchronized with the Encrypt Device using the procedure in Section Nonce Synchronization.

4. The lower byte of the Count (Encrypt Param2) used by the Encrypt Device must be identical to the
value used in the lower byte of Decrypt Param2 by the Decrypt Device. (This is used in the MAC
calculation)

5. The MacCount of the Encrypt Device (called EMacCount) must be known. EMacCount is passed to
the Decrypt Device in the upper byte of Decrypt Param2 for use in the Data Decryption operation.

6. The Encrypt/Decrypt command mode bits on both devices must be identical. Mode<5> must be
Ob. Mode<6> must be 0b, unless a single device is performing both the Encrypt and the Decrypt
operations. Mode<7> can be 1b if the first four bytes of SmallZone are identical on both the Encrypt
and the Decrypt Devices.

7. The Decrypt Device KeyConfig[DKeyID] must have ExternalCrypto = 1b and RandomNonce = 0b
for the KeyID used for decryption if the Nonce is passed using the Nonce command with Mode<0>
= 0b.

8. The Encrypt Device KeyConfig[EKeyID] must have ExternalCrypto = 1b and RandomNonce = 1b
for the KeyID used for encryption (the EKeylID).

If these conditions are satisfied, then packets encrypted on the Encrypt Device can be decrypted on the
Decrypt Device. If a single ATAES132A will be used to encrypt packets for later decryption, then the same
key value must be stored in two appropriately configured key registers to allow all of the requirements
above to be satisfied.

Table 7-18. Input Parameters
Opcode | Decrypt 0x07

ees - 1Aee L Bit7:  0b = First four bytes of SmallZone not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.

Bit 6: 0b = SerialNum is not included in the MAC.
= Include SerialNum in the MAC.

Bit 5: Ob = Usage Counter is not included in the MAC.
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1b = Include the Usage Counter associated with the encryption key in
the MAC.

Bits 4-0: Reserved. All bits must be 0b.

Param1  DKeylD 2 Normal Decryption Mode:

. Upper byte is always 0x00.
. Lower byte is the KeyID of the decrypt key.

Client Decryption Mode:
. Upper byte is the EKeyID.
. Lower byte is the KeyID of the decrypt key.
Param2 Count 2 Normal Decryption Mode:
. Upper byte is always 0x00.
. Lower byte is the number of bytes to be returned after decryption.
Client Decryption Mode:

. Upper byte is the EMacCount.

. Lower byte is the number of bytes to be returned after decryption (see
Section Client Decryption Mode).

Data1 | InMac 16 Integrity MAC for the input data.
Data2 InData 16 or 32  Input data (ciphertext) to be decrypted.

Table 7-19. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutData 1-32 Decrypted (plaintext) output data.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

EncRead Command

EncRead reads 1 to 32 bytes of encrypted data from User Memory, along with an integrity MAC. The
EncRead command only performs encrypted reads; the B1ockRead command is used for unencrypted
reads (see Section BlockRead Command).

The ZoneConfig[UZ].EncRead bit determines if a user zone can be accessed with the EncRead
command. If the ZoneConfig[UZ].EncRead bit is 1b, then the EncRead command can read the user zone
if the access requirements have been satisfied. A single EncRead command reads data from a single
user zone; the requested data cannot span multiple user zones. A single EncRead command reads data
from a single EEPROM page; the requested data cannot cross page boundaries (see Appendix B.
EEPROM Page Boundary).

If ZoneConfig[UZ].Auth is 1b, then prior authentication is required with the following restrictions:
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*  The Auth command Usage.ReadOK bit must be 1b.
*  The Authentication Key AKeyID must match ZoneConfig[UZ].AuthID.
*  The Auth command must be run in Inbound Only Authentication or Mutual Authentication mode.

* Avalid Nonce is required to run the EncRead command. If KeyConfig[KeylD].RandomNonce for
the read key is 1b, then the Nonce must be random.

The DecRead command can be used to validate OutMac and decrypt up to 16 bytes of data (see Section
DecRead Command).

Configuration Memory Signature

The EncRead command cannot be used to read the Configuration Memory. Only the BlockRead
command can be used to read the Configuration Memory. Any attempt to read any address in the
Configuration Memory with the EncrRead command will activate the Configuration Memory Signature
Generation mode.

The Configuration Memory Signature is an AES-CCM MAC generated over the entire Configuration
Memory, as described in Appendix I. EncRead Command Configuration Memory Signature MAC. A valid
Nonce is required to run the EncRead command in Configuration Memory Signature Generation mode. If
KeyConfig[00].RandomNonce is 1b, then the Nonce must be random. KeyID 00 is always used to
generate the Configuration Memory Signature.

The Configuration Memory Signature Generation mode is intended to be used during secure
personalization of the ATAES132A device. The signature can be used to validate the contents of the
Configuration Memory prior to programming secret data into other portions of the EEPROM.

Key Memory Signature

The EncRead command cannot be used to read the Key Memory. The Key Memory can never be read.
Any attempt to read any address in the Key Memory with the EncRead command will activate the Key
Memory Signature Generation mode; however, this signature can be generated only once per unit.

The Key Memory Signature is an AES-CCM MAC generated over all 16 key registers, as described in
Appendix |. EncRead Command Key Memory Signature MAC. A valid Nonce is required to run the
EncRead command in Key Memory Signature Generation mode. If KeyConfig[00].RandomNonce is 1b,
then the Nonce must be random. KeyID 00 is always used to generate the Key Memory Signature.

The Key Memory Signature Generation mode is intended to be used during secure personalization of the
ATAES132A . The signature can be used to validate the contents of the Key Memory before locking the
Key Memory.

Table 7-20. Input Parameters
|| Name size(ytes)  Nes |
Opcode  EncRead 0x04

gz et ! Bit 7: 0b = First four bytes of SmallZone are not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.

Bit 6: 0b = SerialNum is not included in the MAC.
= Include SerialNum in the MAC.

Bit 5: 0b = Usage Counter is not included in the MAC.
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= Include the Usage Counter associated with the
ZoneConfig[UZ].ReadID key in the MAC.

Bits 4-0: Reserved. All bits must be 0b.

Param1 | Address 2 The address of data to be read.
Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of bytes to read.
Data — 0

Table 7-21. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutMac 16 Integrity MAC for the output data.
OutData 16 or 32 | Encrypted output data (ciphertext).

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Encrypt Command
The Encrypt command accepts 1 to 32 bytes of plaintext, encrypts the data, and generates an integrity
MAC. The encrypted data and OutMAC are returned to the system.

The Encrypt command can be used to encrypt packets for decryption by the same or another
ATAES132A , if the requirements described in Section Client Decryption Mode are satisfied.

« If the EKeylID specifies a key in the Key Memory, the KeyConfig[EKeyID].ExternalCrypto bit must
be 1b.

« If the KeyConfig[EKeyID].AuthKey bit is 1b, then prior authentication is required using the KeyID
stored in KeyConfig[EKeyID].LinkPointer.

» If the EKeyID specifies the VolatileKey (see Section VolatileKey Configuration), the
VolUsage.EncryptOK must be setto 01b, 10b, or 11b.

* If the VolUsage.EncryptOK bits are set to 10b or 11b, then prior authentication is required using
VolatileKey prior to execution of the Encrypt command.

A valid Nonce command is required to run the Encrypt command. If the
KeyConfig[EKeylD].RandomNonce bit is set for the encryption key, then the Nonce must be random.

Table 7-22. Input Parameters

Opcode | Encrypt 0x06

aes - Liteel L Bit 7: Ob = First four bytes of SmallZone are not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.
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Bit 6: 0b = SerialNum is not included in the MAC.
1b = Include SerialNum in the MAC.

Bit 5: 0b = Usage Counter is not included in the MAC.

1b = Include the Usage Counter associated with the encryption key in
the MAC.

Bits 4-0: Reserved. All bits must be 0b.

Param1 | EKeylD 2 Upper byte is always 0x00. Lower byte is the KeyID of the encrypt key.
Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of bytes to be encrypted.
Data InData 1-32 Input data to be encrypted (plaintext).

Table 7-23. Output Parameters

e ssreg e

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutMac 16 Integrity MAC for the output data.
OutData 16 or 32 | Encrypted data (ciphertext).

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

EncWrite Command

The EncWrite command decrypts the ciphertext input data, verifies the input MAC, and then writes 1 to
32 bytes to a User Zone or 16 bytes to Key Memory.

The ZoneConfig[UZ].EncWrite bit determines if a User Zone must be accessed with the EnciWrite
command. If the ZoneConfig[UZ].EncWrite bit is 1b, then the EncWrite command must be used to write
the user zone if the access requirements have been satisfied. If the ZoneConfig[UZ].EncWrite bit is 0b,
then a Write command or EncWrite command can be used to write the User Zone. A single EncWirite
command writes data to a single User Zone; the data cannot span multiple User Zones. A single
EncWrite command writes data to a single EEPROM page; the data cannot cross page boundaries (see
Appendix B. EEPROM Page Boundary).

If ZoneConfig[UZ].Auth is 1b, then prior authentication is required with the following restrictions:

*  The Auth command Usage.WriteOK bit must be 1b.
*  The Authentication Key (AKeyID) must match ZoneConfig[UZ].AuthID.
*  The Auth command must be run in Inbound-Only Authentication or Mutual Authentication mode.

* Avalid Nonce is required to run the EncWrite command. If KeyConfig[KeylD].RandomNonce for
the write key is 1b, then the Nonce must be random.
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Encrypted Key Writes

When EncWrite is used to write the Key Memory prior to locking, the key data must be encrypted using
KeyID 00. The input MAC is also calculated using KeyID 00. Writes to Key Memory must be 16 bytes in
length and begin at the starting address of the key.

If LockKeys has a value of 0x55 and the EncWrite address points to Key Memory, then Key
Personalization mode is selected. In key Personalization mode, the following requirements are in effect:

The Count field value must be 16.

The address must match the starting address of the Key Register.

The input data must be encrypted with the current value in KeyID 00. If
KeyConfig[WritelD].RandomNonce is 1b, then the Nonce must be random (See Section Nonce
Command).

The input MAC must be generated with the current value in KeyID 00. The input MAC will be
verified.

If the Key Memory is locked, then the new key data is encrypted with the current value of the key being
written. The key can be updated only if all of the following requirements are satisfied:

The corresponding KeyConfig[KeyID].ChangeKeys bit is set to 1b (see Section Key Configuration).
The Count field value must be 16.

The address must match the starting address of the Key Register.

The input data must be encrypted with the current value of the Key. If
KeyConfig[WritelD].RandomNonce is 1b then Nonce be random (See Section Nonce Command).

The input MAC must be generated with the current value of the Key. The input MAC will be verified
(See Section Lock Command).

Table 7-24. Input Parameters

Opcode | EncWrite 0x05

Mode

H9Els ! Bit 7: 0b = First four bytes of SmallZone are not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.
Bit 6: Ob = SerialNum is not included in the MAC

= Include SerialNum in the MAC.
Bit 5: 0b = Usage Counter is not included in the MAC.

= Include the Usage Counter associated with the encryption key
in the MAC.

Bits 4-0: Reserved. All bits must be 0b.

Param1 | Address 2 The starting address of memory to be written.

Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of bytes to be written.
Datal | InMac 16 Input MAC to be verified.

Data2  InData 16 or 32  Encrypted Data (ciphertext).
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Table 7-25. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

inro Command
The INFO command reads various information about the device from the internal registers. Param1
selects the information to read. Operation of this command does not require knowledge of any secrets.

Table 7-26. Selector Field Coding (Param1)

e Name = pipion

0x0000 | MacCount | Read the MacCount Register. The first byte is always 0x00; the second byte is the
MacCount value.

0x0005 ' AuthStatus Read the Authentication Status Register. Returns 0xFFFF to indicate that the
AuthComplete status flag = NoAuth. If the AuthComplete status flag = YesAuth, then the
info returns the AKeyID as 0x00KK, where KX is the Authentication Key ID.

0x0006 DeviceNum | Read the DeviceNum Register. The first byte is the Microchip device code, which is unique
to this Microchip catalog number. The second byte provides the device revision number.

0x000C ChipState Read the ChipState Device State Register:
. 0x0000 indicates ChipState = Active
. 0xFFFF indicates ChipState = Power-Up
. 0x5555 indicates ChipState = Wake-up from Sleep

See Appendix L. Understanding the ChipState Register.

All Other Reserved | Reserved for future use.

Table 7-27. Input Parameters

1

Opcode Info 0x0C

Mode Mode 1 Must be 0x00.

Param1 Selector 2 Selects the register to read.
Param2 Zero 2 Always 0x0000.

Data — 0

Table 7-28. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

Result 2 Current value of the register.
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The command and response packet is transmitted as a block, beginning with the count and ending with a
packet checksum. This block format is described in Section Command Block and Packet.

KeyCreate Command

The KeyCreate command generates a 16-byte random number, and stores it in either the Key Memory
or in the VolatileKey Register. The newly generated key is then encrypted with the parent key and
returned to the Host along with a MAC.

If Mode<0> is 1b, then the target key is in the Key Memory:

*  KeyConfig[ChildKeyID].Child must be 1b.
*+ The KeyCreate command KeyID field contains the ChildKeyID.
»  KeyConfig[ChildKeyID].LinkPointer contains the ParentKeyID.

If Mode<0> is Ob, then the target key is VolatileKey:

* AnInMac is required.

»  KeyConfig[ParentKeylD].Parent must be 1b.

*+ The KeyCreate command KeylID field contains the ParentKeyID.

»  The VolUsage field specifies VolatileKey usage restrictions, as defined in Section VolatileKey

Configuration.

If KeyConfig[ParentKeyID].AuthKey bit is 1b or the KeyConfig[EKeyID].ChildAuth bit is 1b, then prior
authentication is required using the KeylID stored in KeyConfig[ParentKeyID].LinkPointer.
INMAC and OutMAC are both calculated using the parent key (ParentKeylID). If

KeyConfig[ChildKeyID].ChildMac is 1b, then an INMAC must be provided; otherwise, INMAC will be
ignored.

A valid Nonce is required to run the KeyCreate command. If the
KeyConfig[ParentKeylD].RandomNonce bit is 1b, then the Nonce must be random.

If the LockConfig Register is unlocked (0x55), then the RNG is latched in Test mode, and the
KeyCreate command will generate nonrandom key values. If the LockConfig Register is locked (10x55),
then the RNG generates random numbers and the KeyCreate command functions normally.

The KeyImport command can be used to load a key generated by the KeyCreate command (see
Section KeyImport Command).

Note: There is one RNG Seed Register in the EEPROM memory, which is used by the KeyCreate,
Nonce, and Random commands. The RNG Seed Register is subject to the same Write endurance
limitations as the other bytes in the EEPROM (see Section Reliability for the EEPROM specifications).
The application developer must not exceed the write endurance limit.

Table 7-29. Input Parameters

Opcode KeyCreate 0x08

eels - 1AEe L Bit 7: Ob = First four bytes of SmallZone are not included in the MAC.

= Include the first four bytes of SmallZone in the MAC.
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Bit 6: 0b = SerialNum is not included in the MAC.
1b = Include SerialNum in the MAC.

Bit 5: 0b = Usage Counter is not included in the MAC.
1b = Include the Usage Counter associated with the ParentKeylD
in the MAC.

Bits 4-3: Reserved. Must be zero.

Bit 2: 0b = No key equivalent created.

1b = A key equivalent to what the KeyCreate InMac would be is
generated. Including an InMac with the KeyCreate command is
not required.

Bit 1: 0b = Update the EEPROM RNG Seed Register prior to key
generation. (1)
1b = Generate the key using the existing RNG Seed.

Bit 0: Ob = Target is VolatileKey (see Section VolatileKey Configuration).
An InMac is required.
1b = Key load target is Key Memory.

Param1 | KeylD 2 Upper byte is always 0x00. Lower byte is the ChildKeyID for Key Memory loads
or the ParentKeyID for VolatileKey loads.
Param2 VolUsage 2 Usage restrictions for VolatileKey if Mode<0> is 0b (see Section VolatileKey
Configuration).
Data InMac Oor16 Optional input MAC (see above).
Note:

1. The RNG Seed Register in the EEPROM will be updated automatically if Mode<1> = 0Ob, unless the
Seed Register was previously updated after the most recent Power-On Reset, Wake from the Sleep
state, Reset command, or Tamper Event. Updating the RNG Seed Register increases the
randomness of the keys generated by the KeyCreate command; however, the EEPROM Write
Endurance specification must be respected.

Table 7-30. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code (see Section ReturnCode).

OutMac 16 Output MAC for the encrypted key.
If Mode<2> = 1b, no OutMac is returned.

OutData 16 Encrypted key value (ciphertext).
If Mode<2> = 1b, no Data is returned.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 49



714

ATAES132A

Command Definitions

KeyImport Command

The KeyImport command accepts 16 bytes of ciphertext, decrypts the key, verifies the MAC, and stores
the key in the Key Memory or in the VolatileKey Register. The source of the encrypted key is the
KeyCreate command.

» If TargetKeyID specifies that the target key is stored in the Key Memory:
— The KeyConfig[TargetKeyID].ImportOK bit must be 1b.
— KeyConfig[TargetKeyID].LinkPointer contains the decrypt KeylID.
— The KeyImport command DKeylD field value is ignored.
» If the KeyConfig[decrypt KeylD].AuthKey bit is 1b, then prior authentication is required using the
KeyID stored in KeyConfig[decrypt KeyID].LinkPointer.
» If TargetKeyID specifies that the target key is VolatileKey (see Section VolatileKey Configuration):
— The KeyConfig[DKeyID].Parent bit must be 1b.
— The KeyImport command DKeylD field contains the decrypt KeylID.
» If the KeyConfig[DKeyID].AuthKey bit is 1b, then prior authentication is required using the KeylD
stored in KeyConfig[DKeyID].LinkPointer.

To use this command, the Nonce must be identical on both devices (see Section Nonce Synchronization)
and the MacCount must have the same value. Both devices must also contain identical key values, but it

is not necessary for the encrypt KeylD on the origin device to match the decrypt KeyID on the destination
device. In this section, the device that encrypts the key and generates the MAC is referred to as the origin
device, and the device that checks the MAC is referred to as the destination device.

If Mode<5>, Mode<6> or Mode<7> is 1b, then the associated Usage Counter, SerialNum Register value,
or the first four bytes of the SmallZone Register in the SecondBlock field must match the values on the
origin device. The ManufacturinglD Register must be identical on both devices since it is always included
in the MAC calculation.

A valid Nonce is required to run the KeyImport command. If the KeyConfig[KeylD].RandomNonce bit is
1b for the Decrypt Key, then the Nonce must be random.

Table 7-31. Input Parameters

Size
(bytes)
Opcode | Keylmport 0x19

ez hedE : Bits 7-5: This value must match Mode<7:5> value used when executing

the KeyCreate command on the origin device.
Bits 4-1: Reserved. All bits must be 0b.
Bit 0: Reserved. Must be 1b.
Param1 | TargetKeylID 2 Upper byte is always 0x00. Lower byte is the location where the decrypted

key will be stored. Legal values: 0x00 to 0x0F (standard keys), OxFF
(volatile key).

Param2 DKeyID 2 Upper byte is always 0x00. If TargetKeylD = 0xFF, then lower byte is the
pointer to the decrypt key. Legal values: 0x00 to 0x0F. If TargetKeyID =
0x00 to 0x0F, then this field must be present, but is ignored (see above).
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Size
(bytes)

Datal | FirstBlock The value of this field must match the first authenticate-only block used when
executing the KeyCreate command on the origin device.

Data2  SecondBlock 16 The value of this field must match the second authenticate-only block used
when executing the KeyCreate command on the origin device. If
Mode<7:5> is 000b, then this field must be present, but is ignored.

Data3 | InMac 16 MAC for the encrypted key.

Data4  InData 16 Input key (ciphertext) to be decrypted.

Table 7-32. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

KeyLoad Command

The KeyLoad command decrypts 16 bytes of ciphertext data, verifies the MAC, and then writes the Key
Memory or the VolatileKey Register.
*  If Mode<0> = 1b then the target key is stored in the Key Memory:
— KeyConfig[ChildKeyID].Child bit must be 1b.
— KeyLoad command KeyID field contains the ChildKeyID.
— KeyConfig[ChildKeyID].LinkPointer contains the ParentKeylID.

« If the KeyConfig[ParentKeyID].AuthKey bit is 1b, then prior authentication is required using the
KeyID stored in KeyConfig[ParentKeyID].LinkPointer.

+ If Mode<0> = 0b then the target key is VolatileKey (see Section VolatileKey Configuration):
— KeyConfig[ParentKeylD].Parent bit must be 1b.
— KeyLoad command KeyID field contains the ParentKeylD.

— VolUsage field specifies VolatileKey usage restrictions, as defined in Section VolatileKey
Configuration.

» If the KeyConfig[ParentKeyID].AuthKey bit is 1b, then prior authentication is required using the
KeyID stored in KeyConfig[ParentKeyID].LinkPointer.

A valid Nonce is required to run the KeyLoad command. If the appropriate
KeyConfig[KeylD].RandomNonce bit is 1b, then the Nonce must be random.

Table 7-33. Input Parameters
Opcode | KeylLoad 0x09

eels - 1AEe ! Bit 7: 0b = First four bytes of SmallZone are not included in the MAC.
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1b = Include the first four bytes of SmallZone in the MAC.

Bit 6: 0b = SerialNum is not included in the MAC.
1b = Include SerialNum in the MAC.

Bit 5: Ob = Usage Counter is not included in the MAC.

1b = Include the Usage Counter associated with ParentKeyID in the
MAC.

Bits 4-1: Reserved. All bits must be 0b .

Bit 0: Ob = Target is VolatileKey (see Section VolatileKey Configuration).
1b = The key load target is Key Memory.

Param1 | KeylD 2 Upper byte is always 0x00. Lower byte is the ChildKeyID for the Key Memory
loads or the ParentKeyID for VolatileKey loads.

Param2 VolUsage 2 Usage restrictions for VolatileKey if Mode<0> is 0b (see Section VolatileKey
Configuration).

Data1 | InMac 16 Integrity MAC for the input data.

Data2 InData 16 Encrypted key value (ciphertext).

Table 7-34. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

KeyTransfer Command

The KeyTransfer command copies key data from the User Memory into the VolatileKey Register or into
a Key Register in the Key Memory. The KeyTransfer command allows a user zone to be utilized as an
Extended Key Memory.

Keys stored in the User Memory cannot be utilized directly by the cryptographic commands; the keys
must be transferred into either the VolatileKey Register or into a Key Register in the Key Memory
EEPROM prior to use. The usage restrictions for keys transferred into the VolatileKey Register are
transferred from the Key Data Structure when the KeyTransfer command is executed. Usage
restrictions for keys transferred into the Key Memory are stored in the KeyConfig[TargetKeylID] Register;
the KeyTransfer command does not alter the KeyConfig[TargetKeylD] Register.

+ If KeyConfig[TargetKeyID].TransferOK is 0b, then the Key Register cannot be updated with the
KeyTransfer command.
«  If KeyConfig[TargetKeyID].TransferOK is 1b, then the KeyTransfer command can be used to

update the Key register; the KeyConfig[TargetKeyID].LinkPointer contains the user zone number of
the extended Key Memory.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 52



7.16.1

717

ATAES132A

Command Definitions

+ If ZoneConfig[UZ].AuthRead is 1b for the user zone number containing the Key Data Structure,
then prior authentication is required using the KeylID stored in ZoneConfig[UZ].AuthID before a key
can be transferred to either the VolatileKey Register or into a Key Register in the Key Memory
EEPROM.

Extended Key Memory Data Structure

When a user zone is utilized as the Extended Key Memory, the keys are stored in the 32-byte Key Data
Structure, as shown in Table 7-35. The first 16 bytes contain the key value, two bytes store the VolUsage
restrictions, and the remaining bytes should contain all zeros. The starting address of each Key Data
Structure is required to be the first byte of a 32-byte physical page (see Appendix B. EEPROM Page
Boundary). If the VolUsage in the User Zone is zero, then the key must be loaded into a key slot. If the
VolUsage in the User Zone is non-zero, then the key must be loaded into VolatileKey. In the latter case, if
the intended VolUsage is zero, then set one of the Reserved bits to a one. This prevents usage
restrictions from being subverted by loading a key intended for VolatileKey into an EEPROM slot and visa
versa.

Table 7-35. Key Data Structure in User Memory

mmnmmmmmmmmmm

XXO00p - XXOFh
XX10h - XX1Fh VolUsage Reserved (All bytes 0x00)

Table 7-36. Input Parameters

Opcode | KeyTransfer 0x1A
Mode  Mode 1 Must be 0x00.
Param1 | TargetKeylD 2 Upper byte is always 0x00. Lower byte is the location where the key will be

stored. Legal values: 0x00 to 0x0F (standard keys), 0xFF (volatile key).

Param2 Address 2 Starting address of the key data structure in User Memory.

Table 7-37. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Legacy Command

The Legacy command executes a single block of the AES engine in the Electronic Code Book mode,
with no input or output formatting. This is known as AES-ECB mode, and can be used to perform
primitive AES encryption or decryption operations. This command does not use the Nonce Register value
in the computation since the entire 16-byte AES input value comes from the input packet.

This command can be executed only if it is enabled for the device by setting ChipConfig.LegacyE to 1b
and for the key by setting KeyConfig[LKeylID].LegacyOK is 1b.
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Note: Microchip recommends that any key with KeyConfig[LKeyID].LegacyOK = 1b should never be
used with any other command; the Legacy command can be used to exhaustively attack the key. If the
KeyConfig[LKeyID].AuthKey bit is 1b, then prior authentication is required using the KeyID stored in
KeyConfig[LKeyID].LinkPointer.

Key usage limits are enforced if KeyConfig[LKeyID].CounterLimit is 1b (see Section Key Configuration).
See Appendix E. ChipConfig Register for the ChipConfig Register definition.

Table 7-38. Input Parameters

Opcode | Legacy 0x0F

Mode Mode 1 Must be 0x00.

Param1 | LKeylD 2 Upper byte is always 0x00. Lower byte is the KeyID for the AES key.
Param2  Zero 2 Always 0x0000.

Data InData 16 Input to the AES block (plaintext).

Table 7-39. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutData 16 The output of the AES block (ciphertext).

The command and response packet is transmitted as a block beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Lock Command

The Lock command permanently locks various segments of the EEPROM, including the Configuration
Memory, the Key Memory, and the SmallZone register. Key, Counter, and User Memory access
restrictions are locked when the Configuration Memory is locked. SmallZone is locked independently of
the other Configuration Memory registers.

Note: The Microchip recommendation is the Key Memory be locked immediately after loading the keys.
The Configuration Memory must be locked before locking the Key Memory. Trying to lock the Key
Memory before the Configuration Memory is locked will result in the Lock command failing.

Three registers in the Configuration Memory control the Lock/Unlock status of the memory segments:
1. The Configuration Memory is controlled by the LockConfig Register (see Appendix E. LockConfig
Register).
2. The Key Memory is controlled by the LockKeys Register (see Appendix E. LockKeys Register).
3. The SmallZone Register is controlled by the LockSmall Register (see Appendix E. LockSmall
Register).

If a Lock Control Register contains 0x55, then the memory segment is unlocked. After the Lock
command has been issued then any value other than 0x55 locks the register segment. The Lock Control
Registers can be written only with the Lock command, but they can always be read with the BlockRead
command. (See Section BlockRead Command).
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The Lock command Param2 is an optional checksum (CRC-16) generated over the memory segment
being locked. The value in the Checksum field must match the CRC-16 calculated within the device for
the lock operation to succeed. If the Lock command returns a LockError ReturnCode, then the Host
system should rewrite the memory segment and try the lock operation again.

User Zone ReadOnly Activation

After the Configuration Memory is locked, the Lock command can be used to activate the ReadOnly user
zone feature on appropriately configured user zones. The Lock command changes the user zone from
Read/Write to read-only if the following requirements are satisfied:

»  ZoneConfig[Zone].WriteMode must be 10b or 11b.
*  Lock command Mode<1:0> must be setto 11b.
*  The Lock command zone field contains the target user zone number (Zone).

If Lock command Mode<2> is 1b, then the Checksum field contains the CRC-16 of the user zone
contents.

If ZoneConfig[Zone].WriteMode is 11b, then the command must include an INMAC generated using the
KeylD stored in ZoneConfig[Zone].WritelD; otherwise, the MAC is ignored.

The Lock command changes the ZoneConfig[Zone].ReadOnly byte from 0x55 (Read/Write) to 0x00
when the ReadOnly feature is activated. It is not possible to change a read-only user zone to read/write
after Configuration Memory is locked.

Table 7-40. Input Parameters

Size
(bytes)
Opcode | Lock 0x0D

egle bt L Bit 7: 0b = First four bytes of SmallZone are not included in the MAC.

1 = Include the first four bytes of SmallZone in the MAC
(ignored unless Mode<1:0> is 11b).
Bit 6: 0b = SerialNum is not included in the MAC.
= Include SerialNum in the MAC
(ignored unless Mode<1:0> is 11D).
Bit 5: Ob = Usage Counter is not included in the MAC.

= Include the Usage Counter associated with the
ZoneConfig[Zone].WritelD key in the MAC
(ignored unless Mode<1:0> is 11b).

Bits 4-3: Reserved. All bits must be 0b.
Bit 2: 0b = Suppress the Checksum validation (not recommended by

Microchip).
1b = Validate the memory checksum in Param2.

Bit 1-0: 00b = Lock the SmallZone Register.
01b = Lock the Key Memory.
10b = Lock the Configuration Memory, excluding SmallZone.
11b = Set the ZoneConfig[Zone].ReadOnly byte to ReadOnly.
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Size
(bytes)

Param1  Zone Upper byte is always 0x00. If Mode<1:0> is 11D, the lower byte is the user zone
to be locked (see Section User Zone ReadOnly Activation). For any other values
of Mode<1:0>, this field must be 0x0000.

Param2 Checksum 2 If Mode<2> is 1b, contains the CRC-16 checksum generated over the memory
segment being locked. If Mode<2> is 0b, this parameter must be 0x0000.

Data InMAC Oor16 | If Mode<1:0>is 11D, contains the MAC authorizing update of
ZoneConfig[Zone].ReadOnly, as described in Section User Zone ReadOnly
Activation. For all other modes, this field is ignored.

Table 7-41. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Nonce Command

The Nonce command generates and/or stores a 96-bit Nonce in the SRAM Nonce Register for use by
subsequent cryptographic commands. It is not necessary to generate a new Nonce before each
cryptographic operation because the ATAES132A includes the MacCount in the MAC calculations (see
Appendix I. MacCount) to guarantee uniqueness.

There are two Nonce command options:

* Inbound Nonce
The InSeed value is written directly to the Nonce Register. No random number generation or
cryptographic Nonce calculation is performed.

Note: This option provides no defense against replay attacks or known plaintext attacks.

* Random Nonce
The InSeed value is cryptographically combined with the new output of the RNG and stored in the
Nonce Register. The random number used for the Nonce calculation is returned to the Host in the
response. See Appendix I. Nonce Command for the Nonce algorithm.

If the LockConfig Register is unlocked (0x55), then the RNG is latched in the Test mode, and executing
the Nonce command with Mode<0> = 1b will generate nonrandom values. If the LockConfig Register is
locked (10x55), then the RNG generates random numbers and the Nonce command functions normally.

The Nonce remains valid until one of the following events occurs:

A MAC compare operation fails.
*  MacCount reaches the maximum count (see Appendix I. MacCount).
*  The cryptographic state machine is reset due to either receipt of a Reset command, power cycling

(POR), or activation of the initialization sequence due to Wake-up from the Sleep power state (see
Appendix G. Wake-Up from Sleep).
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»  Execution of the Nonce command resets MacCount to zero (see Appendix I. MacCount).

If a cryptographic operation involves two ATAES132A devices and a synchronized Nonce is required,
then the Nonce synchronization procedure in Section Nonce Synchronization must be used. The Nonce
command cannot be used to generate a synchronized random Nonce.

Note: There is one RNG Seed Register in the EEPROM memory, which is used by the KeyCreate,
Nonce, and Random Commands. The RNG Seed Register is subject to the same Write endurance
limitations as the other bytes in the EEPROM (see Section Reliability for the EEPROM specifications).
The application developer must not exceed the Write endurance limit.

Table 7-42. Input Parameters

Opcode Nonce 0x01

Mode | Mode 1 Bits 7-2: Reserved. All bits must be 0b.

Bit 1: Ob = Update the EEPROM RNG seed prior to Nonce generation. (1)
1b = Generate a random Nonce using the existing RNG Seed.

Bit 0: Ob = Use the InSeed as the Nonce (Inbound Nonce mode), Mode<1>
is ignored.

1b = Generate a random Nonce using the RNG.

Param1 | Zero 2 Always 0x0000.
Param2 Zero 2 Always 0x0000.
Data InSeed 12 Input seed (required).
Note:

1. The RNG Seed Register in the EEPROM will be updated automatically if Mode<1> = 0b, unless the
Seed Register was previously updated after the most recent Power-On Reset, Wake from the Sleep
state, Reset command, or Tamper Event. Updating the RNG Seed Register increases the
randomness of the Nonce; however, the EEPROM Write endurance specification must be
respected.

Table 7-43. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution failure or validation
failure generates a nonzero error code, per Section ReturnCode.

Random Oor16 In Random Nonce mode, the random number used to generate the Nonce is returned.
In Inbound Nonce mode, no data is returned.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

NonceCompute Command

The NonceCompute command generates the Nonce in a manner that allows two ATAES132A devices to
have identical random Nonces based on random numbers generated by both devices. The identical
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Nonce values and identical MacCount values are required to encrypt data on one device for decryption by
the other device.

The Random Command must be executed with Mode<2> = 1b prior to execution of the NonceCompute
command. The Random Command generates a random number, which the NonceCompute command
combines with the RandomSeed provided by the second ATAES132A to generate the random Nonce.

The Nonce remains valid until one of the following events occurs:

A MAC compare operation fails.
*  MacCount reaches the maximum count (see Appendix I. MacCount).
*  Cryptographic state machine is reset due to:

— Receipt of a Reset command,

— Power Cycling (POR), or

— Activation of the initialization sequence due to Wake-Up from the Sleep power state (see
Appendix G. Wake-Up from Sleep).

This command resets MacCount to zero only if the operation succeeds (see Appendix I. MacCount). If an
error occurs, the contents of the Nonce Register and the MacCount Register remained unchanged. The
NonceValid flag also remains unchanged.

Nonce Synchronization

The following procedure synchronizes the Nonce and the MacCount Register on two ATAES132A
devices. In this procedure, the device where the procedure begins is referred to as “A”, and the device it
is synchronized with is referred to as “B”.

1. The Random Command is executed on Device A with Mode<2> set to 1b. The first 12 bytes of the
random field value in the response are stored for use in Step 2.

2. The Nonce command is executed on Device B with Mode<1> set to 1b. The 12-byte random
number generated in Step 1 is used as the Nonce command InSeed field value. The 12-byte
random field value in the response is stored for use in Step 3.

3. The NonceCompute command is executed on Device A using the 12-byte random number
generated in Step 2 as the RandomSeed field value.

4. Successful execution of this procedure sets the Nonce status flags on both devices to:

— NonceValid = YesNonce

— NonceRandom = Random

— NonceRandom = Random

— NonceCompute = No

— MacCount is zero on both devices.

Table 7-44. Input Parameters

Opcode  NonceCompute 0x13

Mode | Mode 1 The value of this field must match the Mode field value used when
executing the Nonce command on the origin device.

Param1  Zero 2 Always 0x0000.
Param2 Zero 2 Always 0x0000.
Data RandomSeed 12 First 12 bytes output by the Nonce command on the origin device.
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Table 7-45. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution failure or validation
failure generates a nonzero error code, per Section ReturnCode.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Random Command

The Random command generates a random number using the internal high-quality RNG and the random
number generation procedure recommended by NIST in SP800-90 (see Appendix A. Standards and
Reference Documents). The Random Command returns the generated random number to the Host.

There are two Random command options:

* Random Number Generation:
If Mode<2> = 0b, the 16-byte random number is returned only to the Host; it is not stored internally.
This option does not affect the cryptographic state of the device.

*  Nonce Synchronization:
If Mode<2> = 1b, then the first 12 bytes of the random number are stored in the Nonce Register for
later use by the NonceCompute command. The 16-byte random number is returned to the Host.
The Nonce status flags are changed to:

— NonceValid = YesNonce
— NonceRandom = Fixed

— NonceCompute = Yes (See Section NonceCompute Command for the NonceCompute
command and the Nonce synchronization procedure.)

If the LockConfig Register is unlocked (0x55), then the RNG is latched in the test mode, and the Random
Command will always return 16 bytes of 0xA5. If the LockConfig register is locked (10x55), then the RNG
generates random numbers.

Note: There is one RNG Seed Register in the EEPROM memory, which is used by the KeyCreate,
Nonce, and Random Commands. The RNG Seed Register is subject to the same Write endurance
limitations as the other bytes in the EEPROM (see Section Reliability for the EEPROM specifications).
The application developer must not exceed the write endurance limit.

Table 7-46. Input Parameters

e e e

Opcode Random 0x02

Mode |Mode 1 Bits 7-3: Reserved. Al bits must be 0b.

Bit 2: 0b = Then return the random number. Do not change the Nonce.
1b = Then store the first 12 bytes of the random number in the Nonce
Register, and return the 16-byte random number.

Bit 1: 0b = Update the EEPROM RNG Seed Register prior to random
number generation (1)
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1b = Generate random number using the existing RNG Seed.

Bit 0: Reserved. Must be 0b.

Param1 | Zero 2 Always 0x0000.
Param2 Zero 2 Always 0x0000.
Data - 0

Note:

1. The RNG Seed Register in the EEPROM will be updated automatically if Mode<1> = 0b, unless the
Seed Register was previously updated after the most recent Power On Reset, Wake from the Sleep
state, Reset command, or Tamper Event. Updating the RNG Seed Register increases the
randomness of the Random Command output; however, the EEPROM Write endurance
specification must be respected.

Table 7-47. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution failure or validation
failure generates a nonzero error code, per Section ReturnCode.

Random 16 The random number.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.

Reset Command

The Reset command forces ATAES132A to reset the logic, including the AES engine, Nonce, and
Authentication status flag. This command does not return a response.

When a Reset command is received, ATAES132A performs the same power-up reset sequence that
occurs during Wake from the Sleep state. The reset is complete after the WakeUp Ready time,
tWupSL.RDY (see Section Power-Up, Sleep, Standby, and Wake-Up Timing).

SPI Reset

During the reset of an ATAES132A configured for SPI interface mode, the device will answer the SPI
Read Status Register command with 0xFF to indicate it is busy. When reset is complete, the WIP Status
bit changes to 0b to indicate the device is in the Active state. The ATAES132A will only accept the SPI
Read Status Register command while it is resetting; all other commands will be ignored. The SPI Read
Status Register command is described in Appendix K. Read Status Register Command (RDSR).

I12C Reset

During the reset of an ATAES132A configured for I2C interface mode, the Host is required to perform ACK
polling using the matching I2C Device Address. The ATAES132A will answer the ACK poll with an 12C
NACK to indicate the device is busy during reset. The ACK poll reply will change to ACK when the device
is in the Active state. ATAES132A will not accept any 12C commands while it is busy. ACK polling is
described in Appendix J. Acknowledge Polling.
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Table 7-48. Input Parameters

Opcode Reset 0x00

Mode Mode 1 This byte can be any value.
Param1 Zero 2 Always 0x0000.

Param2 Zero 2 Always 0x0000.

Data - 0

Table 7-49. Output Parameters

No response packet is returned by the Reset command.

The command packet is transmitted as a block, beginning with the Count and ending with a packet
Checksum. This block format is described in Section Command Block and Packet.

Sleep Command
The sleep command forces the ATAES132A into one of two Low-Power states; Sleep or Standby. This
command does not return a response.

The Sleep state can be used to extend battery life in portable systems by powering down the ATAES132A
internal circuitry when the device is sleeping. The Standby state puts the internal circuitry in a low-power
state to reduce power consumption while preserving the volatile memory contents and the security state.

A device in the Sleep state will not retain any volatile memory contents or security states. A device in the
Sleep state goes through a full power-up sequence upon Wake-Up.

A device in the Standby state will retain all volatile memory contents. A device in the Standby state does
not go through a power-up sequence upon Wake-Up.

The ATAES132A exits the Sleep or Standby state if a Wake-Up event occurs on the I/O pins. Wakeup is
discussed in Appendix L. Power State Transitions.

See Appendix L. Power Management for a detailed description of the ATAES132A sleep, standby, wake-
up, and power management functions.

Table 7-50. Input Parameters

Opcode | Sleep 0x11
Mode biBEE L Bit7: Reserved. Must be 0b.
Bit 6: Ob = Activate the Sleep state.
1b = Activate the Standby state.
Bit 5-0: Reserved. All bits must be 0b.
Param1 | Zero 2 Always 0x0000.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 61



7.24

ATAES132A

Command Definitions

Param2 Zero Always 0x0000.

Data - 0

Table 7-51. Output Parameters

No response packet is returned by the Reset command.

The command packet is transmitted as a block, beginning with the Count and ending with a packet
Checksum. This block format is described in Section Command Block and Packet.

WriteCompute Command

The WriteCompute command encrypts data and computes the MAC required to execute the EnciWrite
command on a second ATAES132A device.

To use this command, the Nonce must be identical on both devices (see Section Nonce Synchronization)
and MacCount must have the same value on each device. Both devices must also contain identical key
values, but it is not necessary for the KeyID on the origin device to match the KeylID on the Destination
device. In this section, the device that encrypts data and generates the MAC is referred to as the Origin
device. The device that checks the MAC is referred to as the Destination device.

If Mode<5>, Mode<6> or Mode<7> is 1b, then the associated Usage Counter, SerialNum Register value,
or the first four bytes of the SmallZone Register must be identical on both devices. The ManufacturinglD
Register must be identical on both devices, since it is always included in the MAC calculation.

A valid Nonce is required to run the WriteCompute command. If the KeyConfig[EKeylD].RandomNonce
bitis 1b, then the Nonce must be random.

The value of Param2 in the FirstBlock field must match the Count field value. This command can be
executed only if it is enabled for the device by setting ChipConfig.DecReadE to 1b.

Table 7-52. Input Parameters

Opcode | WriteCompute 0x16

Mode  Mode 1 Always 0x0000.

Param1 | EKeyID 2 Upper byte is always 0x00. Lower byte is the pointer to the encrypt key.
Legal values: 0x00 to 0x0F, OxFF.

Param2 Count 2 Upper byte is always 0x00. Lower byte is the number of Data bytes to be
encrypted.

Data1 | FirstBlock 6 The value of this field must match the first authenticate-only block to be

used when executing the EncWrite command on the Destination device.

Data2  SecondBlock 16 The value of this field must match the second authenticate-only block to be
used when executing the EncWrite command on the Destination device. If
Mode<7:5> is 000D, then this field must be present, but is ignored.

Data3 | InData 1to 32 Input data to be encrypted (plaintext).
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Table 7-53. Output Parameters

ReturnCode 1 Upon success, 0x00 will be returned. Any command execution or validation failure
generates a nonzero error code, per Section ReturnCode.

OutMac 16 The input MAC for the EncWrite command on the destination device.
OutData 16 or 32 | The encrypted data (ciphertext) to be written to the destination device using the

EncWrite command.

The command and response packet is transmitted as a block, beginning with the Count and ending with a
packet Checksum. This block format is described in Section Command Block and Packet.
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8.1 Package Pin List (SOIC and UDFN)
Table 8-1. Package Pin List

I S ™ S NN

SPI Mode = CS Input
12C Mode = Not used
SO SPI| Mode = Serial Data Out Output
12C Mode = Not used or AuthO Out
NC No Connect NC
Vss Ground Ground
SI/SDA SPI Mode = Serial Data In Input/Output
12C Mode = Serial Data I/0
SCK Serial Data Clock Input
NC No Connect NC
Vce Power Supply Power
8.2 Pin Descriptions

Table 8-2. Pin Descriptions

Y

1

cs

SO

NC

Vss
SI/SDA

SCK

NC
vVce

SPI Chip Select Bar Input. In the SPI communication mode, this pin functions as the slave select
input. In the 12C communication mode, this pin is not used, and should be tied to Vcc or VsS.

Serial Data Out. In the SPI communication mode, this pin functions as the serial data output. In the
12C communication mode, this pin is not used in the default configuration. It is always in the
high-impedance state. If Auth signaling is enabled, then this pin functions as the AuthO output (see
Appendix J. 12C Auth Signaling).

No Connect. This package pin is not used, and can be left open by the user.
Ground.

Serial Data In. In SPI communication mode, this pin functions as the serial data input. In 12c
communication mode, this pin functions as the serial data 1/0.

Serial Clock Input. In both SPI and 12C serial communication modes, this pin is used as the serial
interface clock.

No Connect. This package pin is not used, and can be left open by the user.

Supply Voltage. To insure a stable Vcc level, it is recommended that Vg be decoupled with a high
quality capacitor, in the order of 0.01 pF, positioned close to the Vcc and Vsg pins of the
ATAES132A .
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Absolute Maximum Ratings

Operating Temperature

Storage Temperature

Maximum Operating Voltage

DC Output Current

Voltage on any pin

ESD Ratings:
Human Body Model(HBM) ESD
Charge Device Model(CDM) ESD

-40°C to +85°C
-65°C to +150°C

6V

5 mA

-0.7V to (Vg + 0.7V)

>4kV
>500V

Note: Stresses beyond those listed under “Absolute Maximum Ratings” may cause permanent damage
to the device. This is a stress rating only, and the functional operation of the device at these or any other
conditions beyond those indicated in the operational sections of this specification is not implied. Exposure
to absolute maximum rating conditions for extended periods may affect device reliability.

Reliability
The ATAES132A is fabricated with a Microchip high reliability CMOS EEPROM manufacturing technology.
The reliability ratings in Table 9-1 apply to each byte of the EEPROM memory.

Table 9-1. EEPROM Reliability (Note 1)

T S

Write Endurance (each byte) 100,000 Write Cycles
Data Retention (at 55°C) 10 Years
Data Retention (at 35°C) 30 50 Years
Read Endurance Unlimited Read Cycles
Note:

1. These specifications apply to every byte of the User Memory, Configuration Memory, and Key
Memory. The Write Endurance specification also applies to the RNG EEPROM Seed Register.

DC Characteristics

Supply Characteristics
Applicable over recommended operating range from TA = -40°C to +85°C, V¢ = +2.5V to +5.5V (unless
otherwise noted). (Note 1)

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 65



ATAES132A

Electrical Characteristics

Table 9-2. Supply Voltage and Current Characteristics

N

Supply Voltage | Vcc (2) 250
Supply Current Icc1
Supply Current Icc2
Idle Current Icc3
Sleep Current IsL1
Sleep Current IsL2

Standby Current ISB1

Standby Current IsB2

Note:

SO = Open(3), Read, Write, or AES operation.

5.50
6 mA Vce=3.3Vatfmax®)
10 | mA Voe =5.5V at fmax ()

SO = Open(3),

600 800 pA

Read, Write, or AES operation.

Vce = 3.3V or 5.5V at fax(®)

SO = Open(3), Waiting for a command.

010 | 025 pA Vg =3.3V

Cs =Vee(®), sleep State(®)

025 050 pA Vog=5.5V

TS = Vec®), sleep state(®)

15 30  pA Vgoc =33V

€S = V), standby State(®)

20 40 pA Vcg =55V

Cs = V@), standby State(®)

1. Typical values are at +25°C, and are for reference only. Typical values are not tested or

guaranteed.

2. On power-up, Vg must rise continuously from Vgg to the operating voltage, with a rise time no

faster than 1V/ps.

3. Allinput pins must be held at either Vgg or V¢ during this measurement. In SPI interface mode,
the CS pin must be at Vc. In 12C interface mode, the CS pin may be in either state.

4. Measurement is performed at the maximum serial clock frequency. In the 12C interface mode, fax
is 1 MHz. In the SPI interface mode, fyax is 10 MHz.

5. See Appendix L. Power Management for Sleep and Standby state information. The Sleep
command is described in Section Sleep Command.

6. The ATAES132A does not support hot swapping or hot plugging. Connecting or disconnecting this
device to a system while power is energized can cause permanent damage to the ATAES132A .

9.3.2 I/0 Characteristics

Applicable over recommended operating range from TA = -40°C to +85°C, V¢ = +2.5V to +5.5V (unless

otherwise noted).
Table 9-3. DC Characteristics

T T

Input Current
Output Leakage
Input Low-Voltage
Input High-Voltage

-3.0
ILO -3.0 3.0
V|L(1) -0.5 Vce x0.3
V|H(1) Vce x 0.7 Vce + 0.5

MA [ VIN=0VorVce
MA  VouT=0VorVcc
\Y

\Y
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9.4.1
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Electrical Characteristics

S o

Output Low-Voltage Vo|_1(2 V loL =3.0mA

Output High-Voltage, V0H1(2) Vcc - 0.8 Vce V  lIoH=-3.0mA
Except SI/SDA in 12C Mode

Note:
1. V,_ min and V|4 max are for reference only, and are not tested.

2. In the I2C interface mode, if Auth signaling is enabled, the SO pin functions as the AuthO output
(see Appendix J. I2C Auth Signaling). When AuthO is high, the Vo1 specification applies. When
AuthO is not high, the pin is in the high-impedance state; the V| 4 specification is not applicable.

AC Characteristics
Applicable over recommended operating range from TA = -40°C to + 85°C, V¢ = +2.5V to +5.5V.

Table 9-4. AC Characteristics

T T N ST

User Zone Write Cycle Time(1) twci

Key Zone Write Cycle Time(1) twc2 12 16 ms
Command Response Time See Appendix N. ATAES132A Command Response Time.
Note:
1. The write cycle time includes the EEPROM Erase, Write, and Automatic Data Write verification
operations.

Power-Up, Sleep, Standby and Wake-Up Timing
Applicable over recommended operating range from TA = -40°C to + 85°C, V¢ = +2.5V to +5.5V.

Table 9-5. Power-Up, Sleep, and Wake-Up Timing Characteristics (Notes 1. 2)

T A T

Power-Up Time, Status tPU.STATUS

Power-Up Ready Time tPU.RDY 1200 1500 us
Sleep Time, Entering the Standby State tsB 65 100 V&
Sleep Time, Entering the Sleep State tsL 55 90 us
Wake-Up Status Time, Standby State tWwupSB.STATUS 50 100 V&
Wake-Up Ready Time, Standby State twupSB.RDY 200 240 us
Wake-Up Status, Sleep State twupSL.STATUS 500 600 V&
Wake-Up Ready Time, Sleep State tWwupSL.RDY 1200 1500 us
Note:

1. All values are based on characterization and are not tested. Typical values are at +25°C and are for
reference only.

2. See Appendix L. Power Management for Power-Up, Sleep, Standby, and Wake-Up specifications.
The Sleep command is described in Section S1eep Command.
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9.4.2  I2C Interface Timing

Applicable over recommended operating range from TA = -40°C to + 85°C, V¢ = +2.5V to +5.5V,
CL =1 TTL Gate and 100 pF (unless otherwise noted).

Table 9-6. AC Characteristics of 12C Interface(?)

oo

SCK Clock Frequency fScK

SCK Clock Duty Cycle 30 70 percent
SCK High Time tHIGH 400 ns
SCK Low Time tLow 400 ns
Start Setup Time tsu.sTA @ 250 ns
Start Hold Time tHD.STA = 250 ns
Stop Setup Time tsy.sTo @ 250 ns
Data in Setup Time tsu.pAT @ 100 ns
Data in Hold Time tHD.DAT 0 ns
Input Rise Time(2) tR 300 ns
Input Fall Time(2) tF 100 ns
Clock Low to Data Out Valid tAA 50 550 ns
Data Out Hold Time tDH 50 ns
Time bus must be free before a new transmission can start.(2) tBUF 500 ns
Note:

1. AC measurement conditions:
— RL (connects between SDA and V¢¢): 2.0 kQ (for Ve +2.5V to +5V)
Input pulse voltages: 0.3 Ve to 0.7 Ve
Input rise and fall times: < 50 ns
Input and output timing reference voltage: 0.5 V¢
2. Values are based on characterization, and are not tested.

Figure 9-1. I12C Synchronous Data Timing
t

HIGH

—» et < > —» |t
\ E— < >
tLOW tLow \
SCL \
N |
tsu sa [P tHD.STA tHD.DAT < > < > tSU.DAT —> — tsu sTO

SDAIN

weor TN

DH tBuF
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9.4.3 SPI Interface Timing

Applicable over recommended operating range from TA = -40°C to + 85°C, V¢ = +2.5V to +5.5V,
CL =1 TTL Gate and 30 pF (unless otherwise noted).

Table 9-7. AC Characteristics of SPI Interface

fsck SCK Clock Frequency
SCK Clock Duty Cycle 30 70 percent

twH SCK High Time 40 ns
twiL SCK Low Time 40 ns
tcs CS High Time 50 ns
tcss CS Setup Time 50 ns
tCSH CS Hold Time 50 ns
tsu Data In Setup Time 10 ns
tH Data In Hold Time 10 ns
tRI Input Rise Time(1) 2 us
tFI Input Fall Time(1) 2 us
tv Output Valid 0 40 ns
tHO Output Hold Time 0 ns
tDIS Output Disable Time 50 ns
Note:

1.  Values are based on characterization, and are not tested.

Figure 9-2. SPI Synchronous Data Timing

le—tcs —>|
ViH
CS W
ViL

|
[ fess ‘4—1CSH—>

VH — — — —

SCK twH twi

o
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Appendix A. Standards and Reference Documents
National and International Standards

The ATAES132A is designed to comply with the requirements of the AES Standard.

FIPS-197 Specification for the Advanced Encryption Standard (AES). 26 November 2001.
Available at: http://csrc.nist.gov/groups/ST/toolkit/block_ciphers.html.

References

SP800-38A NIST Special Publication 800-38A. Recommendation for Block Cipher Modes of Operation:
Methods and Techniques. December 2001.
Available at: http://csrc.nist.gov/groups/ST/toolkit/BCM/current_modes.html.

SP800-38C NIST Special Publication 800-38C. Recommendation for Block Cipher Modes of Operation:
The CCM Mode for Authentication and Confidentiality. May 2004.
Available at: http://csrc.nist.gov/groups/ST/toolkit/BCM/current_modes.html.

SP800-90 NIST Special Publication 800-90. Recommendation for Random Number Generation Using
Deterministic Random Bit Generators. (Revised) March 2007.
Available at: http://csrc.nist.gov/groups/ST/toolkit/random_number.html.

JEP106xx JEDEC Standard. Standard Manufacturer's Identification Code. JEDEC Solid State Technology
Association. Updated periodically. JEP106AA April 2009.
Available at http://www.jedec.org.

ISO/IEC7816-1:1998 Identification Cards — Integrated Circuit(s) Cards with Contacts — Part 1:
Physical Characteristics. October 1998.
Available at: http://www.iso.org or http://www.ansi.org or from National Standards Body.

ISO/IEC7816-2:2007 Identification Cards — Integrated Circuit(s) Cards with Contacts — Part 2: Dimension
and

Location of the Contacts. October 2007.

Available at: http://www.iso.org or http://www.ansi.org or from National Standards Body.
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Appendix B. Memory Map
B.1 Memory Map

Reserved memory cannot be written or read.

Table 11-1. ATAES132A Memory Map

0000h-0FFFp
1000n-EFFFR
FO00K-FO5FH
F060h-FO7FhH
F080h-FOBFH
FOCOR-FOFFH
F100h-F17Fh
F180h-F1DFRh
F1EOh-F1FFh
F200h-F2FFh
F300h-FDFFh
FEOOh

FEO1h-FFDFh
FFEOR

FFE1h-FFEFH
FFFOR

FFF1h-FFFFh

User Memory (See Appendix C. User Memory Map)

Reserved

Configuration Memory — Device Config (See Appendix E. Configuration Memory Map)
Configuration Memory — CounterConfig (See Appendix E)

Configuration Memory — KeyConfig (See Appendix E)

Configuration Memory — ZoneConfig (See Appendix E)

Configuration Memory - Counters (See Appendix E)

Configuration Memory — FreeSpace (See Appendix E)

Configuration Memory — SmallZone (See Appendix E)

Key Memory (See Appendix F. Key Memory Map)

Reserved

Command / Response Memory Buffer (See Appendix D. Command Memory Map)
Reserved

I/0O Address Reset

Reserved

STATUS Register

Reserved

B.2 EEPROM Page Boundary

The ATAES132A EEPROM has 32-byte physical pages. An EEPROM Write can never cross the
boundary between two physical pages. BlockRead and EncRead operations cannot cross the boundary
between two physical pages. Table 11-2 illustrates the page boundary locations for the ATAES132A .

Table 11-2. ATAES132A EEPROM Page Boundary Locations

| Address __0n l1n [20 [3n |4n 150 [6n [T [8n |90 [An [Bn |Ch [Dn [En | Fn|

XX00h-XXOFh 32-byte EEPROM Page
XX10p-XX1Fh
XX20h-XX2Fh
XX30h-XX3Fh

XX40p-XX4Fp,

32-byte EEPROM Page

32-byte EEPROM Page
XX50n-XX5Fh
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| Address __[0n l1n [2n [3n |4n 150 [6n [T |8n |9 [An [Bn |Ch [Dn [En | Fn|

XX60h-XX6Fh 32-byte EEPROM Page
XX70h-XX7Fnh

XX80h-XX8Fh 32-byte EEPROM Page
XX90h-XX9FH
XXAOh-XXAFH 32-byte EEPROM Page
XXBOh-XXBFh
XXCOR-XXCFh 32-byte EEPROM Page
XXDOh-XXDFp
XXEOh-XXEFH 32-byte EEPROM Page

XXFOR-XXFFp
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Appendix C. User Memory Map
The 32 kb User Memory consists of 16 user zones, each containing 2 kb (256 bytes) of memory. The
physical page size is 32 bytes; Write operations cannot cross page boundaries.

Every Memory Zone has an independent set of access restrictions, and all bytes within a zone have the
same access restrictions. The Configuration Memory (Appendix E. Configuration Memory Map) contains
an access register for each Memory Zone that defines the access requirements for the User Zone.

Table 12-1. User Memory Map

0000h-00FFRH User Zone 0
0100h-01FFR User Zone 1
0200h-02FFh User Zone 2
0300h-03FFh User Zone 3
0400h-04FFh User Zone 4
0500h-05FFRH User Zone 5
0600h-06FFRH User Zone 6
0700h-07FFh User Zone 7
0800h-08FFhH User Zone 8
0900h-09FFhH User Zone 9
0AOOR-OAFFH User Zone A
0B00KH-0BFFRH User Zone B
0CO0RK-0CFFh User Zone C
0DOORK-0ODFFR User Zone D
OEOORK-OEFFH User Zone E
OF00nh-OFFFRH User Zone F
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Appendix D. Command Memory Map

The ATAES132A commands are executed by writing the command packet to the virtual memory using
standard SPI or 12C Write commands. The response packet is retrieved by reading it from the virtual
memory using standard SPI or I2C Read commands. The Command/Response Memory Buffer is 64
bytes.

The ATAES132A commands are executed by writing the command packet to virtual memory at starting
address 0xFE00 using standard Write commands (see Appendix J. I2C Interface and Appendix K. SPI
Interface). The response packet is retrieved by reading from the virtual memory at starting address
0xFEOQO0 using standard Read commands. The Device Status Register (STATUS) is located at 0xFFFO0
(see Appendix G. Understanding the STATUS Register).

To reset the address pointer in the Command/Response Memory Buffer to the base address of the buffer,
the Host writes one or more bytes to the |0 Address Reset Register at address 0xFFEO using the
standard Write command. Any value can be written to the IO Address Reset Register to reset the buffer
address pointer.

Table 13-1. Command/Response Virtual Memory Map

FEOORh Command/Response Memory Buffer
FEO1h-FFDFRH Reserved

FFEOR I/O Address Reset

FFE1h-FFEFH Reserved

FFFOR STATUS Register

FFF1h-FFFFR Reserved

D.1 Command Memory Buffer

The Command Memory Buffer is a write-only buffer memory that is used by writing a command block to
the buffer at the base address of 0xFE00. After the Host completes its Write operation to the buffer, the
ATAES132A verifies the integrity of the block by checking the 16-bit Checksum, and then executes the
requested operation. See Section Command Block and Packet for a description of the crypto command
block.

Write operations that begin at any other location within the buffer are invalid and will not be processed by
the ATAES132A .

Table 13-2. Command Memory Buffer Map

Base Address Base Base Base Base Base
+1 +2 +3 + N-2 + N-1

Count Opcode Mode Param1 Param1 Param2 @ ...... DataX | CRC1 CRC2

D.1.1 Using the Command Memory Buffer

The Host should write a single byte to the |O Address Reset Register before writing a new command
block to the Command Memory Buffer. This resets the buffer address pointer to the base address. The
Host then writes the ATAES132A command block to the buffer using one or more standard SPI or 12C
Write commands. After the entire command block is written by the Host microcontroller, the ATAES132A
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checks the 16-bit Checksum and executes the command. The Host should read the STATUS Register to
determine if an error occurred or if the response is ready to be read.

If a Checksum error occurs, then the buffer address pointer must be reset by the Host before the
command block is retransmitted. If no errors occur, then the response can be read from the Response
Memory Buffer, as described in Appendix D. Using the Response Memory Buffer section (see Appendix
G. Understanding the STATUS Register for examples).

The Command Memory Buffer size is 64 bytes. If the Host writes more than 64 bytes to the buffer, it will
cause a buffer overflow error. If the Host hardware must send more bytes to the ATAES132A than are
required to transmit a command block (due to Host hardware limitations), then all bytes transmitted after
the block Checksum must contain 0xFF.

D.2 Response Memory Buffer

The Response Memory Buffer is a read-only memory buffer that is used by reading a response from the
buffer at the base address of 0xFE00. The base address of the Response Memory Buffer contains the
first byte of the response packet after a Crypto command is processed. See Section Command Block and
Packet for a description of the crypto response packet.

Read operations that begin at any location above the base address are invalid and will either be NACKed
(in 12C mode) or ignored (output will tri-state in SPI mode).

Table 13-3. Response Memory Buffer Map Following a Crypto Command

Base Address Base Base Base Base Base
+1 + 2 +3 + N-2 + N-1

Count ReturnCode Data1 Data2 Data3 @ ... ... DataX CRC1 CRC2

The Response Memory Buffer is also used to report errors that occur during execution of standard 12C or
SPI Write commands. When the I2C or SPI command execution is complete (as indicated by the STATUS
Register), the Response Memory Buffer contains a block containing an error code (ReturnCode) if an
error occurred; otherwise, it contains a block containing ReturnCode = 0x00. Reading the Response
Memory Buffer does not alter the contents of the Response Memory Buffer or the STATUS Register (see
Appendix G. Understanding the STATUS Register). See Section ReturnCode for the error descriptions.

Table 13-4. Response Memory Buffer Map Following a Standard I2C or SPI Write Operation

Base Address Base Base Base
+1 + N-2 + N-1
FFh | FFh | FFh

Count ReturnCode CRC1 CRC2 FFh FFh | FFh

D.2.1 Using the Response Memory Buffer

After an ATAES132A command is executed, the RRDY bit of the STATUS Register is set to 1b to indicate
that a new response is available in the Response Memory Buffer. The Host reads the response block
from the buffer using one or more standard SPI or I12C Read commands. After the entire response block is
read, the Host microcontroller checks the 16-bit Checksum.

If a Checksum error occurs, then the buffer address pointer must be reset by the Host before the
response block is reread. If the Host reads more bytes from the response buffer than necessary to
retrieve the block, then all bytes after the block Checksum will contain 0xFF (see Appendix G.
Understanding the STATUS Register for examples). The Response Memory Buffer size is 64 bytes.

D.3 10 Address Reset Register
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Writing the 10 Address Reset Register (address 0xFFE0) with any value causes the address pointers in
the Command Memory Buffer and the Response Memory Buffer to be reset to the base address of the
buffer. The IO Address Reset Register can be written with 1 to 32 bytes of data without generating an
error; the data bytes will be ignored.

Writing the 10 Address Reset Register does not alter the contents of the Response Memory Buffer or the
value of the STATUS Register. Writing the 10 Address Reset Register clears the Command Memory
Buffer (see Appendix G. Understanding the STATUS Register for examples).

D.4 Device Status Register (STATUS)

The Device Status Register is used for handshaking between the Host microcontroller and the
ATAES132A . The Host is expected to read the STATUS Register before sending a command or reading
a response. See Appendix G. Understanding the STATUS Register for the definition and behavior of the
STATUS Register. If the ATAES132A is configured in SPI interface mode, the STATUS Register can also
be read using the SPI RDSR command, as described in Appendix K. Read Status Register Command
(RDSR).

Reading the STATUS Register does not alter the contents of the Command Memory Buffer, the contents
of the Response Memory Buffer, or the value of the STATUS Register.
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Appendix E. Configuration Memory Map

The ATAES132A Configuration Memory is located from address 0xFO0O to address OxF1FF. The
Configuration Memory can always be read using the BlockRead command (see Section BlockRead
Command). See Appendix E. Configuration Register Descriptions for descriptions of each configuration
register. A memory map showing the default register values appears in Appendix O. Default
Configuration.

E1. Configuration Memory Map
Table 14-1. ATAES132A Configuration Memory Map

Oh/8h 1h/9n 2h/An 3h/Bh | 4h/Ch 5h/Dh 6h/Eh Th/Fh

FOOORL-FOO07H SerialNum

F008h-FOOFH LotHistory

FO010h-FO17h JEDEC Reserved Algorithm EEPageSize
FO018n-FO1F,  EncReadSize EncWrtSize DeviceNum Reserved

FO020Kh-F027h LockKeys LockSmall ' LockConfig Reserved

F028h-FO2Fh Reserved ManufacturingID = PermConfig Reserved
FO30h-FO037h Reserved

F038h-FO3FhH

F040nh-F047h 12CAddr ChipConfig RFU RFU

F048h-FO4Fh Reserved RFU

FO50h-FO57h RFU

F058-FO5Fh

FO60h-FO67h
F068h-FO6FH
FO70h-FO77hH
FO78h-FO7FH
FO80h-F087h
F088h-FO8FH
FO90h-FO97h
F098h-FO9FH
FOAOR-FOAT7H
FOA8h-FOAFH
FOBOK-FOB7h
FOB8h-FOBFH
FOCOR-FOC7h
FOC8h-FOCFH

CounterConfig 00
CounterConfig 04
CounterConfig 08
CounterConfig 0C

CounterConfig 01
CounterConfig 05
CounterConfig 09
CounterConfig 0D

CounterConfig 02
CounterConfig 06
CounterConfig 0A
CounterConfig OE

CounterConfig 03
CounterConfig 07
CounterConfig 0B
CounterConfig OF

KeyConfig 00
KeyConfig 02
KeyConfig 04
KeyConfig 06
KeyConfig 08
KeyConfig 0A
KeyConfig 0C
KeyConfig OE
ZoneConfig 00
ZoneConfig 02

KeyConfig 01
KeyConfig 03
KeyConfig 05
KeyConfig 07
KeyConfig 09
KeyConfig 0B
KeyConfig 0D
KeyConfig OF
ZoneConfig 01
ZoneConfig 03
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Oh/8h 1h/9h 2h/Ah 3h/Bh | 4h/Ch 5h/Dh 6h/En Th/Fh

FODOp-FOD7h
FOD8h-FODFR
FOEOR-FOE7h
FOE8h-FOEFK
FOFOR-FOF7h
FOF8n-FOFFR

ZoneConfig 04
ZoneConfig 06
ZoneConfig 08
ZoneConfig 0A
ZoneConfig 0C
ZoneConfig OE

F100nh-F107h Counter 00
F108h-F10FRh Counter 01
F110h-F117n Counter 02
F118h-F11Fh Counter 03
F120h-F127h Counter 04
F128h-F12Fh Counter 05
F130n-F137h Counter 06
F138h-F13Fh Counter 07
F140n-F147h Counter 08
F148n-F14Fp Counter 09
F150nh-F157h Counter 0A
F158h-F15Fh Counter 0B
F160nh-F167h Counter 0C
F168h-F16Fh Counter 0D
F170h-F177h Counter OE
F178n-F17Fnh Counter OF
F180h-F187h FreeSpace

F188h-F18Fh
F190h-F197h
F198h-F19Fh
F1AOnh-F1A7h
F1A8h-F1AFH
F1BOh-F1B7h
F1B8h-F1BFh
F1COh-F1C7h
F1C8nh-F1CFh
F1DOh-F1D7h
F1D8h-F1DFn

ZoneConfig 05
ZoneConfig 07
ZoneConfig 09
ZoneConfig 0B
ZoneConfig 0D
ZoneConfig OF
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Oh/8h 1h/9h 2h/Ah 3h/Bh | 4h/Ch 5h/Dh 6h/En Th/Fh

F1EOK-F1E7h SmallZone
F1E8h-F1EFRH
F1FORn-F1F7h

F1F8h-F1FFp

Note:

1. F000,-FO3F;,. Excluding F020,-F022,, = Locked at the factory and cannot be changed by the
customer.

2. F020,-F022, = Lock registers can be changed only by using the Lock command (see Section
Lock Command).

3. F040,-F1DF}, = Configuration registers can be written by the customer prior to locking (by setting
LockConfig to 0x00 using the Lock command).

4. F1EOy - F1FF,, = The SmallZone Register can be written by the customer prior to locking (by setting
LockSmall to 0x00 using the Lock command). SmallZone is locked separately from the remainder
of the Configuration Memory.

E2. Configuration Register Descriptions

Each register in the Configuration Memory is briefly described in this section. References are provided to
detailed information in other sections of this specification. The registers are described in the same order
in which they occur in the memory map in Appendix E. Configuration Memory Map.

E.2.1 SerialNum Register

SerialNum is an 8-byte, read-only register that is programmed by Microchip at the factory. The contents of
this register are guaranteed to be unique on each unit over the production life of the ATAES132A product
family. The contents of this register can optionally be included in cryptographic calculations by setting
Mode<6> to 1b, as described in the command definitions in Section Command Definitions. This register
cannot be changed by the customer.

It is recommended that the SerialNum Register value be used to perform key diversification.
E.2.2 LotHistory Register

LotHistory is an 8-byte, read-only register that is programmed by Microchip at the factory. This register
contains proprietary data that is not intended for customer use. This register cannot be changed by the
customer.

E.2.3 JEDEC Register

JEDEC is a 2-byte, read-only register that is programmed by Microchip at the factory. The JEDEC register
always contains 0x001F, which is the JEDEC Manufacturing Identification Code assigned to Microchip.
This register cannot be changed by the customer.

E.2.4 Algorithm Register

Algorithm is a 2-byte, read-only register that is programmed by Microchip at the factory. The default value
of 0x0000 indicates 128-bit AES-CCM mode. This register cannot be changed by the customer.

E.2.5 EEPageSize Register
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EEPageSize is a 1-byte, read-only register that is programmed by Microchip at the factory. The default
value of 0x20 indicates a 32-byte physical EEPROM page size. This register cannot be changed by the
customer.

E.2.6 EncReadSize Register

EncReadSize is a one-byte, read-only register that is programmed by Microchip at the factory. The default
value of 0x20 indicates that 32 bytes is the maximum data length that can be returned by the EncRead
command. This register cannot be changed by the customer.

E.2.7 EncWrtSize Register

EncWrtSize is a 1-byte, read-only register that is programmed by Microchip at the factory. The default
value of 0x20 indicates that 32 bytes is the maximum data length that can be written using the
EncWrite command. This register cannot be changed by the customer.

E.2.8 DeviceNum Register

DeviceNum is a 1-byte, read-only register that is programmed by Microchip at the factory. This byte
indicates the device type (32 kb, ATAES1xx family). The INFO command returns this byte, along with a
hardware revision byte. The DeviceNum will change with device revisions and should not be considered a
constant. This register cannot be changed by the customer.

See Section INFO Command for the INFO command description.
E.2.9 LockKeys Register

LockKeys is a 1-byte register that controls write access to Key Memory. The default value of LockKeys is
the unlocked state (0x55). The LockKeys Register can be changed only by using the Lock command
(see Section Lock Command). After the .ock command is run, this register will contain 0x00, and the
Key Memory will be locked. It is impossible to unlock memory that has been locked.

E.2.10 LockSmall Register

LockSmall is a 1-byte register that controls write access to the SmallZone Register. The default value of
LockSmall is the unlocked state (0x55). The LockSmall Register can be changed only by using the Lock
command (see Section Lock Command). After the Lock command is run, this register will contain 0x00,
and the SmallZone Register will be locked. It is impossible to unlock memory that has been locked.

E.2.11 LockConfig Register

LockConfig is a 1-byte register that controls write access to Configuration Memory except the SmallZone
Register. The default value of LockConfig is the unlocked state (0x55). The LockConfig Register can be
changed only by using the Lock command (see Section Lock Command). After the Lock command is
run, this register will contain some value other than 0x55, and the Configuration Memory will be locked
except for the SmallZone Register, which is controlled by the LockSmall Register. It is impossible to
unlock memory that has been locked.

If the LockConfig register is unlocked (0x55), then the RNG is latched in Test mode, and the Random
Command will always return 16 bytes of 0xA5. The KeyCreate and Nonce commands will create
nonrandom results when the RNG is in Test mode. If the LockConfig Register is locked (! = 0x55), then
the RNG generates random numbers, and the random KeyCreate and Nonce commands function
normally.

E.2.12 Reserved Registers
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Any Configuration Memory locations that are identified as reserved in Table 14-1, the Configuration
Memory map, are reserved by Microchip for future use. All reserved registers are read-only registers that
are programmed by Microchip at the factory. These memory locations are programmed with Microchip
proprietary data. The contents of the reserved registers will vary and are not intended for any customer
use. These registers cannot be changed by the customer.

E.2.13 ManufacturingID Register

ManufacturinglD is a 2-byte, read-only register that is programmed by Microchip at the factory. This
register contains a customer-specific value. The default ManufacturinglD Register contains 0x00EE. This
register cannot be changed by the customer.

E.2.14 PermConfig Register

PermConfig is a 1-byte read-only register that is programmed by Microchip at the factory. This register
cannot be changed by the customer. The default value of 0x01 enables all cryptographic commands.

Table 14-2. PermConfig Register Definition

[y | =6 [ e [Ewo [ e [ me [Eg [ @m0 |

Reserved for Future Use EncryptE

If the EncryptE bit is 1b, then the Encrypt, Decrypt, and Legacy command availability is determined
by the ChipConfig.EncDecrE and ChipConfig.LegacyE bits. If the EncryptE bit is Ob, then the Encrypt,
Decrypt, and Legacy commands are disabled. See the ChipConfig Register definition in Appendix E.
ChipConfig Register for additional information.

E.2.15 12CAddr Register

[2CAddr is a 1-byte register that controls the ATAES132A serial interface. The customer can write the
I2CAddr Register using standard 12C or SPI Write commands, unless the Configuration Memory has been
locked (see Appendix E. LockConfig Register).

Table 14-3. 12CAddr Register Definition

[Ew [ me [Eme | mo [ e | ma | oee [ome |

12C Device Address SPI/I2C

Bit 0 selects the serial interface mode, 0b selects SPI interface mode, and 1b selects I2C interface mode.
If bit 0 is Ob, then the contents of bits one to seven are ignored.

The default value of the I2CAddr Register depends on the ordering code (see Product Identification
System Section): I2CAddr byte is 0xA1 (the actual 7-bit I2C Device Address is 0x50) for catalog
numbers with an I12C interface configuration, and I2CAddr byte is 0x00 for catalog numbers with a SPI
interface configuration. See Appendix J. 12C Interface for the 12C interface specifications. See Appendix
K. SPI Interface for the SPI interface specifications.

E.2.16 ChipConfig Register

ChipConfig is a 1-byte register that controls device-level functionality of the ATAES132A . The customer
can write the ChipConfig register using standard 12C or SPI Write commands, unless the Configuration
Memory has been locked (see the LockConfig Register definition in Appendix E. LockConfig Register).
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Table 14-4. ChipConfig Register Definition

[me [me [ me [ Eme | Ems [ @ | @i |l EJe |

PowerUpState Reserved for Future Use AuthComputeE DecReadE EncDecrE LegacyE

If the ChipConfig.LegacyE bit is 1b, then the Legacy command (Section Legacy Command) is enabled.
If ChipConfig.LegacyE is 0b, then a parse error ReturnCode will be returned in response to a Legacy
command. If the ChipConfig.EncDecrE bit is 1b, then the Encrypt command (Section Encrypt
Command) and Decrypt command ( Section Decrypt Command) are enabled. If ChipConfig.EncDecrE
is 0b, then a parse error ReturnCode will be returned in response to an Encrypt or Decrypt command.

The default configuration of the PermConfig Register allows the customer to control the availability of the
Encrypt, Decrypt, and Legacy commands using the ChipConfig Register. However, the
ChipConfig.EncDecrE bit and ChipConfig.LegacyE bit will be ignored if the ATAES132A is configured at
the factory to disable external encryption (see the PermConfig Register definition in Appendix E.
PermConfig Register). If the ChipConfig.DecReadE bit is 1b, then the DecRead and WriteCompute
commands (Section becRead Command) (Section WriteCompute Command) are enabled. If the
ChipConfig.DecReadE bit is 0b, then a parse error ReturnCode will be returned in response to a
DecRead or WriteCompute command. If the ChipConfig.AuthComputeE bit is 1b, then the
AuthCompute command (Section AuthCompute Command) is enabled. If the
ChipConfig.AuthComputeE bit is 0b, then a parse error ReturnCode will be returned in response to an
AuthCompute command.

Table 14-5. Coding of the Power-UpState Bits in the ChipConfig Register

oy ans | e

1 1 Device goes to the Active state at Power-Up.

1 0

0 1 Device goes to the Standby state at Power-Up.
0 0 Device goes to the Sleep state at Power-Up.

The ChipConfig.PowerUpState bits are used to configure the behavior of the ATAES132A at initial power-
up. Table 14-5 shows the definition of the ChipConfig.PowerUpState bits. See Appendix L. Power
Management for detailed information regarding the ATAES132A power management functions.

The default value of the ChipConfig Register is 0xC3. In this configuration, the ATAES132A goes to the
Active state at Power-Up, the DecRead, WriteCompute, and AuthCompute commands are disabled
and the Encrypt, Decrypt, and Legacy commands are enabled.

E.2.17 RFU Registers

Any Configuration Memory locations that are identified as RFU in Table 14-1, the Configuration Memory
map, are registers in customer-writable memory that are reserved by Microchip for future use (in a future
ATAES family product or in a major product revision). The default value of the RFU registers is 0xFF.

The customer can write the RFU registers using standard 12C or SPI Write commands, unless the
Configuration Memory has been locked (see the LockConfig Register definition in Appendix E.
LockConfig Register). The RFU registers should be programmed to 0xFF only; all other values are
prohibited.

E.2.18 CounterConfig Registers
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The 16 CounterConfig Registers are used to individually configure the 16 Counters. Each CounterConfig
Register controls one Counter. CounterConfig 00 controls Counter 00, CounterConfig 01 controls Counter
01, etc.

Each CounterConfig register is a 2-byte array that is stored as shown in Table 14-6. The customer can
write the CounterConfig Registers using standard 12C or SPI Write commands unless the Configuration
Memory has been locked (see the LockConfig Register definition in Appendix E. LockConfig Register).
See Appendix H. Understanding Counters for additional Counter information.

Table 14-6. Partial Configuration Memory Map Showing CounterConfig Register Byte Locations
for Four Registers

I T T O T B I R TN

FO60h-FO67H CounterConfig 0 CounterConfig 1 CounterConfig 2 CounterConfig 3

Byte 0 Byte 1 Byte 0 Byte 1 Byte 0 Byte 1 Byte 0 Byte 1

The CounterConfig Register imposes restrictions on the usage of the Counter command (see Section
Counter Command) with a Counter. The CounterConfig bits have no impact on the functionality of a Key
Usage Counter. If a Counter is identified in a KeyConfig Register (see Appendix E. KeyConfig Registers)
as a Key Usage Counter, then the Counter will increment each time the Key is used. The
CounterConfig[CntID].IncrementOK is typically set to 0b to prohibit the Counter Command from
incrementing a Key Usage Counter.

Table 14-7. Definition of the CounterConfig Register Bits (Note 1)

Comecomrane s e

Reserved Reserved for future use. All bits must be 0b.

RequireMAC 0 1  0b = An input MAC is prohibited.
= Increment operation requires an input MAC.

IncrementOK 0 0 0b = Increments using the Counter command are prohibited.
= Increments using the Counter command are permitted.

MaclD 1 7:4 KeylD of the key used to generate the Counter command output MAC for
counter Read operations.

IncriD 1 | 3:0 KeylD of the key used to generate the Counter command input MAC for
increment operations.

Note:

1. Changes to the CounterConfig Registers take effect immediately, which allows the functionality to
be verified during the personalization process.

E.2.19 KeyConfig Registers

The 16 KeyConfig Registers are used to individually configure the 16 keys. Each KeyConfig Register
controls one key. KeyConfig 00 controls Key 00, KeyConfig 01 controls Key 01, etc.

Each KeyConfig Register is a 4-byte array that is stored as shown in Table 14-8. The customer can write
the KeyConfig Registers using standard 12C or SPI Write commands, unless the Configuration Memory
has been locked (see the LockConfig Register definition in Section LockConfig Register).
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Table 14-8. Partial Configuration Memory Map Showing KeyConfig Register Byte Locations for
Two Registers

| address | 00 | dn |20 | S0 4| Sh | G| Teh |

FO080h-F087h KeyConfig 0 KeyConfig 1

Byte 0 Byte 1 Byte 2 Byte 3 Byte 0 Byte 1 Byte 2 Byte 3

A key can be disabled by setting KeyConfig[KeyN].AuthKey to 1b and KeyConfig[KeyN].LinkPointer to
contain “KeyN,” where the KeyN = KeyID of the key being configured.

Table 14-9. Definition of the KeyConfig Register Bits (Notes 1.3)

T S

ChangeKeys 0b = Key updates with the Enclirite command are prohibited.
1b = Key updates are permitted after locking. The new key is written using the
EncWrite command with a MAC generated with the current value of key (see
Section EncWrite Command).

Parent 0 6 0b = This use is prohibited.
1b = Key may be used as the VolatileKey parent by the KeyCreate or KeyLoad
commands. The key may also be used as the Decrypt Key by the KeyImport
command when the target key is VolatileKey (see Section VolatileKey Configuration).

Child 0 5 | 0b = This use is prohibited.
1b = Key is permitted to be the target of a KeyCreate for Child and Parent and/or
KeyLoad command.

AuthKey 0 4 0b = Prior authentication is not required.
1b = Key requires prior authentication using the KeyID stored in LinkPointer.

LegacyOK 0 3 | 0b = Key cannot be used with the Legacy command.
1b = Key can be used with the Legacy command.

RandomNonce 0 2 0b = The Nonce is not required to be random.
1b = Operations using this key require a random Nonce (see Section Nonce
Command).

InboundAuth 0 1 | 0b = Key can be used for any purpose not prohibited by another KeyConfig bit,

including outbound-only authentication.

1b = Key can be used only by the Auth command for inbound-only or mutual
authentication. Key cannot be used by any other command, but KeyID can be the
target of a Key Management command.

ExternalCrypto 0 0 O0b=Encrypt and Decrypt commands are prohibited.
1b = Key can be used with the Encrypt and Decrypt commands. )

AuthCompute 1 7 0b = Key cannot be used with the AuthCompute command.
1b = Key can be used with the AuthCompute command.

TransferOK 1 6 Ob=The KeyTransfer command is prohibited.
1b = Key is permitted to be the target of a KeyTransfer command (see Section
KeyTransfer Command).
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L S

ChildAuth 0b = Prior authentication is not required.
1b = The KeyCreate command requires prior authentication using the KeyID stored
in LinkPointer.

ImportOK 1 4 0b =KeyImport command is prohibited.
1b = Key is permitted to be the target of a KeyImport command.

AuthOutHold 1 3 0b = I12C AuthO output is reset when an Authentication Reset is executed using this
key (see Appendix J. 12C Auth Signaling).
1b = 12C AuthO output state is unchanged when an Authentication Reset is executed
using this key.

AuthOut 1 2 0b=12C Auth signaling is disabled for this key.
= 12C Auth signaling is enabled for this key (see Appendix J. 12C Auth Signaling).
ChildMac 1 1 | 0b = KeyCreate command does not require an input MAC (it will be ignored if
provided).

1b = An input MAC is required to modify this key using the KeyCreate command.

CounterLimit 1 0 0b = There are no usage limits.
1b = Usage count limits are enabled for this key (see CounterNum).

CounterNum 2 | 7:4 Stores the CntID of the counter attached to this key for usage limits and/or for MAC
calculation. MAC calculations will include the counter if Command Mode
bit 5 is 1b, even if key usage limits are disabled.

LinkPointer 2 3:0 For child keys, stores the ParentKeyID.

For all other keys, the KeyID of the authorizing key (see AuthKey).
Reserved 3 | 71 Reserved for future use.
DecRead 3 0 0b = The DecRead and WriteCompute are prohibited.

1b = The DecRead and WriteCompute commands can be run using this key.

Note:

1. Changes to the KeyConfig Registers take effect immediately, which allows the functionality to be
verified during the personalization process.

2.  Warning: Since the Encrypt command does not include an input MAC, the Encrypt command
can be exhaustively run with selected input data to attack the Key. Requiring authentication prior to
allowing encryption makes these attacks more difficult. To require prior authentication, the AuthKey
and RandomNonce bits must be set to 1b.

3. AKey can be disabled by setting KeyConfig[KeyN].AuthKey to 1b and
KeyConfig[KeyN].LinkPointer to contain “KeyN”, where KeyN = KeyID of the key being configured.

E.2.20 ZoneConfig Registers

The 16 ZoneConfig Registers are used to individually configure the 16 user zones. Each ZoneConfig
Register controls one user zone. ZoneConfig 00 controls User Zone 00, ZoneConfig 01 controls User
Zone 01, etc.

Each ZoneConfig Register is a 4-byte array that is stored as shown in Table 14-10. The customer can
write the ZoneConfig Registers using standard 12C or SPI Write commands, unless the Configuration
Memory has been locked (see the LockConfig Register definition in Appendix E. LockConfig Register).
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Table 14-10. Partial Configuration Memory Map Showing ZoneConfig Register Byte Locations for
the Two Registers

Comes e llea@ e e o[ m]

FOCOh-FOC7h ZoneConfig 0 ZoneConfig 1
Byte 0 Byte 1 Byte 2 Byte 3 Byte 0 Byte 1 Byte 2 Byte 3

Table 14-11. Definition of the ZoneConfig Register Bits (Note 1)

T S

UseSmall 0b = First four bytes of SmallZone are not included in the EncWrite operations.
1b = First four bytes of SmallZone must be included in the EncWrite operation
provided EncWrite = 1b. If EncWrite = 0b then the UseSmall bit is ignored.

UseSerial 0 6 0b = SerialNum is not included in the EncWrite operations.
1b = SerialNum is included in the EncWrite operations provided EncWrite = 1b. If
EncWrite 0b then the UseSerial bit is ignored.

WriteMode 0 | 5:4 00b = Zone is permanently Read/Write.
01b = Zone is permanently Read-only.

10b = The ReadOnly byte determines if writes are permitted.

11b = The ReadOnly byte determines if writes are permitted, and the Lock
command must include an authenticating MAC calculated using the KeyID stored in
ZoneConfig[UZ].WritelD.

EncWrite 0 3 0b = Encryption is not required to write data.
1b = Encryption is required to write data.

EncRead 0 2 0b = Encryption is not required to read data.
1b = Encryption is required to read data.

AuthWrite 0 1  0b = Authentication is not required to write data.
1b = Authentication is required to write data.

AuthRead 0 0 0b = Authentication is not required to read data.
1b = Authentication is required to read data.

AuthID 1 7:4 KeylD that is used for inbound authentication before access is permitted.

ReadID 1 | 3:0 KeylD that is used to encrypt data read from this zone.
The same key is used to generate the MAC.

WritelD 2 | 7:4 KeylD that is used to decrypt data written to this zone.
The same key is used to verify the MAC.

Reserved 2 | 3:1 Reserved for future use.

VolatileTransferOK =~ 2 0 1b = Key transfer from this User Zone to VolatileKey is permitted.
0b = Key transfer from this User Zone to VolatileKey is prohibited.

ReadOnly 3 | 7:0 The contents of this byte are ignored unless WriteMode contains 10b or 11b.
0x55 = User zone is Read/Write.

If any other value = User zone is Read-only.
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This byte can be updated after the Configuration Memory is locked by using the
Lock command (see Section Lock Command).

Note:

1. Most changes to the ZoneConfig Registers take effect immediately. Changes to the AuthRead and
EncRead bits do not affect the SPI or I2C Read command until the next reset or power-up.

E.2.21 Counter Registers

The 16 Counter Registers are used to store the Counter values. The default value of the Counters is
equivalent to a count value of zero. See Appendix H. Understanding Counters for Counter information.

The customer can write the Counter Registers using standard I2C or SPI Write commands, unless the
Configuration Memory has been locked (see the LockConfig register definition in Appendix E. LockConfig
Register).

E.2.22 FreeSpace Register

The FreeSpace Register is 96 bytes of memory for storage of customer data. The customer can write the
FreeSpace Register using standard I2C or SPI Write commands, unless the Configuration Memory has
been locked (see the LockConfig register definition in Appendix E. LockConfig Register).

The default value of the FreeSpace Register is 0xFF in all bytes. The FreeSpace Register can be
programmed with any value; the contents will not change the behavior of the ATAES132A .

E.2.23 SmallZone Register

The SmallZone Register is 32 bytes of memory for storage of customer data. Optionally, the first four
bytes of the SmallZone Register may be included in cryptographic calculations by setting Mode<7> to 1b,
as described in the command definitions in Section Command Definitions. The customer can write the
SmallZone Register using standard 12C or SPI Write commands, unless the SmallZone Register has been
locked (see the LockSmall Register definition in Appendix E. LockSmall Register).

The default value of the SmallZone Register is 0xFF in all bytes. The SmallZone Register can be
programmed with any value; the contents will not change the behavior of the ATAES132A .
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Appendix F. Key Memory Map
Table 15-1. ATAES132A Key Memory Map; Starts at Address 0xF200

Oh/8h 1h/9n 2h/An 3h/Bh 4KL/Ch 5h/Dh 6h/Eh Th/Fh

F200h-F207nh
F208h-F20Fh
F210h-F217H
F218nh-F21Fn
F220h-F227n
F228h-F22Fh
F230h-F237nh
F238h-F23Fh
F240nh-F247H
F248nh-F24Fn
F250nh-F257h
F258h-F25Fh
F260h-F267nh
F268h-F26Fh
F270h-F277H
F278nh-F27Fn
F280nh-F287h
F288h-F28Fh
F290h-F297n
F298h-F29Fh
F2A0nh-F2AT7H
F2A8h-F2AFh
F2B0nh-F2B7h
F2B8h-F2BFh
F2CO0nh-F2C7h
F2C8h-F2CFn
F2D0p-F2D7hH
F2D8h-F2DFh
F2EOh-F2E7H
F2E8h-F2EFH

Key 00

Key 01

Key 02

Key 03

Key 04

Key 05

Key 06

Key 07

Key 08

Key 09

Key 0A

Key 0B

Key 0C

Key 0D

Key OE
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Oh8h | 1h9h | 2h/Ah | 3nBh | 4h/Ch | 5nDh | 6WER | Th/Fh

F2F0p-F2F7h Key OF
F2F8h-F2FFh

VolatileKey (KeyID = 0xFF) does not exist in EEPROM. It is a temporary key that resides in the internal
SRAM memory. The internal SRAM cannot be accessed directly. See Section VolatileKey Configuration
for VolatileKey information.

Prior to locking the Key Memory, it can be written with either encrypted or cleartext data. Encrypted writes
are performed using the Enciirite command (see Section Encrypted Key Writes). Cleartext writes are
performed using standard SPI or 12C Write commands (see Section Write). The Key Memory can never
be read with the BlockRead command or the EncRead command, or with standard 12C or SPI Read
commands.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 89



16.

ATAES132A
Appendix G. Understanding the STATUS Registe...

Appendix G. Understanding the STATUS Register

The 8-bit Device Status Register is used for handshaking between the Host microcontroller and the
ATAES132A . The Host microcontroller is expected to read the STATUS Register before sending a
command or reading a response.

G.1 Device Status Register (STATUS) Definition

Address 0xFFFO0 contains the read-only Device Status Register, which indicates the current status of the
ATAES132A device. The SPI Read Status Register command can be used to read the STATUS Register,
as described in Appendix K. Read Status Register Command (RDSR).

This register can also be read with the standard 12C or SPI Read Memory commands. Reading the
STATUS Register does not increment the memory read address, and so a Host microcontroller can easily
monitor the ATAES132A device status by repeatedly reading the STATUS Register.

Table 16-1. Device Status Register Definition

e e

EERR RRDY Reserved CRCE Reserved WAKEb

Table 16-2. Definition of the STATUS Register Bits (Notes 1. 2)

g e

Bit 0 (WIP) Ob = The device is ready, waiting for a command.
1b = A Write cycle or a cryptographic operation is in progress.

Bit 1 (WEN) 0b = The device is not SPI Write enabled or is in 12C interface mode.
1b = The device is SPI Write enabled.

Bit 2 (WAKED) 0b = The device is not in the Sleep or Standby power state.
1b = The device is in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b. This bit is reserved for future use.(1)

Bit 4 (CRCE) 0b = The most recent command block contained a correct Checksum (CRC).
1b = The most recent command block contained an error.

Bit 5 (Reserved) Always 0b. This bit is reserved for future use.(1)

Bit 6 (RRDY) Ob = The Response Memory Buffer is empty.

1b = The Response Memory Buffer is ready to read.

Bit 7 (EERR) 0b = The most recent command did not generate an error during execution.
1b = The most recent command generated an execution error.

Note:

1. When the SPI RDSR command is used to read the STATUS Register during an EEPROM Write or
during execution of any ATAES132A command, then Status bits 0 to 7 are 1b (see Appendix K.
Read Status Register Command (RDSR). When the STATUS Register is read from address
0xFFFO0 under the same circumstances, the reserved bits will read as 0b.

2. STATUS Register bits 0 to 7 are 1b during wake-up. During the first phase of wake-up and power-
up. See Appendix L. Power Management for additional information.
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The Device Status Register can always be read when the ATAES132A is configured for SPI interface
mode, even if ATAES132A is processing a command or writing the EEPROM. When the ATAES132A is
configured for 12C interface mode, the Random Read Memory Instruction (RREAD) can only be used to
read the STATUS Register only when the device address is ACKed.

If the ATAES132A is in the Sleep or Standby power state, reading the STATUS Register forces the
ATAES132A to wake-up; the STATUS Register is 0xFF until the wake-up process is complete.

G.1.1 WIP Status Bit [0]

The WIP status bit is used to indicate the device is busy or there is a “Write in progress.” If WIP = 0b,
then the ATAES132A is in the Active state and is waiting to receive a command. If WIP = 1b, then
ATAES132A is in the Active state and is performing an EEPROM Write or processing an ATAES132A
command.

G.1.2 WEN Status Bit [1]

If ATAES132A is configured in I12C interface mode, then the WEN Status bit is always 0b (see Appendix J.
12C Interface for I12C information).

If the ATAES132A is configured in SPI interface mode, then the WEN status bit is Ob after the device
initially powers up or exits the Sleep state (see Appendix K. SPI Interface for SPI interface information).
When WEN = 0b, the User Memory is Write protected and any attempt to write the User Memory using
the SPI Write command will fail. The Host must send a SPI WREN command to the device to set WEN =
1b prior to each SPI Write command.

If the ATAES132A is configured in SPI interface mode, then the WEN Status bit will return to 0b when any
Write instruction is received. The WEN Status bit can be forced to 0b by sending a SPI WRDI command
(See Appendix K. Write Disable Command (WRDI)), by sending a RESET command (See section Reset
Command), or by putting the device in the Sleep state. Powering the device off will reset the WEN bit to
0b. The SPI Read command and SPI RDSR command do not affect the state of the WEN bit.

It is not necessary to set WEN = 1b prior to writing to the Command Memory Buffer or the 10 Address
Reset Register (see Appendix D. Command Memory Map). Writing the Command Memory Buffer or the
IO Address Reset Register forces WEN to 0b.

G.1.3 WAKED Status Bit [2]

The WAKED status bit is 0b when the ATAES132A has completed a power-up sequence and is in the
active state. WAKED is 1b when the ATAES132A is in the Sleep or Standby state, or is in the process of
waking up.

Note: Reading the STATUS Register will cause a device in the Sleep state or Standby state to wake-up.
(See Appendix L. Power Management for power state and power management information).

G.1.4 CRCE Status Bit [4]

The CRCE status bit is set to 1b if a block is received with a short Count or bad Checksum or if the block
causes a buffer overrun. If only the Checksum (CRC) was incorrect, then the block may be resent without
change. If the Command Memory Buffer contains a partial command block, then the CRCE status bit is
1b and all other status bits are 0b. This indicates that the correct Checksum has not yet been received. If
the CRCE Status bit is 1b and all the other Status bits are 0b after the entire block has been sent, the 10
Address Reset Register should be written before resending the block (see Appendix D. Response
Memory Buffer for more information on the 10 Address Reset Register).

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 91



ATAES132A
Appendix G. Understanding the STATUS Registe...

The EERR bit will remain 0b when a Checksum error occurs, and the Response Memory Buffer will
remain empty because these errors do not result in a ReturnCode being generated. If a buffer overrun
occurs, then the CRCE and EERR bits will be set to 1b.

G.1.5 RRDY Status Bit [6]

The RRDY Status bit is 0b when the Response Memory Buffer is empty. If RRDY = 1b, then the
Response Memory Buffer contains a response block or a ReturnCode resulting from the most recent
command or command block received (see Appendix D. Response Memory Buffer, for Response
Memory Buffer information).

G.1.6 EERR Status Bit [7]

If the command is processed without error, the EERR bit is set to 0b. When any error other than a
Checksum error occurs, the EERR Status bit is set to 1b to indicate an error. The Host can read the error
code (ReturnCode) from the Response Memory Buffer (address 0xFEQ0O) using a read command if the
RRDY Status bit is 1b.

Reading the STATUS Register does not reset the Status Register bits or alter the Response Memory
Buffer contents. Reading the Response Memory Buffer does not alter the contents of the Response
Memory Buffer or the STATUS Register. Reading beyond the end of the Response Memory Buffer will not
cause the STATUS Register bits to change.

The EERR status bit will be set to 1b if an SPI or I12C Read is attempted using an invalid address or an
address pointing to a protected portion of the memory. EERR will also be set to 1b if a SPI or I2C read
begins at an authorized address but continues into protected memory. In both of these cases, the RRDY
status bit is Ob and the Response Memory Buffer will remain empty because these errors do not generate
a ReturnCode. Reading beyond the end of user Zone F will not cause the EERR bit to be set to 1b.

Note: If an SPI or I12C Read begins at an authorized address and continues into protected memory, the
EERR bit will be set to 1b.

G.1.7 Reserved Status Bits [3, 5]

The Reserved Status bits are always 0b when the ATAES132A is capable of accepting a command. The
Reserved Status bits are 1b during Power-Up and during Wake-Up from the Sleep state or the Standby
state.

G.2 STATUS Register Behavior in the 12C Interface Mode

The following sections describe the device behavior and expected STATUS Register values during
commonly performed operations. In the 12C interface mode, the ATAES132A will always NACK
instructions containing a nonmatching 12C Device Address. The ATAES132A will ACK instructions with a
matching I2C Device Address if the device is capable of accepting an instruction. See Appendix J. I2C
Interface for the 12C interface specifications.

When the ATAES132A is busy or unable to respond for any reason, it will NACK a matching 12C Device
Address. The ACK/NACK response to the 12C Device Address operates similar to the way the WIP status
bit changes value in the SPI interface mode.

G.2.1 Power-Up

The ATAES132A will NACK all instructions received during Power-Up to indicate that it is not ready to
accept a command from the Host. When the Power-Up process is complete (after time tPU.RDY), then
the ATAES132A will enter the state specified by ChipConfig<7:6>; the Active state, the Standby state, or
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the Sleep state (see Appendix L. Power-Up). In 12C interface mode, it is impossible to read the STATUS
Register until the completion of Power-Up.

Upon completion of Power-Up, the Command Memory Buffer is empty, the Response Memory Buffer is all
0xFFs, and ChipState = 0xFFFF. The default EEPROM address is set to 0x0000, and the command
and Response Memory Buffer pointers are set to the base address of the buffers. If the device is
configured to enter the Active state at Power-Up, then STATUS will be 0x00, as shown in Table 16-3.

Table 16-3. Contents of the STATUS Register After Power-up to the Active State

g T

Bit 0 (WIP) Ob = Device is ready, waiting for a command.

Bit 1 (WEN) 0b = Device is in 12C interface mode.

Bit 2 (WAKED) Ob = Device is not in the Sleep or Standby Power state.
Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 0b = No checksum error.

Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) 0b = Response Memory Buffer is empty.

Bit 7 (EERR) 0b = No errors during execution.

If the device is configured to enter the Sleep state, then the ATAES132A will NACK any attempt to read
the STATUS Register at the completion of Power-Up, as described in Appendix G. Wake-Up from Sleep.
If the device is configured to enter the Standby state, then the ATAES132A will NACK any attempt to read
the STATUS Register at the completion of Power-Up, as described in Appendix G. Wake-Up from
Standby; ChipState will remain 0xFFFF in the Standby state.

Note: ACK polling or attempting to read the STATUS Register after Power-Up is completed will cause
the device to Wake-Up.

G.2.2 Wake-Up from Sleep

The ATAES132A will NACK all instructions received during Wake-Up from the Sleep Power state to
indicate that it is not ready to accept a command from the Host. When the Wake-Up process is complete
(after time tWupSL.RDY), then the ATAES132A will enter the Active state. In I12C interface mode, it is
impossible to read the STATUS Register until the Wake-Up is complete.

Upon completion of Wake-Up from Sleep, the Command Memory Buffer is empty, the Response Memory
Buffer is all 0xFFs, and ChipState = 0x5555. The default EEPROM address is set to 0x0000, and the
command and Response Memory Buffer pointers are set to the base address of the buffers. Upon
completion of Wake-Up, the STATUS Register will be 0x00, as shown in Table 16-3.

G.2.3 Wake-Up from Standby

The ATAES132A will NACK all instructions received during Wake-Up from the Standby Power state to
indicate that it is not ready to accept a command from the Host. When the Wake-Up process is complete
(after time tWupSB.RDY), the ATAES132A will enter the Active state. In I2C interface mode, it is
impossible to read the STATUS Register until the Wake-Up is complete.

Upon completion of Wake-Up from Standby, the Command Memory Buffer is empty, and the Response
Memory Buffer is all 0xFFs. ChipState will have the value it had prior to entering the Standby state. Upon
completion of Wake-Up, the STATUS Register will be 0x00, as shown in Table 16-3.
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G.2.4 Read STATUS Register

To read the STATUS Register, the Host sends a Random Read Instruction (RREAD) with a starting
address of 0xFFF0 when ATAES132A ACKs the 12C Device Address. Reading the STATUS Register
does not increment the Read address, so the Host can poll the STATUS by reading any number of bytes,
beginning with address 0xFFFO.

Reading the STATUS Register does not change the Command Memory Buffer contents or the Response
Memory Buffer contents. Reading the STATUS Register does not change the Command Memory Buffer
pointer or the Response Memory Buffer pointer. Reading the STATUS Register does not change the
STATUS Register.

G.2.5 Read User Memory

The ATAES132A instructions for directly reading the User Memory are identical to the standard Microchip
Serial EEPROM instructions. The Host can send a read memory instruction (READ, RREAD, SREAD)
whenever the ATAES132A ACKs the 12C Device Address. If the address being read is valid and access is
not prohibited, then the contents of that byte will be returned to the Host. If the address is invalid, or
access is prohibited for any reason, then 0xFF will be returned to the Host in place of the prohibited byte.

A Read operation begins with an I2C Start condition and ends with an 12C NACK by the Host. If one or
more bytes are accessed during the Read operation at an invalid or protected address, then the EERR bit
will be set to 1b (see Table 16-4). If all bytes accessed by the Read operation are valid and the Host
satisfied the required access conditions, then the EERR bit will be set to 0b. The contents of the
Command Memory Buffer and the Response Memory Buffer will remain unchanged.

Note: If an I2C Read begins at an authorized address and continues into protected memory, the EERR
bit will be set to 1b.

Table 16-4. Contents of the STATUS Register After an I2C Read Memory Operation

I T S

Bit 0 (WIP) Ob = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is in I12C interface mode.
Bit 2 (WAKED) 0b = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) Ob = Response Memory Buffer is unchanged.m

Bit 7 (EERR) 0b = No errors during execution of the Read operation.
1b = 0xFF was returned in place of one or more invalid or prohibited bytes read.

Note:

1. A Read Memory operation does not change the contents of the Response Memory Buffer. The
EERR status bit is used to indicate success or an error. No ReturnCode is generated by a memory
read error.

G.2.6 Write User Memory

The ATAES132A instructions for directly writing the User Memory are identical to the standard Microchip
Serial EEPROM. The Host can send a Write Memory instruction (BWRITE, PWRITE) whenever the
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ATAES132A ACKs the 12C Device Address. If the address being written is valid, access requirements
have been satisfied and no page boundaries are crossed, then the data provided by the Host will be
written after the Host generates an I2C Stop condition. If the address is invalid or access is prohibited for
any reason, then the ATAES132A will discard the data and no EEPROM Write will occur.

A Memory Write operation begins with an I12C Start condition and ends with an 12C Stop condition by the
Host. If the Host does not provide an 12C Stop condition, then no Write will occur, no ReturnCode will be
generated, and the STATUS Register is 0x00 to indicate the ATAES132A is waiting for a command.

If the Host provides the required 12C Stop condition, then the ATAES132A will NACK the I12C Device
Address during the EEPROM Write operation. When the Write operation is complete, then ATAES132A
will ACK the 12C Device Address.

Upon completion of a Memory Write operation, the Command Memory Buffer is empty, and the Response
Memory Buffer contains a ReturnCode. The command and the Response Memory Buffer pointers are set
to the base address of the buffers. The STATUS will be as shown in Table 16-5.

Table 16-5. STATUS Register Contents After an I12C Write Memory Operation

I T R

Bit 0 (WIP) 0b = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is in 12C interface mode.
Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) 1b = Response Memory Buffer contains a response block.

Bit 7 (EERR) 0b = No errors during execution of the Write operation.
1b = Write operation generated an error; see the ReturnCode for the cause.

G.2.7 Write Command Memory Buffer

To write the Command Memory Buffer, the Host sends a Write Memory instruction (BWRITE, PWRITE)
with a starting address of 0xFE00 when the ATAES132A ACKs the 12C Device Address. As each byte is
written, the Command Memory Buffer pointer increments by one.

A command block begins with the Count byte and ends with the 2-byte Checksum (see Section
Command Block and Packet). If the entire command block is not received, then the device will not
attempt to process the command and will not generate a response block. The STATUS Register will have
CRCE = 1b until the entire command block is received (as shown in Table 16-6).

Table 16-6. Contents of the STATUS Register if the Command Memory Buffer Contains a Partial
Command Block

e e

Bit 0 (WIP) Ob = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is in 12C interface mode.
Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.
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Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 1b = Checksum error (the Checksum has not yet been received).
Bit 5 (Reserved) Always 0b.
Bit 6 (RRDY) 0b = Response Memory Buffer is unchanged.

Bit 7 (EERR) 0b = No errors during execution of the command block (it was not executed yet).

If the Host provides a complete command block, then the ATAES132A will NACK the 12C Device Address
during command processing. When command processing is complete, then the ATAES132A will ACK the
I12C Device Address.

If the command block contains a bad Checksum or a short Count or if the block causes a buffer overrun,
then the CRCE bit of the STATUS Register will be set to 1b, as shown in Table 16-7. The Response
Memory Buffer will be unchanged because no ReturnCode is generated by these error conditions. The
EERR bit is 1b if a buffer overrun error occurs. The EERR bit is 0b if a bad Checksum or short Count
error occurs.

If the command block contains a good Checksum, then the ATAES132A will process the command and
load the response in the Response Memory Buffer. Upon completion of command processing, the RRDY
bit of the STATUS Register is set to 1b, as shown in Table 16-7.

Table 16-7. Contents of the STATUS Register After an I2C Write Command Memory Buffer
Resulting in CRCE = 1b

I

Bit 0 (WIP) 0b = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is in 12C interface mode.
Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 1b = Checksum, Short Count, or command buffer overrun error.
Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) 0b = Response Memory Buffer is unchanged.

Bit 7 (EERR) 0b = No errors during execution of the command block (it was not executed).
1b = Command buffer overrun error.

Table 16-8. Contents of the STATUS Register After an 12C Write Command Memory Buffer
Resulting in CRCE = 0b

e

Bit 0 (WIP) 0b = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is in 12C interface mode.
Bit 2 (WAKED) Ob = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b.
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Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.
Bit 6 (RRDY) 1b = Response Memory Buffer contains a response block.

Bit 7 (EERR) Ob = No errors during execution of the command block.
1b = Command block generated an error; see the ReturnCode for the cause.

Writing the Command Memory Buffer resets the Response Memory Buffer pointer to the base address.
Writing the Command Memory Buffer does not change the Response Memory Buffer contents until the
entire command block is received and processed.

The Host can rewrite the contents of the Command Memory Buffer by resetting the buffer pointer (by
writing the 10 Address Reset Register) and sending a Write Memory instruction (BWRITE, PWRITE) with
a starting address of 0xFE00.

Note: If the Host must write the Command Memory Buffer with more bytes than is required to send the
command block due to hardware limitations, then the Host should transmit 0xFF bytes after the
checksum. The extra bytes will be discarded by the ATAES132A and will not result in a buffer overrun or
any other error.

G.2.8 Read Response Memory Buffer

To read the Response Memory Buffer, the Host sends a Random Read Memory instruction (RREAD) with
a starting address of 0xFE00 when the ATAES132A ACKs the 12C Device Address. The Host can read
any number of bytes from the Response Memory Buffer without causing an error. As each byte is read,
the Response Memory Buffer pointer increments by one. If the Host reads beyond the end of the
response block, then 0xFF will be returned for any byte after the Checksum.

Reading the Response Memory Buffer does not change the Command Memory Buffer contents or the
Response Memory Buffer contents. Reading the Response Memory Buffer resets the Command Memory
Buffer pointer to the base address. Reading the Response Memory Buffer does not change the STATUS
Register.

The Host can reread the contents of the Response Memory Buffer by resetting the buffer pointer (by
writing the 10 Address Reset Register) and sending a Random Read Memory instruction (RREAD) with a
starting address of 0xFEQO.

G.2.9 Write 10 Address Reset Register

To reset the pointer for the Command Memory Buffer and the pointer for the Response Memory Buffer,
the Host sends a Write Memory instruction (BWRITE, or PWRITE) with a starting address of 0xFFEO.
The 10 Address Reset Register can be written with 1 to 32 bytes of data without generating an error; the
data bytes will be ignored. The command and the Response Memory Buffer pointers are set to the base
address of the buffers. The Command Memory Buffer is empty, and the Response Memory Buffer
contents are unchanged. Writing the 10 Address Reset Register changes the CRCE Status bit to 0b; all
of the other status bits are unchanged.

G.3 STATUS Register Behavior in the SPI Interface Mode

The following sections describe the device behavior and expected STATUS Register values during
commonly performed operations. See Appendix K. SPI Interface for the SPI interface specifications. In
SPI interface mode, there are two ways to read the STATUS Register:
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* Using the SPI RDSR command, or
* Reading STATUS from address 0xFFFO.

When the ATAES132A is busy or unable to respond for any reason, the WIP Status bit is 1b.
G.3.1 Power-Up

The ATAES132A will return 0xFF in response to a SPI RDSR command during Power-Up to indicate that it
is not ready to accept a command from the Host. When the power-up process is complete (after time

tpu rDY), the ATAES132A will enter the state specified by ChipConfig<7:6> (see Appendix L. Power-Up):
the Active state, the Standby state, or the Sleep state.

Upon completion of Power-Up, the Command Memory Buffer is empty, the Response Memory Buffer is all
0xFF, and ChipState = 0xFFFF. The default EEPROM address is set to 0x0000, and the command and
Response Memory Buffer pointers are set to the base address of the buffers. If the device is configured to
enter the Active state, then the STATUS will be 0x00, as shown in Table 16-9.

Table 16-9. Contents of the STATUS Register After Power-up to the Active State

I S

Bit 0 (WIP) 0b = Device is ready, waiting for a command.

Bit 1 (WEN) 0b = Device is not Write enabled.

Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.
Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) 0b = Response Memory Buffer is empty.

Bit 7 (EERR) 0b = No errors during execution.

If the device is configured to enter the Standby or Sleep mode after power-up, then the STATUS will be
0xFF at the completion of the power-up process as described in this section. STATUS will remain 0xFF
while the device is in Standby or Sleep mode.

Note: Reading the STATUS Register after Power-Up is completed will cause the device to Wake-Up.
G.3.2 Wake-Up State from Sleep State

The ATAES132A will return 0xFF in response to a SPI RDSR command during Wake-Up from the Sleep
Power state to indicate it is not ready to accept a command from the Host. When the wake-up process is
complete (after time ty,psL RDY), ATAES132A will enter the Active state. After time ty,psL sTaTUS: it iS
possible to read the STATUS Register.

Upon completion of Wake-Up state from Sleep state, the following occurs:

*  Command Memory Buffer is empty,

. Response Memory Buffer is all 0xFFs,

*  ChipState = 0x5555,

* Default EEPROM address is set to 0x0000,

*  Command and Response Memory buffer pointers are set to the base address of the buffers.

Upon completion of Wake-Up the STATUS will be 0x00 as shown in Table 16-3.
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G.3.3 Wake-Up State from Standby State

ATAES132A will return 0xFF in response to a SPI RDSR command during Wake-Up state from the
Standby Power state to indicate that it is not ready to accept a command from the Host. When the wake-
up process is complete (after time ty,psg rpy), ATAES132A will enter the Active state. After time
twupss.sTaTUs: it is possible to read the STATUS Register.

Upon completion of the Wake-Up state from the Standby state, the

*  Command Memory Buffer is empty,
. Response Memory Buffer is all 0xFFs,
*  ChipState will be the value it had prior to entering the Standby state.

Upon completion of the wake-up process, the STATUS will be 0x00 as shown in Table 16-3.

G.3.4 Read STATUS Register

To read the STATUS Register, the Host sends a Read Memory Instruction (READ) with a starting address
of OxFFFO.

Reading the STATUS Register does not change the Command Memory Buffer contents or the Response
Memory Buffer contents. Reading the STATUS Register does not change the Command Memory Buffer
pointer or the Response Memory Buffer pointer. Reading the STATUS Register does not change the
STATUS Register.

G.3.5 Read User Memory

The ATAES132A instructions for directly reading the User Memory are identical to standard Microchip
Serial EEPROM instructions. The Host can send a Read whenever WIP is Ob.

» If the address being read is valid and access is not prohibited, the contents of that byte will be
returned to the Host.

» Ifthe address is invalid or access is prohibited for any reason, 0xFF will be returned to the Host in
place of the prohibited byte.

* If one or more bytes are accessed during the Read operation at an invalid or protected address,
then the EERR bit will be set to 1b (see Table 16-10).

» If all bytes accessed by the Read operation are valid and the Host satisfied the required access
conditions, the EERR bit will be set to Ob.

The contents of the Command Memory Buffer and the Response Memory Buffer will remain unchanged.

Table 16-10. STATUS Register Contents After a SPI Read Memory Operation

I T S

Bit 0 (WIP) Ob = Device is ready, waiting for a command.
Bit 1 (WEN) Ob = Device is not Write enabled.
Bit 2 (WAKED) Ob = Device is not in the Sleep or Standby Power state.

Bit 3 (Reserved) Always 0b.
Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.
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Bit 6 (RRDY) Ob = Response Memory Buffer is unchanged.(1)

Bit 7 (EERR) 0b = No errors during the execution of the Read operation.
1b = 0xFF was returned in place of one or more invalid or prohibited bytes read.

Note:

1. A Read memory operation does not change the contents of the Response Memory Buffer. The
EERR Status bit is used to indicate success or to indicate an error. No ReturnCode is generated by
a memory Read error.

G.3.6 Write User Memory

The ATAES132A instructions for directly writing the User Memory are identical to standard Microchip
Serial EEPROMSs. The Host can send a Write Memory Instruction (WRITE) whenever WIP is 0b.

»  Data provided by the Host will be written if:
— The address being written is valid,
— Access requirements have been satisfied, and
— No page boundaries are crossed.
*  ATAES132A will discard the data and no EEPROM Write will occur if:
— The address is invalid or
— Access is prohibited for any reason.

Upon completion of a Memory Write operation:

*  Command Memory Buffer is empty,

* Response Memory Buffer contains a ReturnCode,

*+ Command and Response Memory buffer pointers are set to the base address of the buffers,
+  STATUS will be as shown in Table 16-11.

Table 16-11. STATUS Register Contents After a SPI Write Memory Operation

I R

Bit 0 (WIP) 0b = Device is ready, waiting for a command.
Bit 1 (WEN) 0b = Device is not Write enabled.
Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved) Always 0b.

Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved) Always 0b.

Bit 6 (RRDY) 0b = Response Memory Buffer contains a response block.

Bit 7 (EERR) 0b = No errors during the execution of the Write operation.
1b = Write operation generated an error. See the ReturnCode for the cause.

G.3.7 Write Command Memory Buffer
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To write the Command Memory Buffer, the Host sends a Write Memory Instruction (WRITE) with a
starting address of 0xFE00 whenever WIP is 0b. The Command Memory Buffer pointer increments by
one as each byte is written.

A Command Block begins with the Count byte and ends with the two byte Checksum (see section
Command Block and Packet). If the entire Command Block is not received, then the device will not
attempt to process the command; it will not generate a Response Block. The STATUS Register will have
the CRCE bit = 1b until the entire Command block is received (as shown in Table 16-12).

Table 16-12. STATUS Register Contents If the Command Memory Buffer Contains a Partial
Command Block

I T
Bit 0 (WIP) Ob = Device is ready, waiting for a command.

Bit 1 (WEN) Ob = Device is not Write enabled.

Bit 2 (WAKEDb) 0b = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved)  Always Ob.

Bit 4 (CRCE) Ob = No Checksum error (The checksum has not yet been received).

Bit 5 (Reserved)  Always 0b.

Bit 6 (RRDY) Ob = Response Memory Buffer is unchanged.

Bit 7 (EERR) 0b = No errors during the execution of the Command Block (It was not executed yet).

If the Host provides a complete Command Block, then WIP will be 1b during command processing. When
command processing is complete, then WIP will be 0b.

If the Command Block contains a bad Checksum and a short Count or the block causes a buffer overrun,
then the CRCE bit of the STATUS Register will be set to 1b as shown in Table 16-13. The Response
Memory Buffer will be unchanged because no ReturnCode is generated by these error conditions. The
EERR Status bit is 1b if a buffer overrun error occurs; the EERR bit is 0b if a bad Checksum or short
Count error occurs.

If the Command Block contains a good Checksum, then ATAES132A will process the command and load
the response in the Response Memory Buffer. Upon completion, command processing the RRDY bit of
the STATUS Register is set to 1b as shown in Table 16-14.

Table 16-13. STATUS Register Contents After a SPl Write Command Memory Buffer Resulting in
CRCE =1b

I
Bit 0 (WIP) 0b = Device is ready, waiting for a command.

Bit 1 (WEN) Ob = Device is not Write enabled.

Bit 2 (WAKED) Ob = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved)  Always 0b.

Bit 4 (CRCE) 1b = Checksum error, short Count, or command buffer overrun error.

Bit 5 (Reserved) @ Always 0b.
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Bit 6 (RRDY) Ob = Response Memory Buffer is unchanged.

Bit 7 (EERR) 0b = No errors during the execution of the Command Block. (It was not executed yet.)
1b = Command buffer overrun error.

Table 16-14. STATUS Register Contents After a SPI Write Command Memory Buffer Resulting in
CRCE = 0b

e e

Bit 0 (WIP) Ob = Device is ready, waiting for a command.

Bit 1 (WEN) Ob = Device is not Write enabled.

Bit 2 (WAKED) Ob = Device is not in the Sleep or Standby power state.

Bit 3 (Reserved)  Always 0b.

Bit 4 (CRCE) 0b = No Checksum error.

Bit 5 (Reserved)  Always 0b.

Bit 6 (RRDY) 1b = Response Memory Buffer contains a Response block.

Bit 7 (EERR) 0b = No errors during the execution of the Command Block. (It was not executed yet.)
1b = Command buffer generated an error. See the ReturnCode for the cause.

Writing the Command Memory Buffer resets the Response Memory Buffer pointer to the base address.
Writing the Command Memory Buffer does not change the Response Memory Buffer contents until the
entire Command block is received and processed.

The Host can rewrite the contents of the Command Memory Buffer by resetting the buffer pointer (by
writing the 10 Address Reset Register) and sending a Write Memory Instruction (WRITE) with a starting
address of 0xFEOQO.

Note: If the Host must write the Command Memory Buffer with more bytes than is required to send the
Command Block due to hardware limitations, then the Host should transmit 0xFF bytes after the
Checksum. The extra bytes will be discarded by ATAES132A and will not result in a buffer overrun or any
other error.

G.3.8 Read Response Memory Buffer

To read the Response Memory Buffer, the Host sends a Read Memory Instruction (READ) with a starting
address of 0xFE00. The Host can read any number of bytes from the Response Memory Buffer without
causing an error. As each byte is read, the Response Memory Buffer pointer increments by one. If the
Host reads beyond the end of the Response Block, then 0xFF will be returned for any byte after the
Checksum.

Reading the Response Memory Buffer does not change the Command Memory Buffer contents or the
Response Memory Buffer contents. Reading the Response Memory Buffer resets the Command Memory
Buffer pointer to the base address. Reading the Response Memory Buffer does not change the STATUS
Register.

The Host can reread the contents of the Response Memory Buffer by resetting the buffer pointer (by
writing the 10 Address Reset Register) and sending a Random Read Memory Instruction (RREAD) with a
starting address of 0xFEQO.
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G.3.9 Write 10 Address Reset Register

To reset the pointer for the Command Memory Buffer and the pointer for the Response Memory Buffer,
the Host sends a Write Memory Instruction (WRITE) with a starting address of 0xFFE0. The IO Address
Reset Register can be written with 1 to 32 bytes of data without generating an error; the data bytes will be
ignored. The Command and Response Memory buffer pointers are set to the base address of the buffers.
The Command Memory Buffer is empty, and the Response Memory Buffer contents are unchanged.
Writing the 10 Address Reset Register changes the CRCE Status bit to 0b; all of the other STATUS bits

are unchanged.
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Appendix H. Understanding Counters

Each Counter can increment up to a value of 2,097,151 using the Count command, after which, the
Counter can no longer be changed. Counters attached to keys are incremented each time the key is
used. When the Usage Counter reaches its limit the key is disabled. Counters can also be incremented
using the Count Command. The value in the Counter can never be reset or lowered. The Counters
include a power interruption protection feature to prevent corruption of the Count value if power is
removed during the increment operation.

On shipment from Microchip, the Counter Registers are initialized to their lowest value. The initial value of
each Counter may be written to a different value at personalization prior to locking the configuration.

H.1 Counter Registers

Each Counter Register contains two Count values to prevent the Count value from being corrupted if
power is interrupted during a Counter increment operation. Each Count value is stored as a combination
of two Count fields:

«  Counter A is stored in LinCountA and BinCountA.
. Counter B is stored in LinCountB and BinCountB.

Table 17-1 shows the location of the Count fields within the Counter register in Configuration Memory.

Table 17-1. Partial Configuration Memory Map Showing Counter Register Field Locations

[Temes e e [alsalale|lw]

F100h-F107h Counter 00
LinCountA LinCountB BinCountB BinCountA

Counter Registers can always be read from the Configuration Memory using the BlockRead command;
however, the Count command is the preferred method of reading the Counters. When the Counter is
read using the Count command, ATAES132A automatically selects the appropriate Counter register
fields and returns them to the Host in the Response Packet. See section Counter Command.

H.2 Reading the Counter

The Counter command is the recommended method for reading a Counter. The Counter command
returns a four byte CountValue field which is formatted as shown in Table 17-2. Optionally, the Counter
command can also return a MAC for cryptographic authentication of the CountValue. The definition of the
CountValue field is shown in Table 17-2. See Section Counter Command.

Table 17-2. CountValue Field

Byte 0 Byte 1 Byte 2 Byte 3

LinCount CountFlag BinCount

The CountValue contains a Linear Counter Field (LinCount), a Binary Counter field (BinCount), and the
CountFlag field. The CountFlag field indicates if the Counter value was read from the Counter A or
Counter B EEPROM location. CountFlag also indicates if the 8 bit LinCount field is the Most Significant
Byte (MSB) or Least Significant Byte (LSB) of the 16 bit LinCount field in EEPROM. If the LSB of
LinCount has been returned, then the LinCount field value is 1 to 8; if the MSB of LinCount has been
returned, then the LinCount field value is 9 to 16.
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Table 17-3. Definition of the CountValue field in the Response to the Counter Command

S

0 | LinCount Contains the eight bit linear Counter value identified in the CountFlag field.

1  CountFlag 0x00 = LinCount contains the LSB of LinCountA. BinCount contains the BinCountA value.
0x02 = LinCount contains the MSB of LinCountA. BinCount contains the BinCountA value.

0x04 = LinCount contains the LSB of LinCountB. BinCount contains the BinCountB value.
0x06 = LinCount contains the MSB of LinCountB. BinCount contains the BinCountB value.

All other values are reserved for future use.

2 | BinCount (MSB) Contains the Most Significant Byte of the binary counter identified in the CountFlag field.
3 BinCount (LSB) Contains the Least Significant Byte of the binary counter identified in the CountFlag field.

The equivalent decimal value of the Counter can be determined using the following equation:
CountValue = (BinCount*32) + (CountFlag/2)*8 + Lin2Bin(LinCount)

Here, Lin2Bin defines a function that converts a linear Counter value to corresponding binary value.
O0xFFFF converts to zero; 0xFFFE converts to one; and up to 0x8000 which converts to 15.

H.3 Personalizing the Counters

The Counter registers are personalized with initial values prior to locking the Configuration Memory. The
standard Serial EEPROM Write commands are used to write Configuration Memory (see section Read
the STATUS Register). The Lock command is used to lock the Configuration Memory (see section Lock
Command).

The initial value of the Counter registers can be determined using the following procedure:
Divide the Counter preset value by 32. The quotient is the value of BinCountA.

. If the remainder is less than 0.5, then:
— BinCountB is one less than BinCountA
— The remainder x 32 = the number of zeros in LinCountA
— LinCountB = 0x0000
* If the remainder is equal or greater than 0.5, then:
— BinCountB is equal to BinCountA
— (The remainder — 0.5) x 32 = the number of zeros in LinCountB
— LinCountA = 0x0000

Example 1: Preset to 8,159
+  8,159/32 = 254.96875
Binary Counter A = 254 or 0x00FE
Binary Counter B = 0x00FE (remainder is greater than 0.5)

Linear Counter B = 0x8000 (0.46875 x 32 = 15, Linear Counter B has 15 zeros)
Linear Counter A = 0x0000

Example 2: Preset to 1,000,000

+ 1,000,000/32 = 31250.0
— Binary Counter A= 31250 or 0x7A12
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— Binary Counter B = 0x7211 (remainder is less than 0.5)
— Linear Counter A = OxFFFF (remainder is zero, Linear Counter A has no zeros)
— Linear Counter B = 0x0000
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Appendix |. Cryptographic Computations

ATAES132A implements all of its cryptographic commands using AES in CCM mode with a 128-bit key
length per NIST SP800-38C. CCM mode provides both confidentiality and integrity checking with a single
key. The integrity MAC includes both the encrypted data and additional authenticate-only data bytes. The
particular information authenticated with each command is described within the command descriptions in
Section Command Definitions.

The device construction ensures that the Nonce will be unique for each MAC calculated.
1.1 MacCount

The one byte MacCount is stored in an internal register, and is used in the AES-CCM computations.
Since MacCount changes, it speeds up computation by eliminating the need to generate a new random
Nonce for every crypto computation. This register is incremented prior to performing each MAC
calculation.

The MacCount Register is set to zero when the Nonce command is executed, and is subsequently
incremented prior to any MAC computation being performed. Because of this, the value that will be used
for calculating the first MAC of the first command after the Nonce command is MAC = 1.

There are two commands (Auth and KeyCreate) which can be configured to both verify an input MAC
and calculate an output MAC. When either of these two commands is run in mutual-authentication mode,
MacCount will be incremented twice.

The value of MacCount for a particular MAC calculation is always one greater than that used for the
previous MAC calculation. After 255 MAC calculations, the device will invalidate the internal Nonce, and
commands that require a valid Nonce will fail. At this point, a new Nonce command must be run to
generate a new Nonce.

The MacCount is set to zero if any of the following events occurs:

* The Nonce command is executed.

A MAC compare operation fails.

*  MacCount reaches the maximum count.

* A Reset event occurs: Power-Up (see Appendix L ChipState = Power-Up), Wake-Up from Sleep
(see Appendix L. ChipState = Wake-Up from Sleep), the Reset command (see Section 7.22 Reset
Command), or a Security Tamper is activated, causing the hardware to reset.

If a CRC error occurs on the incoming command packet, then MacCount will not be incremented. If the
device receives any command that does not involve MAC computation, the MacCount will not be
incremented.

If a cryptographic command is received that involves MAC computation, then the MacCount will be
incremented regardless of whether or not there is a subsequent success or failure of the command. The
MacCount will also be incremented regardless of whether or not the particular instance of the command
uses the cryptographic engine. If a command fails due to a MAC comparison failure, then the Nonce is
invalidated and the MacCount Register is set to zero.

The current value of this register should be known by the system; however, it may also be read out of the
device at any time using the INFO command (See Section INFO Command).

1.2 MacFlag
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To prevent spoofing of the MAC value, a flag byte is included in each MAC calculation. MacFlag provides
information about the state of the device during the MAC calculation.

Table 18-1. Definition of the MacFlag BSits

0 | Random | 0b = The Nonce value has been sent to the device by the system and may not be unique.
1b = The Nonce command was run with the RNG enabled, and the Nonce is guaranteed to be
unique.

1 Input 0b = For MAC values output by the ATAES132A .
1b = For MAC values that are sent to the device as inputs.

7:3 | Zero All bits must be 0b.

1.3 MAC Generation

The following example shows how the integrity MAC is calculated for an authentication operation
requiring up to

14 bytes of authenticate-only data. This operation involves three passes through the AES crypto engine;
all three using the same key. If there are more than 14 bytes of authenticate-only data, then another pass
through the AES crypto engine is required.

There are two passes through the AES crypto engine in CBC mode to create the cleartext MAC. The
inputs to the crypto engine for those blocks are labeled BO and B1, and the outputs are B'0 and B'1,
respectively.
* B0 is composed of the following 128 bits:
— 1 byte flag, a fixed value of b0111 1001.
— 12 byte Nonce, as generated by the Nonce command.
— 1 byte MacCount, one for first MAC generation.
— 2 byte length field, always 0x00 00 for authentication only.
* B1is the XOR of B'0 with the following 128 bits:
— 2 byte length field, size of authenticate-only data.
— 14 byte data to be authenticated only.
« B’ is the cleartext MAC, which must be encrypted before being sent to the system.

There is one additional pass through the AES crypto engine in CTR mode to create the key block that is
used to encrypt the MAC. The input to the crypto engine for this block is labeled A0 and the output is A'0.
A0 is the MAC sent to the system as the output parameter of the Auth command.

A0 is composed of the following 128 bits:
— 1 byte flag — fixed value of bO000 0001.
— 12 byte Nonce — as generated by ATAES132A during Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 00 for AO.
A0 is XOR'd with the cleartext MAC (B’1) and sent to the system.

Input integrity MACs for Auth, Counter, KeyCreate, and Lock are also calculated using this
procedure. If the input MAC does not match A0, then the command returns an AUTH error.
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1.4 Data Encryption

The following example shows how the encrypted data and integrity MAC are calculated for a 128 bit data
read from the device with up to 14 bytes of authenticate-only data. This operation involves five passes
through the AES crypto engine; all five using the same key. If there are more than 14 bytes of
authenticate-only data and/or more than 128 bits of data being read, then one, two, or three more passes
through the AES crypto engine are required.

There are three passes through the AES crypto engine in CBC mode to create the cleartext MAC. The
inputs to the crypto engine for those blocks are labeled B0, B1, and B2, and the outputs are B’0, B’1 and
B’2, respectively.
* B0 is composed of the following 128 bits:
— 1 byte flag — fixed value of b0111 1001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte length field — max 0x00 20 if 256 bits of encrypted data, min 0x00 01 for one byte.
*  B1is the XOR of B’0 with the following 128 bits:
— 2 byte length field — size of authenticate-only data.
— 14 byte data to be authenticated only.
+ B2 is the XOR of B’1 with the following 128 bits:
— 16 bytes cleartext data.
B2 s the cleartext MAC — which must be encrypted before being sent to the system.
There are two passes through the AES crypto engine in CTR mode to create the key block that is used to
encrypt the data and the MAC. The inputs to the crypto engine for those blocks are labeled A0 and A1,

and the outputs are A0 and A'1, respectively. A0 and A1 are the blocks sent to the system as the output
parameters of the EncRead and Decrypt commands.

* A0 is composed of the following 128 bits:
— 1 byte flag — fixed value of bO0O00 0001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 00 for AO.
A0 is XOR’d with the cleartext MAC and sent to the system.
*  A1is composed of the following 128 bits:
— 1 byte flag — fixed value of b0000 0001.
— 12 byte Nonce — as generated by ATAES132A during Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 01 for A1.
A is XOR'd with the cleartext data and sent to the system.

This sequence is also used for the Encrypt command, in addition to EncRead.
1.5 Data Decryption

The following example shows how the encrypted data and integrity MAC are calculated for a 128 bit data
block write to the device with up to 14 bytes of authenticate-only data. This operation involves five passes
through the AES crypto engine; all five using the same key. If there are more than 14 bytes of
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authenticate-only data and/or more than 128 bits of data being written, then one, two, or three more
passes through the AES crypto engine are required.

There are two passes through the AES crypto engine in CTR mode to create the key block that is used to
decrypt the data and the MAC. The inputs to the crypto engine for those blocks are labeled A0 and A1,
and the outputs are A0 and A1, respectively. A0 and A1 are the blocks sent to the system as the output
parameters of the EncRead and Decrypt commands.

* A0 is composed of the following 128 bits:
— 1 byte flag — fixed value of bO0O00 0001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 00 for AO.
+ A0 is XOR'd with the encrypted input MAC and stored in the internal SRAM as the MAC T.
* A1is composed of the following 128 bits:
— 1 byte flag — fixed value of bO000 0001.
— 12 byte Nonce — as generated by ATAES132A during Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 01 for A1.

« A’ is XOR'd with the encrypted input data and stored in the internal SRAM as the message M.
There are three passes through the AES crypto engine in CBC mode to create the expected MAC value.
The inputs to the crypto engine for those blocks are labeled BO, B1, and B2, and the outputs are B’0, B’1,
and B’2, respectively.

B0 is composed of the following 128 bits:

— 1 byte flag — fixed value of b0111 1001.

— 12 byte Nonce — as generated by the Nonce command.

— 1 byte MacCount — one for first MAC generation.

— 2 byte length field — max 0x00 20 if 256 bits of encrypted data, min 0x00 01 for one byte.

* B1is the XOR of B’'0 with the following 128 bits:

— 2 byte length field — size of authenticate-only data.
— 14 byte data to be authenticated only.
* B2is the XOR of B’1 with the following 128 bits:
— 16 bytes of cleartext message M.
. B’2 is the cleartext MAC. If this matches the stored T value, then the write to memory proceeds. If
there is no match, the device returns an error flag and does not modify memory.
This sequence is also used for the Decrypt and KeyLoad commands, in addition to EncWrite.
1.6 Auth Command MAC

The MACs are calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturingID

11 bytes FirstBlock field containing:
1 byte Auth Opcode (0x03)
1 byte Mode
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2 bytes Param1
2 bytes Param2
1 byte MacFlag
4 bytes 0x00

1 byte Padding of value 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

4 bytes Usage Counter value, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected

.7 AuthCheck Command - Auth MAC

The Auth command MAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturingID
11 bytes FirstBlock field containing:
1 byte Auth Opcode (0x03)
1 byte Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
4 bytes 0x00
1 byte Padding of value 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

16 bytes SecondBlock field containing:

4 bytes Usage counter value, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected

1.8 AuthCheck Command — Counter MAC

The Counter command MAC is calculated using the following 14 bytes in the default authenticate-only
block:

2 bytes ManufacturinglD

11 bytes FirstBlock field containing:
1 byte Counter Opcode (0x0A)
1 byte Mode
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2 bytes
2 bytes
1 byte

4 bytes

1 byte Padding of value 0x00

Param1
Param2
MacFlag

CountValue, the output parameter

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

16 bytes SecondBlock field containing:
4 bytes
8 bytes

4 bytes

1.9 AuthCompute Command — Auth MAC

Usage counter value, or 0x00 if not selected
SerialNum[0:7], or 0x00 if not selected

SmallZone[0:3], or 0x00 if not selected

The auth command MAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturingID

11 bytes FirstBlock field containing:
1 byte

1 byte

2 bytes

2 bytes

1 byte

4 bytes

1 byte Padding of value 0x00

Auth Opcode (0x03)
Mode

Param1

Param2

MacFlag

0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

16 bytes SecondBlock field containing:
4 bytes
8 bytes

4 bytes

Usage counter value, or 0x00 if not selected
SerialNum[0:7], or 0x00 if not selected

SmallZone[0:3], or 0x00 if not selected

.10 AuthCompute Command — Counter MAC

The counter command MAC is calculated using the following 14 bytes in the default authenticate-only

block:
2 bytes ManufacturingID
11 bytes FirstBlock field containing:

1 byte

Counter Opcode (0x03)
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1 byte Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
4 bytes 0x00

1 byte Padding of value 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

16 bytes SecondBlock field containing:

4 bytes Usage counter value, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected

.11 BlockRead Command

The BlockRead command does not perform a cryptographic operation, and does not use or generate a
MAC.

.12 Counter Command MAC

The INMAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturinglD
1 byte Counter Opcode (0x0A)
11 bytes FirstBlock field containing:
1 byte
Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
4 bytes CountValue
1 byte 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the INMAC calculation:

4 bytes Usage counter value for MAC generation key, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

The OutMAC is calculated using the following 14 bytes in the default authenticate-only block:
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2 bytes ManufacturinglD

1 byte Counter Opcode (0x0A)

1 byte Mode

2 bytes Param1

2 bytes Param2

1 byte MacFlag

4 bytes CountValue, the output parameter
1 byte 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the OutMAC calculation:

4 bytes Usage counter value for MAC generation key, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.13 Crunch Command

The crunch command does not perform a cryptographic operation, and does not use or generate a
MAC.

.14 DecRead Command

The MAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturinglD
1 byte EncRead Opcode (0x04)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param?2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

16 bytes SecondBlock field containing:

4 bytes Usage counter value, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected

.15 Decrypt Command MAC
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In Normal Decryption mode, the INMAC is calculated using the following 14 bytes in the default
authenticate-only block:

2 bytes ManufacturinglD

1 byte Decrypt Opcode (0x07)
1 byte Mode

2 bytes Param1

2 bytes Param2

1 byte MacFlag

5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes Usage counter value, or 0x00 if not selected or if KeyID is VolatileKey
8 bytes SerialNum[0:7], or 0x00 if not selected

4 bytes SmallZone[0:3], or 0x00 if not selected.

1.15.1 Client Decrypt MAC

In Client Decryption mode, the INMAC is calculated using the following 14 bytes in the default
authenticate-only block:

2 bytes ManufacturinglD

1 byte Encrypt Opcode (0x06)

1 byte Mode

2 bytes Upper byte = 0x00, lower byte = EKeyID

2 bytes Upper byte = 0x00, lower byte = lower byte of Param2
1 byte MacFlag = 0x01

5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes 0x00 if Usage Counter value is not selected, or 0x00 if KeyID is VolatileKey
8 bytes SerialNum[0:7], or 0x00 if not selected

4 bytes SmallZone[0:3], or 0x00 if not selected.

The Device MacCount will be changed to the EMacCount value when a Decrypt command is received
with the Client Decryption mode is selected. The EMacCount will be used when decrypting the data and
the MacCount will be incremented by the Decrypt operation. (After processing the command, the device
MacCount will equal EMacCount plus one.)

.16 EncRead Command MAC

The OutMAC is calculated using the following 14 bytes in the default authenticate-only block:
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2 bytes ManufacturinglD
1 byte EncRead Opcode (0x05)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes Usage counter value, or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.17 EncRead Command Configuration Memory Signature MAC

The following example shows how the integrity MAC is calculated for a 512 byte (32 block) certification of
the data from the Configuration Memory. This operation involves multiple passes through the AES crypto
engine; all using the same key, KeylID 00. If the mode parameter indicates that there is an additional block
of authenticate-only data, then another pass through the AES crypto engine is required.

There are 35 passes through the AES crypto engine in CBC mode to create the cleartext MAC. The
inputs to the crypto engine for those blocks are labeled B0, B1, B2 ..., and the outputs are B'0, B’'1, B'2
..., respectively.

* B0 is composed of the following 128 bits:
— 1 byte flag — fixed value of b0111 1001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte length field — always 0x00 00.
«  B1is the XOR of B’0 with the following 128 bits:
— 2 byte length field — value of 528 or 544.
— 14 byte ManufacturinglD — Opcode, etc.
B2 is the XOR of B’'1 with the following 128 bits:
— 16 bytes counter+serial+small, if mode indicates; otherwise, this block does not exist.
B3 is the XOR of B’'2 with the following 128 bits:
— First 16 bytes of Config — in the clear.
B4 is the XOR of B’3 with the following 128 bits:
— Second 16 bytes of Config — in the clear.
— ..andsoon...
« B’34 s the clear text MAC which must be encrypted before being sent to the system.

There is one pass through the AES crypto engine in CTR mode to encrypt the MAC.
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.

.

A0 is composed of the following 128 bits:

— 1 byte flag — a fixed value of b0000 0001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 00.
A’0 is XOR'd with the clear text MAC and sent to the system.

.18 EncRead Command Key Memory Signature MAC

The following example shows how the integrity MAC is calculated for a 256 byte (16 block) certification of
the data from the Key Memory. This operation involves multiple passes through the AES crypto engine;
all using the same key, KeylID 00. If the mode parameter indicates that there is an additional block of
authenticate-only data, then another pass through the AES crypto engine is required.

There are 19 passes through the AES crypto engine in CBC mode to create the cleartext MAC. The
inputs to the crypto engine for those blocks are labeled B0, B1, B2 ..., and the outputs are B'0, B'1, B’2
..., respectively.

.

.

B0 is composed of the following 128 bits:
— 1 byte flag — fixed value of b0111 1001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte length field — always 0x00 00.
B1 is the XOR of B’0 with the following 128 bits:
— 2 byte length field — value of 272 or 288.
— 14 byte ManufacturinglD — Opcode, etc.
B2 is the XOR of B’1 with the following 128 bits:
— 16 bytes counter+serial+small, if mode indicates; otherwise, this block does not exist.
B3 is the XOR of B’2 with the following 128 bits:
— First 16 bytes of config — in the clear.
B4 is the XOR of B’3 with the following 128 bits:
— Second 16 bytes of config — in the clear.
— ..andsoon...
B’18 is the clear text MAC which must be encrypted before being sent to the system.

There is one pass through the AES crypto engine in CTR mode to encrypt the MAC.

.

.

A0 is composed of the following 128 bits:
— 1 byte flag — fixed value of bO0O00 0001.
— 12 byte Nonce — as generated by the Nonce command.
— 1 byte MacCount — one for first MAC generation.
— 2 byte counter field — always 0x00 00.
A’0 is XOR'd with the clear text MAC and sent to the system.

.19 Encrypt Command MAC

The OutMAC is calculated using the following 14 bytes in the default authenticate-only block:
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2 bytes ManufacturinglD

1 byte Encrypt Opcode (0x06)
1 byte Mode

2 bytes Param1

2 bytes Param2

1 byte MacFlag

5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes Usage counter value or 0x00 if not selected or if KeylD is VolatileKey
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.20 EncWrite Command MAC

The INMAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturinglD
1 byte EncWrite Opcode (0x06)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.21 INFO Command

The INFO command does not perform a cryptographic operation, and does not use or generate a MAC.
.22 KeyCreate Command MAC

The input and output MACs are both calculated using the parent key.

Both MACs are calculated using the following 14 bytes in the default authenticate-only block:
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2 bytes ManufacturinglD
1 byte EncWrite Opcode (0x08)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.23 KeyImport Command — KeyCreate MAC
The MAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturinglD
1byte  KeyCreate Opcode (0x06)
6 bytes FirstBlock field containing:

1 byte Mode (If the target of the KeyImport command is a VolatileKey,
replace bit 0 of the Mode with a one. Otherwise, replace bit 0
with a zero).

2 bytes Param1

2 bytes Param2

1 byte MacFlag

5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculations:

16 bytes SecondBlock field containing

4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.24 KeyLoad Command MAC

The INMAC is calculated using the following 14 bytes in the default authenticate-only block:
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2 bytes ManufacturinglD
1 byte KeyLoad opcode (0x09)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param?2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

.25 KeyTransfer Command

The KeyTransfer command does not perform a cryptographic operation and does not use or generate
a MAC.

.26 Legacy Command

The Legacy command executes a single block of the AES engine with no input or output formatting. This
is known as ECB mode and can be used to perform various AES encryption and/or authentication
operations. This command does not use the Nonce Register value in the computation since the entire 16
byte AES engine input value comes from the input packet.

.27 Lock Command MAC

If required, due to the value of the mode parameter and ZoneConfig[UZ].WriteMode, the MAC is
calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturingIlD

1 byte Encrypt Opcode (0x0D)
1 byte Mode

2 bytes Param1

2 bytes Param2

1 byte MacFlag

5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:
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4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.

The AES key used for the MAC calculation is that specified in ZoneConfig[Zone].WritelD.

.28 Nonce Command

If the Random Nonce option is selected, then the internal Random Nonce is generated using the following
function:

Block A is:
1 byte Nonce Opcode (0x01)
1 byte Mode
2 bytes 0x00
12 bytes Input Seed
Block B is:
2 bytes ManufacturingID
2 bytes 0x00
12 bytes Internally generated random number

AES is executed in ECB mode with an input value of Block A and a key of Block B. The output of the AES

crypto engine is XOR’d with Block A, and the first 12 bytes of the result are stored in the internal Nonce
Register.

If the LockConfig Register is unlocked (0x55), then the RNG is latched in test mode, and the Nonce
command will generate nonrandom values. If the LockConfig Register is locked (10x55), then the RNG
generates random numbers and the Nonce command functions normally.

.29 NonceCompute Command

The random Nonce is generated using the following function:

Block A is:
1 byte Nonce Opcode (0x01)
1 byte Mode
2 bytes 0x00
12 bytes Nonce Register
Block B is:
2 bytes ManufacturingID
2 bytes 0x00
12 bytes Random Seed

AES is executed in ECB mode with an input value of Block A and a key of Block B. The output of the AES
crypto engine is XOR’d with Block A, and the first 12 bytes of the result are stored in the internal Nonce
Reqister.
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.30 Random Command

Generates a random number using the internal high-quality RNG and the random number generation
procedure recommended by NIST in SP800-90 (see Appendix A. Standards and Reference Documents).

.31 Reset Command

The Reset command does not perform a cryptographic operation and does not use or generate a MAC.
.32 Sleep Command

The s1eep command does not perform a cryptographic operation and does not use or generate a MAC.
.33 WriteCompute Command

The MAC is calculated using the following 14 bytes in the default authenticate-only block:

2 bytes ManufacturingID
1 byte EncWrite Opcode (0x05)
6 bytes FirstBlock field containing:
1 byte Mode
2 bytes Param1
2 bytes Param?2
1 byte MacFlag
5 bytes 0x00

If any of the optional authenticate fields are selected in the mode parameter, then a second authenticate-
only block is included in the MAC calculation:

16 bytes SecondBlock field containing

4 bytes Usage counter value or 0x00 if not selected
8 bytes SerialNum[0:7], or 0x00 if not selected
4 bytes SmallZone[0:3], or 0x00 if not selected.
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Appendix J. I2C Interface
The ATAES132A 2-Wire Serial Interface is designed to interface directly to microcontrollers with 12C

interface ports. The serial interface and cleartext Read/Write operations operate similar to those of the
Microchip 12C Serial EEPROM.

The Host sends ATAES132A extended commands to the device by writing the command packet to the
Command Memory Buffer at address 0xFE00. The ATAES132A processes the command packet and
places the response in the Response Memory Buffer. The Host retrieves the response by reading the
response packet from address 0xFEQO.

See Appendix G. STATUS Register Behavior in the I2C Interface Mode for additional information
regarding the ATAES132A behavior in 12C interface mode. See Appendix J. 12C Compatibility for 12C
compatibility information.

J.1 I12C Serial Interface Description

When ATAES132A is configured in I12C serial communication mode, the serial interface operates as an
I2C compatible standard-mode I2C slave device as described in this appendix. I12C is a synchronous serial
interface protocol that is a de facto industry standard and is not formally documented or controlled.
Multiple 12C devices can share the data bus; however, each 12C slave must have a unique I2C Device
Address to prevent bus contention. SCK clock frequencies up to 1 MHz are supported by the
ATAES132A .

The serial interface communication mode is selected by programming the I2CAddr Register in the
Configuration Memory as described in Appendix E. 12CAddr Register. The I12C Device Address is also
located in the I2CAddr Register. The ATAES132A will only respond to I2C instructions that have a
matching 12C Device Address.

J.1.1 I2C Master

The 12C master device generates the serial clock and sends instructions to the I2C slave devices. In this
specification, the 12C master is usually referred to as the Host or the Host microcontroller.

J.1.2 I2C Slave

I2C slave devices receive the serial clock as an input and receive instructions from the 12C master. 12C
slaves can never generate traffic on the I2C interface. Slaves can only respond to instructions provided by
the 12C master. The ATAES132A always operates as a slave. In this specification, the slave is usually
referred to as the Client or the device.

J.1.3 I2C Device Address

Each ATAES132A has a seven bit 12C Device Address (stored in the I2CAddr Register, as described in
Appendix E. I2CAddr Register) which is used by the Host to direct commands to a specific device on the
12C interface. I2C devices will only respond to instructions with a matching 12C Device Address. When the
ATAES132A is in the Standby state or Sleep state, a matching I1°C Device Address will cause the device
to wake-up (see Appendix L. Power Management for power management specifications).

The LSB of the I2C Device Address byte is the Read/Write operation select bit. A Read operation is
initiated if the R/W bit is high, and a Write operation is initiated if the R/W bit is low.

J.1.4 Relationship of Clock to Data

Data on the SDA pin may change only during SCK low time periods. Data changes during SCK high
periods indicate an I2C Start or Stop condition. The SDA pin is pulled high by an external resistor when
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no devices are driving the 12C data bus. The timing requirements for the clock and data signals are
illustrated in Appendix J.7 Timing Diagrams.

J.1.5 I2C Start Condition

A high-to-low transition of SDA with SCK high is an I2C Start condition. An I2C Start condition must
precede the 12C Device Address for any instruction. I2C Start conditions are generated only when the
Host is driving the bus; slaves are not allowed to generate an 12C Start condition.

The slave will reset its serial interface immediately when an 12C Start condition is received. An I2C Start
condition cannot be followed immediately with an 12C Stop condition. Figure 19-1 illustrates an I2C Start
condition.

J.1.6 I2C Stop Condition

A low-to-high transition of SDA with SCK high is an I2C Stop condition. I2C Stop conditions are only
generated when the Host is driving the bus; slaves are not allowed to generate an I2C Stop condition.
Figure 19-1 illustrates an 12C Stop condition.

Figure 19-1. 12C Start Condition and I12C Stop Condition Definitions

SDA

SCL

START STOP

J.1.7 12C ACK

All addresses and data words are serially transmitted to and from ATAES132A in 8-bit words. The
receiving 12C device sends a zero (ACK) during the ninth clock cycle to acknowledge receipt of each byte.

An 12C Host can use acknowledge polling to monitor the progress of an EEPROM Write and to determine
if the slave is ready to accept a new instruction. See Appendix J. Acknowledge Polling for a discussion of
ACK polling.

J.1.8 I2C NACK

When the receiving I2C device fails to send a zero during the ninth clock cycle to acknowledge that it has
received a byte, then SDA remains high due to the external pull-up resistor. This generates a Not
Acknowledge (NACK) signal to the device sending the byte.

J.1.9 Data Format

All instructions and data on the 12C bus must be formatted as 8-bit bytes, followed by a ninth bit (ACK or
NACK) generated by the receiving device. The MSB is the first bit of each byte transmitted and received.

J.2 Pin Descriptions
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When the ATAES132A is configured in the I12C interface communication mode, the package pins are
assigned the functionality described in this section.

Note: The pin numbers listed here are the SOIC and UDFN package pin numbers.

Table 19-1. I12C Communication Mode Pin Descriptions

i hame pserpion

1.CS SPI Chip Select Bar Input pin. In the I2C Communication mode, this pin is not used, and should be
tied to Vg or Vss. The state of this pin does not affect the functionality or Active state power
consumption of the ATAES132A when 12C Communication mode is selected.

2 SO Serial Data Out pin. In the 12C Communication mode, this pin is not used in the default
configuration. It is always in the high-impedance state. In this configuration, the pin can be tied to
Vcc or Vss. The state of this pin does not affect the functionality or Active state power consumption
of the ATAES132A when 12C Communication mode is selected.
If Auth signaling is enabled, then the SO pin functions as the AuthO signal output. In this
configuration, the AuthO signal is high after a specified key is authenticated. The AuthO output is in
the high-impedance state when the device has not authenticated. (See Appendix J. 12C Auth
Signaling).

3 |INC No Connect pin. This package pin is not used, and can be left open by the user. The state of this pin
does not affect the functionality or power consumption of the ATAES132A .

4 Vss Ground.

5 | SI/SDA Bidirectional Serial Data I/O pin. In the 12C communication mode, this pin functions as the Serial
Data I/0 (SDA). This pin is an open-drain buffer and may be wire-ORed with any number of other
open-drain or open-collector devices. The SDA pin must be pulled high with an external resistor for
the 12C bus to operate correctly.

Data on the SDA pin may change only during the SCK low time periods. Data changes during SCK
high periods indicate an 12C Start or Stop condition. Data transfer on the SDA line is half-duplex, as
described by the 12C command definitions in Appendix J. 12C Instruction Set; the Host and Client
cannot simultaneously drive the SDA line.

6 SCK Serial Clock Input pin. In the 12C Communication mode, this pin is used as the Serial Interface
Clock (SCK). The SCK input is used to transfer data into the ATAES132A on the rising edge of clock
and to transfer data out on the falling edge of clock. The ATAES132A never drives SCK because it is
a standard-mode 12C slave device. Slave device clock stretching is not supported. The SCK line is
high when the bus is idle.

If the 12C master uses a normal totem pole output to drive SCK, then no pull-up resistor is required on
the SCK line. If the I2C master uses an open-drain or open-collector output to drive SCK, then an
external pull-up resistor is required.

7 |[NC No Connect pin. This package pin is not used, and can be left open by the user. The state of this pin
does not affect the functionality or power consumption of the ATAES132A .

8 Vcc Supply Voltage. Power cannot be removed from the ATAES132A when the 12C interface is active.
The device may be permanently damaged if the requirements in Section Absolute Maximum Ratings
and Section DC Characteristics are exceeded.

J.3 I2C Instruction Set

The ATAES132A utilizes the Microchip AT24C32C Serial EEPROM instruction set. The ATAES132A 12C
instruction set is shown in Table 19-1.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 125



ATAES132A
Appendix J. 12C Interface

Table 19-2. ATAES132A I2C Instruction Set

BWRITE Byte Write Writes one byte to memory.

PWRITE Page Write Writes 2 to 32 bytes to memory.

READ Read Reads data from memory starting at the current address.
RREAD Random Read Reads data from memory starting at the specified address.
SREAD Sequential Read Reads additional data from memory.

SRESET Software Reset Resets the internal memory address counter to 0000h.

If ATAES132A receives an invalid or undefined instruction code, it will be ignored and the associated data
bytes will be discarded. When any error occurs, the EERR bit of the STATUS Register is set to 1b to
indicate an error. The Host can read the error code from the Response Memory Buffer at address
0xFEQO0 using the READ command.

J.3.1 Byte Write (BWRITE)

A Byte Write operation requires two 8-bit data word addresses following the 12C Device Address byte.
Upon receipt of the Start condition and device address, the ATAES132A will respond with [2C ACK and
then clock in the two address bytes (ACKing each byte). The ATAES132A will ACK the receipt of the data
byte from the Host. The Host microcontroller must terminate the write sequence with a Stop condition to
initiate the Write operation.

At this time, the EEPROM enters an internally-timed write cycle to the nonvolatile memory. All inputs are
disabled during this write cycle, and the EEPROM will NACK the device address until the write is
complete.

If the Host transmits an invalid address, the EEPROM will NACK the second address byte and any data
bytes.

When any error occurs, the RRDY and EERR bits of the STATUS Register are set to 1b to indicate an
error. The Host can read the error code from the Response Memory Buffer (address 0xFE00) using the
RREAD command. If the command is processed without error, the EERR bit is set to 0b. Reading the
Response Memory Buffer does not reset the error code or the STATUS Register.

Figure 19-2. Byte Write
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J.3.2 Page Write (PWRITE)

The ATAES132A is capable of 32-byte Page Writes. A Page Write is initiated in the same way as a Byte
Write, but the Host microcontroller does not send a Stop condition after the first data byte is clocked in.
Instead, after the device ACKs receipt of the first data byte, the Host microcontroller can transmit up to 31
more data bytes (each byte will be ACKed by the ATAES132A ). The EEPROM will respond with an 12C

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 126



ATAES132A
Appendix J. 12C Interface

ACK after each data byte is received. The Host must terminate the Page Write sequence with a Stop
condition. The data address is internally incremented following the receipt of each data byte.

If more than 32 bytes of data are transmitted or the page boundary is crossed, then no data will be
written.

If the Host transmits an invalid word address, the EEPROM will NACK the second address byte and all
data bytes.

When any error occurs, the RRDY and EERR bits of the STATUS Register are set to 1b to indicate an
error. The Host can read the error code from the Response Memory Buffer (address 0xFE00) using the
RREAD command. If the command is processed without error, the EERR bit is set to 0b. Reading the
Response Memory Buffer does not reset the error code or the STATUS Register.

Figure 19-3. Page Write
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J.3.3 Current Address Read (READ)

The internal data byte address Counter maintains the last address accessed during the last Read or Write
operation incremented by one. This address stays valid between operations as long as the device power
is maintained.

To perform a Current Address Read, the Host sends the device address with the Read/Write Select bit set
to one (READ), and this byte is ACKed by the EEPROM. Then, the Host clocks out the data byte located
at the current address. After the byte is received, the Host responds with an 12C NACK and a following
Stop condition to terminate the Read operation.

When any error occurs, the EERR bit of the STATUS Register is set to 1b to indicate an error. If the
command is processed without error, the EERR bit is set to 0b.

Figure 19-4. Current Address Read of One Data Byte
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J.3.4 Random Read (RREAD)

A Random Read requires a dummy Byte Write sequence to load in the data byte address. Once the
device address and data byte address are clocked in and acknowledged by the ATAES132A , the Host
microcontroller must generate another Start condition. The microcontroller then initiates a Current
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Address Read by sending the device address with the Read/Write Select bit high (READ). The
ATAES132A I2C ACKs the device address, and serially clocks out the data byte. After the byte is
received, the Host responds with an 12C NACK and a following Stop condition to terminate the Read
operation.

If the Host transmits an invalid word address, the EEPROM will NACK the second address byte.

When any error occurs, the EERR bit of the STATUS Register is set to 1b to indicate an error. If the
command is processed without error, the EERR bit is set to 0b.

Figure 19-5. Random Read
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J.3.5 Sequential Read (SREAD)

Sequential Reads are initiated by either a Current Address Read or a Random Read. After the Host
microcontroller receives a data byte, it responds with an 12C ACK. As long as the EEPROM receives an
acknowledge, it will continue to increment the data byte address and serially clock out sequential data
bytes. The Sequential Read operation is terminated when the microcontroller responds with an 12C NACK
and a following Stop condition.

When any error occurs, the EERR bit of the STATUS Register is set to 1b to indicate an error. If the
command is processed without error, the EERR bit is set to 0b.

If an 12C Read begins at an authorized address and continues into protected memory, the EERR bit will
be set to 1b. Attempting to read protected memory will result in 0xFF data returned to the Host for each
protected byte address.

Figure 19-6. Sequential Read
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J.3.6 Software Reset (SRESET)

After an interruption in protocol, powerloss, or system reset, the ATAES132A in I2C interface mode can be
protocol reset by following these steps:

*  Send a Start condition,

*  Clock nine cycles,

»  Send another Start condition followed by Stop condition, as shown below.
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The device is ready for the next communication after these steps have been completed. The internal data
address is also reset to 0000h by this procedure.

Figure 19-7. Software Reset

START DUMMY CLOCK START
BIT |, CYCLES Je BT | STOPBIT

/W
|/

The ATAES132A requires that the clock be pulled low between the Start condition and the Stop condition
at the end of the sequence, as illustrated in Figure 19-7. It will not reset if this clock transition is omitted.
See Appendix J. I12C Interface Synchronization Procedure for detailed I2C interface resynchronization
instructions.

SCL

SDA

J.3.7 Acknowledge Polling

The Host can initiate Acknowledge (ACK) Polling immediately after a write command or the ATAES132A
extended Crypto command is transmitted. Acknowledge polling involves sending a Start condition
followed by the I2C Device Address. The Read/Write bit of the I2C Device Address is representative of the
operation desired by the Host.

During an EEPROM Write operation, the ATAES132A will NACK the 12C Device Address, indicating the
device is busy. When the internal write cycle has completed, the ATAES132A will ACK the 12C Device
Address, allowing the Read or Write sequence to continue. The ATAES132A also NACKSs during the
processing of Crypto commands, and so Acknowledge Polling can also be used to determine when
processing of the ATAES132A extended commands is complete.

Figure 19-8. Output Acknowledge (I2C ACK)
AWV

SCL

W
o\ X

DATA OUT

START ACKNOWLEDGE

J.4 12C Interface Synchronization Procedure

If the Host and Client I12C interfaces lose synchronization for any reason, the Host should send clocks
until SDA goes high followed by the SRESET command to reset the ATAES132A interface. See Appendix
J. Software Reset (SRESET).

J.5 I2C Auth Signaling

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 129



ATAES132A
Appendix J. 12C Interface

The Auth signaling option allows an Authentication Signal (AuthO) to be output by ATAES132A . Auth
signaling is available only in the 12C interface mode in standard plastic packages.

The Auth signaling option is controlled by two bits in the KeyConfig Registers: the
KeyConfig[KeyID].AuthOut bit and the KeyConfig[KeyID].AuthOutHold bit (see Table 19-2). By default,
the KeyConfig[KeyID].AuthOut bit is 0b for all keys disabling the Auth signaling option.

Table 19-3. Auth Signaling KeyConfig Bit Functions

1b X First successful Auth command forces AuthO high. Additional Auth commands
do not change AuthO and the AuthO output remains latched high.

Ob X Successful or unsuccessful Auth commands cause no AuthO change.
1b Authentication Reset does not change the AuthO output state.
0b Authentication Reset forces AuthO to the high-impedance state.

If the KeyConfig[AKeyID].AuthOut bit is 1b for the Authentication Key (AKeyID), then Auth signaling is
enabled for that key and the AuthO signal is output on the SO pin. AuthO is latched high after a
successful Inbound-Only Authentication or Mutual Authentication using the Auth command (see Section
Auth Command). AuthO will remain high until the device is powered off, unless an Authentication Reset
is received.

If the KeyConfig[AKeyID].AuthOutHold bit is 0b for the key (AKeyID) used to execute an Authentication
Reset, then the AuthO signal latch will be latched in the high-impedance state when the command is
received (with a correct Checksum). If the KeyConfig[AKeyID].AuthOutHold bit is 1b, then AuthO will be
unchanged by execution of an Authentication Reset sequence.

An Authentication Reset is an Auth command with Mode<1:0> set to 00b. Knowledge of the key value is
not required to execute an Authentication Reset (see Section Auth Command). The ATAES132A does
not memorize the KeylID used to activate Auth signaling. Each Auth command is processed using the
KeyConfig[AKeyID] bits of the AKeyID in the command packet.

Auth signaling is not a security feature. The AuthO signal does not reflect the real-time state of the
AuthComplete status flag. The Reset command, the S1eep command, and the Tamper detectors will not
change the state of AuthO. The state of the AuthO latch is determined only by success or failure of the
Auth command and the configuration of the KeyConfig bits. The INFO command should be used to
determine the authentication status of the device (see Section INFO Command).

The KeyConfig[AKeyID].AuthOut bit and the KeyConfig[AKeyID].AuthOutHold bit are ignored when the
ATAES132A is configured in SPI Interface mode.

J.5.1 Using the AuthO Output

When Auth signaling is enabled, the AuthO signal output is either a Logic high or in the high-impedance
state. AuthO can be used to drive an LED or as a control signal to other circuitry. When AuthO is used as
a control signal, a pull-down resistor should be used to transform the high-impedance state into a logic
low.

J.6 12C Compatibility

The ATAES132A is design to operate on a bus with other [2C-compatible devices. ATAES132A is a
standard-mode Client device capable of operating at clock speeds up to 1MHz (with bus timing scaled
accordingly). The ATAES132A is not a Fast-Mode or High-Speed mode device.
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This section lists the I2C options or features that are not supported by the ATAES132A . Any feature that

differs from the I12C specification is also listed.

*  ATAES132A does not perform Client clock stretching.
+  ATAES132A will not respond to an I2C general call command.

* ATAES132A may be damaged if the clock or data signal levels are above Vc. The power supply to
the ATAES132A cannot be switched off while the bus is active. All of the voltage limits in Section
Absolute Maximum Ratings, must be respected.

*  ATAES132A inputs include Schmitt Triggers and spike suppression; however, the outputs do not

include falling edge slope control.

+  On I2C devices, a Start condition followed immediately by a Stop condition is never permitted. On
the ATAES132A , this sequence is permitted only as part of the SRESET command sequence (see

Appendix J. Software Reset (SRESET)).
J.7 Timing Diagrams

Figure 19-9. 12C Synchronous Data Timing (see Section 9.4.1 Power-Up, Sleep, Standby and
Wake-Up Timing for PC Timing Specifications)
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Figure 19-10. 12C Write Cycle Timing
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Appendix K. SPI Interface

The ATAES132A Serial Peripheral Interface (SPI) is designed to interface directly to microcontrollers
using SPI Mode 0 or Mode 3. I/0 and Cleartext Read/Write operations operate similarly to those of the
Microchip SPI Serial EEPROM.

The Host sends ATAES132A commands to the device by writing the command packet to the Command
Memory Buffer at address 0xFE00. The ATAES132A processes the command packet and places the
response in the Response Memory Buffer. The Host retrieves the response by reading the response
packet from address 0xFE0Q.

See Appendix G. STATUS Register Behavior in the SPI Interface Mode for additional information on the
ATAES132A behavior in SPI interface mode.

K.1 SPI Serial Interface Description

When ATAES132A is configured in the SPI communication mode, the serial interface operates as a Mode
0 and Mode 3 slave device as described in this appendix. Serial Peripheral Interface (SPI) is a
synchronous serial interface protocol that is a de facto industry standard and is not formally documented
or controlled. Multiple SPI devices can share the data bus; however, each SPI slave must have a
separate CS control line to prevent bus contention.

The serial interface communication mode is selected by programming the 12CAddr Register in the
Configuration Memory as described in Appendix E. I2CAddr Register.

K.1.1 SPI Master

The SPI bus master device generates the serial clock and sends instructions to the SPI slave devices. In
this specification, the bus master is usually referred to as the Host or the Host microcontroller.

K.1.2 SPI Slave

SPI slave devices receive the serial clock as an input and receive instructions from the bus master. SPI
slaves can never generate traffic on the SPI bus, and slaves can only respond to instructions provided by
the bus master. The ATAES132A always operates as a slave. In this specification the slave is usually
referred to as the Client.

K.1.3 Relationship of Clock to Data
The ATAES132A supports two of the four standard SPI interface modes; Mode 0 and Mode 3.

* In Mode O:
— The default state of SCK is low.
— The data is clocked in (SI) on the rising edge of the clock.
— Data out (SO) changes on the falling edge of the clock.

* In Mode 3:
— The default state of SCK is high.
— The data is clocked in (SI) on the rising edge of the clock.
— Data out (SO) changes on the falling edge of the clock.

K.1.4 SPI Instruction Code

Each SPI command begins with the SPI master bringing the CS input low to select the device followed by
transmission of an eight bit SPI instruction code to the Sl input of the SPI slave. Following the instruction
code, additional bytes may be clocked into Sl or out of SO as required by the SPI command (see
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Appendix K. SPI Instruction Set). When the exchange of data bytes related to the SPI instruction code is
complete, the CS input is brought high to deactivate the SPI slave interface.

If an invalid instruction code is received, then the ATAES132A will ignore any data received on the Data
Input pin (SI), and the Data Output pin (SO) will remain in a high-impedance state.

K.1.5 Data Format

All instructions and data on the SPI bus must be formatted as eight bit bytes. The Most-Significant bit
(MSB) is the first bit of each byte transmitted and received.

K.2 SPI Communication Mode Pin Descriptions

When ATAES132A is configured in SPI communication mode, the package pins are assigned the
functionality described in this section.

Table 20-1. Pin Descriptions

o e serpion

1.¢CS SPI Chip Select Bar Input pin. In SPI communication mode, this pin functions as the slave select
input. The ATAES132A is selected when the CS pin is low, allowing instructions and data to be
accepted on the Serial Data Input pin (Sl), and allowing data to be transmitted on the Serial Data
Output pin (SO). When the device is not selected, data will not be accepted via the SI pin, and the
Serial Output pin (SO) will remain in a high-impedance state.
When the ATAES132A is in the Standby state or Sleep state, a high-to-low transition on the CS pin
will cause the device to wake-up (see Appendix L. Power Management for power management
specifications). It is recommended that the (CS) pin be connected to Vcc with a pull-up resistor so
that the CS pin follows Vcc during power-up and power-down.

2 SO Serial Data Out pin. In the SPI communication mode, this pin functions as the Serial Data output.
When the CS pin is high, the SO pin will always be in a high-impedance state because the SPI
interface is disabled.

3 |INC No Connect pin. This package pin is not used, and can be left open by the user. The state of this pin
does not affect the functionality or power consumption of the ATAES132A .

4 VSS Ground.

5 | SI/SDA | Serial Data Input pin. In the SPI communication mode, this pin functions as the serial data input.
When the CS pin is high, the SI pin will not accepted data because the SPI interface is disabled.

6 SCK Serial Clock Input pin. In the SPI communication mode, this pin is used as the serial interface clock.
All data on the Sl and SO pins is synchronized by SCK, as described in Appendix K. Relationship of
Clock to Data.

7 [NC No Connect pin. This package pin is not used, and can be left open by the user. The state of this pin
does not affect the functionality or power consumption of the ATAES132A .

8 VCC Supply Voltage. Power cannot be removed from the ATAES132A when the SPI bus is active. The
device may be permanently damaged if the requirements in Section Absolute Maximum Ratings and
Section DC Characteristics are exceeded.

K.3 SPI Instruction Set
ATAES132A utilizes an 8-bit SPI instruction register. The SPI instruction set is listed in Table 20-2.
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Table 20-2. ATAES132A SPI Instruction Set

WRITE 0000 0010 b Write data to memory.
READ 0000 0011 b Read data from memory.
WRDI 0000 0100 b Reset Write Enable Register
RDSR 0000 0101 b Read Status Register
WREN 0000 0110 b Set Write Enable Latch

If the ATAES132A receives an invalid instruction code or an invalid memory address, then no response
will be sent; the SO output will remain in the high-impedance state. When any error occurs, the EERR bit
of the STATUS Register is set to 1b to indicate an error. The Host can read the error code from the
Response Memory Buffer at address 0xFE00 using the READ command. Reading the Response Memory
Buffer does not reset the error code or change the STATUS.

K.3.1 Write Enable Command (WREN)

The device will power-up in the Write Disable state when VCC is applied. Al EEPROM Write instructions
must therefore be preceded by a Write Enable instruction. It is not necessary to send the Write Enable
instruction prior to sending command packets to the Command Memory Buffer.

Figure 20-1. SPI Write Enable (WREN) Timing
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K.3.2 Write Disable Command (WRDI)
The Write Enable flag can be disabled by sending the Write Disable instruction.
Figure 20-2. SPI Write Disable (WRDI) Timing

CS
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K.3.3 Read Memory Command (READ)

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 134



ATAES132A
Appendix K. SPI Interface

Reading data from the ATAES132A requires the following sequence:

The Host drives the CS line low to select a device,

Then transmits the Read instruction code on the Sl line,

Then followed by the address of the byte to be read.

4. The Client ignores any data on the Sl line that follows a Read Memory instruction.

w N~

The Client shifts out the data at the specified address on the SO line. If only one byte is to be read, the CS
line must be driven high after the data byte comes out. If multiple bytes are to be read, the Host can
sequentially clock the data out of the ATAES132A since the byte address is automatically incremented.
The CS line must be driven high by the Host after the last data byte is read. If the highest address is
reached, the Address Counter will not roll over.

Figure 20-3. SPI READ Memory Timing
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When any error occurs, the EERR bit of the STATUS Register is set to 1b to indicate an error. If the
command is processed without error, the EERR bit is set to 0b.

Note: If an SPI Read begins at an authorized address but continues into protected memory; the EERR
bit will be set to 1b.

K.3.4 Write Memory Command (WRITE)

In order to write to the ATAES132A , two separate instructions must be executed. First, the device must
be write enabled via the Write Enable (WREN) instruction. Then a Write Memory instruction may be
executed. All commands received while a write cycle is in progress will be ignored, except the Read
Status Register (RDSR) instruction.

A Write Memory command requires the following sequence:

1. The Host drives the CS line low to select a device,
2. Then transmits the Write instruction code on the Sl line,
3. Then followed by the address of the byte to write and the 1 to 32 data bytes to be written.

The byte address is automatically incremented as each byte is clocked in. The CS line must be driven
high by the Host during the SCK low time immediately after clocking in the last data bit. The low-to-high
transition of the CS pin initiates the EEPROM Write process. The SO pin remains in the high-impedance
state during the entire Write sequence.

The Ready/Busy Status of the device can be determined by initiating a Read Status Register (RDSR)
instruction. If the WIP status bit is 1b, the write cycle is still in progress. If the WIP Status bit is 0b, the

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 135



ATAES132A
Appendix K. SPI Interface

write cycle has ended, and the ATAES132A is ready to accept a new command. Only the Read Status
Register (RDSR) instruction is enabled during the EEPROM Write cycle.

The ATAES132A is capable of a 32-byte Page Write operation. After each byte of data is received, the
data address is internally incremented by one. If more than 32 bytes of data are transmitted or if the page
boundary is crossed, then no data will be written. The ATAES132A is automatically returned to the write
disable state at the completion of a write cycle.

Figure 20-4. SPI Write Memory Timing
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When any error occurs, the RRDY and EERR bits of the STATUS Register are set to 1b to indicate an
error. The Host can read the error code from the Response Memory Buffer (address 0xFE00) using the
READ command. If the command is processed without error, the EERR bit is set to 0b. Reading the
Response Memory Buffer does not reset the error code or the STATUS Register.

If the device is not Write Enabled (WREN), the device will ignore the Write instruction and will return to
the waiting for a command. A new CS falling edge is required prior to the new instruction code.

K.3.5 Read Status Register Command (RDSR)

The Read Status Register instruction provides access to the STATUS Register. The Ready/Busy status of
the device can be determined using the RDSR instruction. Alternately, the STATUS Register can be read
directly from memory, as described in Appendix G. Read STATUS Register.

If the ATAES132A is performing an EEPROM Memory Write or is processing a command when the
STATUS read is performed, then all eight bits are ones if the RDSR command is used to read the STATUS
Register, emulating the behavior of Microchip Serial EEPROM. See Appendix G. Understanding the
STATUS Register for a detailed description of the STATUS Register bits and Status bit behavior.

Table 20-3. Device Status Register Definition

e P

EERR RRDY Reserved CRCE Reserved WAKEb

The Device Status Register can always be read even if the the ATAES132A is processing a command or
writing the EEPROM. The SPI RDSR command is the preferred method for reading the STATUS in SPI
interface mode.

If the ATAES132A is in the Sleep or Standby power state, reading the STATUS Register forces the
ATAES132A to wake-up; the STATUS Register is 0xFF until the wake-up process is complete.
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Table 20-4. Read Status Register Bit Definition Using the SPI RDSR Command (Notes 1, 2)

s oy

Bit 0 (WIP)

Bit 1 (WEN)

Bit 2 (WAKED)

Bit 3 (Reserved)
Bit 4 (CRCE)

Bit 5 (Reserved)
Bit 6 (RRDY)

Bit 7 (EERR)

Note:

Ob = Device is ready, waiting for a command.
1b = Write cycle or a cryptographic operation is in progress.

0b = Device is not SPI Write enabled.
1b = Device is SPI Write enabled.

0b = Device is not in the Sleep or Standby power state.
1b = Device is in the Sleep or Standby power state.

Always 0b. This bit is reserved for future use.(1)

0b = The most recent command block contained a correct Checksum (CRC).
1b = The most recent command block contained an error.

Always 0b. This bit is reserved for future use.(1)

Ob = Response Memory Buffer is empty.
1b = Response Memory Buffer is ready to read.

0b = Most recent command did not generate an error during execution.
1b = Most recent command generated an execution error.

1. When the SPI RDSR command is used to read the STATUS Register during an EEPROM Write or
during execution of any ATAES132A command, then status bits 0 to 7 are 1b. The reserved bits will
read as Ob if the STATUS Register is read directly from memory during an EEPROM Write or during
execution of an ATAES132A command.

2. STATUS Register bits 0 to 7 are 1b during wake-up and power-up. See Appendix L. Power
Management for additional information.

Figure 20-5. SPI Read Status Register (RDSR) Timing
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Reading the STATUS Register does not change the contents STATUS Register or the contents of the
Response Memory Buffer.

K.4 Timing Diagram
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Figure 20-6. SPI Synchronous Data Timing (see Section 9.4.3, SPI Interface Timing)
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Appendix L. Power Management

The ATAES132A contains several features that facilitate power management. This appendix describes
the various power states and features.

L.1 Power State Descriptions

The ATAES132A has three powered states and the Off state. Two low-power states are available to
reduce power consumption when the system is not using the ATAES132A .

L.1.1 Active State

The ATAES132A is in the Active state after it has completed the power-up process and is fully powered.
The WIP Status bit is Ob when the ATAES132A is in the Active state and waiting for a command. The WIP
Status bit is 1b when the ATAES132A is in the Active state and processing a command or performing an
EEPROM Write. (See Appendix G. WIP Status Bit [0] for WIP status bit information)

The supply current of the ATAES132A in the Active state is several milliamps (see Section Supply
Characteristics for ICC specifications).

An ATAES132A in the Active state is capable of accepting a command immediately if the WIP Status bit
is Ob. The 12C timing specifications for the Active state are in Section Power-Up, Sleep, Standby, and
Wake-Up Timing. The SPI timing specifications for the Active state are in Section SPI Interface Timing.

L.1.2 Standby State
ATAES132A can enter the Standby state in two ways:

*  The Host can send a Sleep command to place the ATAES132A into Standby, or

*  The ATAES132A will automatically enter the Standby state at power-up if configured to do so (see
Appendix L. Power-Up). The Standby state preserves the ATAES132A volatile memory contents
and the security state.

All eight status bits are 1b when the ATAES132A is in the Standby state and during the wake-up process
(see Appendix G. Understanding the STATUS Register for Status bit information).

The supply current of ATAES132A in the Standby state is several microamperes (see Section Supply
Characteristics for ISB specifications).

An ATAES132A in the Standby state is capable of reporting the device status immediately, but cannot
accept a command until the wake-up process is complete. The timing specifications for exiting the
Standby state are in Section Power-Up, Sleep, Standby, and Wake-Up Timing .

L.1.3 Sleep State
The ATAES132A can enter the Sleep state in two ways:

*  The Host can send a S1eep command to place the ATAES132A into Standby, or

*  The ATAES132A will automatically enter the Sleep state at power-up if configured to do so (see
Appendix L. Power-Up).

The Sleep state clears the ATAES132A volatile memory contents and the security state.

All eight Status bits are 1b when the ATAES132A is in the Sleep state and during the wake-up process
(see Appendix G. Understanding the STATUS Register for Status bit information).

The supply current of the ATAES132A in the Standby state is less than one microampere (see Section
Supply Characteristics for ISB specifications).

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 139



ATAES132A

Appendix L. Power Management

An ATAES132A in the Sleep state is capable of reporting the device STATUS immediately but cannot
accept a command until the wake-up process is complete. The timing specifications for exiting the Sleep
state are in Section Power-Up, Sleep, Standby, and Wake-Up Timing.

L1.14 Off State

When the ATAES132A device is unpowered or when VCC is significantly below the minimum VCC
voltage, the device is in the Off state. A device in the Off state cannot respond to any commands.

L.2 Power State Transitions

Power-Up is a transition from the Off state to one of the three powered states. Power-down is the
transition from a powered state to the Off state. Wake-up is the transition from one of the two low-power
states to the Active state.

L.2.1 Power-Up

Power-Up begins when the power supply is turned on, causing the V¢ voltage to rise continuously from
Vgg to the operating voltage. Power-Up occurs in three stages.

1. First Stage: The voltage regulator and other analog circuitry are activated.

2. Second Stage: The serial interface logic is activated so that the ATAES132A can report the device
status to the Host.

3. Third Stage: The ATAES132A enters the state specified by the ChipConfig Register.

During the power-up process, the device is unable to accept commands. In the SPI interface mode, the
device is ready to receive a Read Status Register command after the Power-Up Time, tpy staTUS- The
Power-Up Ready Time (tpy rpy) specifies the time required to complete the power-up process. In the 12C
interface mode, the device will NACK all instructions prior to the completion of Power-Up (time tpy rpy)-

The last stage of the power-up procedure is to enter the Active, Standby, or Sleep state specified by bits 6
and 7 of the ChipConfig Register. The ChipState Register is set to 0xFFFF at power-up (see Appendix L.
Understanding the ChipState Register).

Table 21-1. Coding of the ChipConfig.PowerUpState bits in the ChipConfig Register

T

1 1 Device goes to the Active state at power-up.

1 0

0 1 Device goes to the Standby state at power-up.
0 0 Device goes to the Sleep state at power-up.

During power-up, the SPI Chip Select should follow the V¢ voltage. It is recommended that the CS pin be
connected to V¢ with a pull-up resistor if the ATAES132A is configured in the SPI interface mode. The
ATAES132A does not support hot swapping or hot plugging. Connecting or disconnecting this device to a
system while power is energized can cause permanent damage to the ATAES132A .

L.2.2 Power-Down

Before power-down, the device must be deselected (if configured for SPI) and placed in the Active,
Standby, or Sleep state. During power-down, the SPI Chip Select should be allowed to follow the V¢
voltage if the ATAES132A is configured in SPI interface mode.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002023A-page 140



ATAES132A

Appendix L. Power Management

The ATAES132A should not be powered down when the WIP status bit indicates that an EEPROM Write
or cryptographic operation is in progress. If the WIP status bit is 0b, then it is safe to power-down the
device.

L.2.3 Entering the Standby State

If the ATAES132A is in the Active state, the Host can send a S1eep command to place the ATAES132A
in the Standby state (see Section s1eep Command). It is not possible to transition the device directly
from the Sleep state to the Standby state. The Host must wake-up the device and then send a S1eep
command to place the device in standby.

The device can also be configured to enter the Standby state at power-up as described in
Appendix L. Power-Up.

The ATAES132A exits Standby state only if a Wake-Up event occurs on the 1/O pins. Wake-Up is
discussed in Appendix L. SPI Wake-Up and Appendix L. 12C Wake-Up. The ChipState Register does not
change when the ATAES132A enters or leaves the Standby state (see Appendix L. Understanding the
ChipState Register).

L.2.4 Entering the Sleep State

If the ATAES132A is in the Active state, the Host can send a S1eep command to place the ATAES132A
in the Sleep state (see Section s1eep Command). It is not possible to transition the device directly from
the Standby state to the Sleep state. The Host must wake-up the device and then send a Sleep
command to place the device in the Sleep state.

The device can also be configured to enter the Sleep state at power-up, as described in Section Power-
Up.

The ATAES132A exits Sleep mode only if a Wake-Up event occurs on the I/O pins. Wake-up is discussed
in Sections SPI Wake-Up and 12C Wake-Up. The ChipState Register changes to 0x5555 when the
ATAES132A leaves the Sleep state (see Appendix L. Understanding the ChipState Register).

L.2.5 SPI Wake-Up

To wake-up the ATAES132A configured for SPI interface mode, the Host is required to read the Status
Register using the SPI Read Status Register command. The ATAES132A will answer the SPI Read
Status Register command with the device status if the Host has not violated the 100 ns minimum tcss wup
setup time requirement. The ATAES132A status will indicate the device is busy (status = 0xFF) during
wake-up. When wake-up is complete, the ATAES132A status changes to indicate the device is in the
Active state.

The ATAES132A will accept the SPI Read Status Register command only while it is busy. All other
commands will be ignored. The SPI Read Status Register command is described in Appendix K. Read
Status Register Command (RDSR).
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Figure 21-1. SPI Interface Timing, CS Setup Time at Wake-Up
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The wake-up process begins when a device in the Standby or Sleep state experiences a high-to-low
transition of the CS pin. The device is ready to receive a Read Status Register command from the
Host after

Wake-Up Time tWUpSB.STATUS for the Standby state, or thpSL.STATUS for the Sleep state. The Wake-up is
complete after the Wake-Up Ready Time of typsg roy for the Standby state or tyy,,s. rpy for the Sleep
state; twupse.rRoy @and twypsL rRoy begin when the CS pin high-to-low transition occurs and end when the
device enters the Active state. The Wake-Up timing specifications are in Table 9-5.

L.2.6 I2C Wake-Up

+tHo—»|  f+tpis>

To wake-up an ATAES132A configured for I2C interface mode, the Host is required to perform ACK
polling using the matching I2C Device Address. The ATAES132A will answer the ACK poll with an 12C
NACK to indicate the device is busy during wake-up. The ACK poll reply will change to ACK when the
device is in the Active state.

The ATAES132A will not accept any commands while it is busy. The ATAES132A will NACK the 12C
Device Address if it does not match the internal I12C Device Address and will not wake-up if a
nonmatching I2C Device Address is received.

The wake-up process begins when a device in the Standby or Sleep state receives an 12C start signal,
followed immediately by an 12C Device Address that matches the ATAES132A I2CAddr Register. The
device is ready to receive an ACK poll from the Host after Wake-Up Time ty,psg staTus for the Standby
state or tyypsi.sTatus for the Sleep state. The wake-up is complete after the Wake-Up Ready Time of
twupss.roy for the Standby state or ty,psLrpY for the Sleep state; tywy,pse roy @and twypsL.roy begin when a
matching 12C Address is received, and end when the device enters the Active state. The wake-up timing
specifications are in Table 9-5.

L.3 Understanding the ChipState Register

The INFO command (see Section ITNFO Command) provides access to the ChipState Register. The
ChipState Register value indicates if the device has recently experienced a power-up event or wake-up
from the Sleep Power state. This information can be useful for determining how to recover from an
unexpected transaction error.
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Table 21-2. Description of the ChipState Register Value Returned by the INFO command

0x0000 | ChipState = Active.
Device has remained active since the previous Crypto command was processed.m

0x5555  ChipState = Wake-up from sleep.
Device has experienced a wake-up from the Sleep Power state since the previous Crypto command
was processed.

OxFFFF | ChipState = Power-up.
Device has experienced a power up event since the previous Crypto command was processed.(1)

Note:

1. The following subsections describe the events that cause ChipState to change values and events
that do not change ChipState.

L.3.1 ChipState = Power-Up

The following events cause the ChipState Register to be set to the Power-Up state (0xFFFF). The events
in this table cause the device to be initialized and placed in the power state specified in the ChipConfig
Register (see Appendix L. Power-Up).

Table 21-3. Description of Events Causing the ChipState Register to be Set to OxFFFF

Power-up Power-up of the device (Appendix L. Power-Up).

Power Interruption Power interruption or brownout resulting in device reset.

L.3.2 ChipState = Wake-Up from Sleep

The following events cause the ChipState Register to be set to the wake-up from Sleep state (0x5555).
The events in this table cause the security registers to be cleared, the logic reinitialized, and the device
returned to the Active Power state (ready to receive a command).

Table 21-4. Description of Events Causing the ChipState Register to be Set to 0x5555

Wake-up from Sleep ' Wake-up from the Sleep power state. (Appendix L. Sleep State)
Reset Command Device receives a valid Reset command block. (See Section Reset Command)

Tamper Device reset initiated by the tamper sensors. (See Section Hardware Security Features)

L.3.3 Events that Do Not Change ChipState

The following events cause no change in the ChipState Register value. These events do not modify the
security state of the ATAES132A ; therefore, do not cause the ChipState to change.

Table 21-5. Description of Events Causing No Change in the ChipState Register

T T
Wake-Up from Standby | Wake-Up from the Standby Power state. (Appendix L. Standby State)

Reading STATUS Reading the STATUS Register with SPI RDSR or standard read commands.
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(Appendix G Understanding the STATUS Register)

Writing 10 Address Writing the 10 Address Reset Register. (Appendix D. IO Address Reset Register)
Reset

Reading a Response Reading the Response Memory Buffer. (Appendix D. Response Memory Buffer)

Command CRC Error Device receives any command block which results in a CRCE error. (1)
(Appendix G. CRCE Status Bit [4])

Command Invalid Device receives a command block containing an undefined/invalid opcode.
(See Section Command Summary).

ACK Polling 12c Acknowledge Polling. (Appendix J. Acknowledge Polling)

12C Read I2C Standard Read (READ, RREAD, SREAD instructions) (Appendix J. 12C Instruction
Set).

Invalid 12C Write 12C standard Write beginning at any address from 0x1000 to OXEFFF or above 0xF300,
except address 0XFEOO (BWRITE, PWRITE instructions)(2) (Appendix J. 12C Instruction
Set).

12C SRESET 12C SRESET instruction (Appendix J. Software Reset (SRESET)).

SPI Read SPI standard read [READ instruction] (Appendix K. Read Memory Command (READ)).

Invalid SPI Write SPI standard write beginning at any address from 0x1000 to OxEFFF or above 0xF300,

except address 0xFE00 (WREN, WRITE, WRDI instructions)(2) (Appendix K. SPI
Instruction Set).

INFO command Device receives a valid INFO command block (See Section INFO Command).

Note:
1. A CRCE error results from a command block with a short count, bad checksum, or buffer overrun.

2. Writing the Command Memory Buffer (address 0xFE00) may or may not change ChipState,
depending on which command is written to the buffer.

L.3.4 ChipState = Active

The following events cause the ChipState Register to be set to the Active state (0x0000). The events in
this table may result in a change in the security state of the device.

Table 21-6. Description of Events Causing the ChipState Register to be Set to 0x0000

Auth Command Device receives a valid Auth command block.

AuthCheck Command Device receives a valid AuthCheck command block. 7.2
AuthCompute Command | Device receives a valid AuthCompute command block. 7.3
BlockRead Command Device receives a valid BlockRead command block. 7.4
Counter Command Device receives a valid Counter command block. 7.5
Crunch Command Device receives a valid Crunch command block. 7.6
DecRead Device receives a valid DecRead command block. 7.7
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Decrypt Command Device receives a valid Decrypt command block.
EncRead Command Device receives a valid EncRead command block. 7.9
Encrypt Command Device receives a valid Encrypt command block. 7.10
EncWrite Command Device receives a valid EncWrite command block. 7.1
KeyCreate Command Device receives a valid KeyCreate command block. 713
KeyImport Command Device receives a valid KeyImport command block. 7.14
KeyLoad Command Device receives a valid KeyLoad command block. 7.15
KeyTransfer Command | Device receives a valid KeyTransfer command block. 7.16
Legacy Command Device receives a valid Legacy command block. 717
Lock Command Device receives a valid Lock command block. 7.18
Nonce Command Device receives a valid Nonce command block. 719
NonceCompute Command | Device receives a valid NonceCompute command block. 7.20
Random Command Device receives a valid Random Command block. 7.21
Sleep Command Device receives a valid S1eep command block. 7.23
WriteCompute Command Device receives a valid WriteCompute command block. 7.24
12C Write 12C standard Write beginning at any user zone address, any Configuration J&

Memory address, or any Key Memory address (BWRITE, PWRITE

instructions).
SPI Write SPI standard Write beginning at any user zone address, any Configuration K.3

Memory address, or any Key Memory address (WREN, WRITE, WRDI

instructions).
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Appendix M. Block Checksum

A Microchip CRC-16 Checksum is used to verify the integrity of blocks communicated to and from the
ATAES132A .

The Host sends ATAES132A extended commands to the device in a block of at least four bytes. The
ATAES132A responses are returned to the Host in a block of at least four bytes. The command and
response blocks are constructed in the following manner:

R

0 Count Number of bytes to be transferred to the device in the block, including count, packet, and
checksum. This byte will always have a value of N.

1 to (N-3) Packet Command, parameters and data, or response. Data are transmitted in the byte order shown
in command definitions in Section Command Definitions.

N-2, N-1 | Checksum | Microchip CRC-16 verification of the Count and packet bytes.

The Microchip CRC-16 polynomial is 0x8005. The initial register value should be 0x0000. After the last
bit of the Count and packet has been transmitted, the internal CRC Register should have a value that
matches that in the block. The first Checksum byte transmitted (N-2) is the most-significant byte of the
CRC value, and the last byte of the block is the least-significant byte of the CRC.

M.1 Checksum Function

/** \This function calculates a 16-bit CRC.
* \param[in] count number of bytes in data buffer
* \param[in] data pointer to data
* \param[out] crc pointer to calculated CRC (high byte at crc[0])
*/
void CalculateCrc(uint8_t length, uint8_t *data, uint8_t *crc)
{
uint8_t counter;
uint8_t crcLow = @, crcHigh = @, crcCarry;
uint8_t polyLow = @x05, polyHigh = 0x80;
uint8_t shiftRegister;
uint8_t dataBit, crcBit;

for (counter = @; counter < length; counter++) {

for (shiftRegister = 0x80; shiftRegister > 0x00; shiftRegister >>= 1) {
dataBit = (data[counter] & shiftRegister) ? 1 : 0;
crcBit = crcHigh >> 7;

// Shift CRC to the left by 1.
crcCarry = crcLow >> 7;

crcLlow <<= 1;

crcHigh <<= 1;

crcHigh |= crcCarry;

if ((dataBit ~ crcBit) != @) {
crcLow ~= polylLow;
crcHigh = polyHigh;

}
}
}
crc[@] = crcHigh;
crc[1] = crclLow;

M.2 Checksum Examples

DATA = 09 02 02 00 00 00 00 CRC = 0xF960
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Appendix N. ATAES132A Command Response Time

The typical and maximum time required for the ATAES132A to process an extended command is shown
in Table 23-1. The response time is the time from sending the last bit of the last byte of the command
block to the Command Memory Buffer until the STATUS Register (or 12C ACK) indicates the response
block is available. The typical response time is the average time required for an error-free command to be
processed on a typical device at room temperature. The maximum response time is the worst-case time
for the command to be processed over the specified temperature range (with or without an error
condition, whichever results in the worst response time).

Table 23-1. ATAES132A Extended Commands Typical and Maximum Response Times(Note 1)

Command Description Typical@ Maximum@ ms
ms

Auth, Reset (Mode<1:0> = 00b) 0.5 0.7
Auth, Inbound-Only (Mode<7:5> = 000Db) 1.7 24
Auth, Inbound-Only (Mode<7:5> not 000b) 2.0 2.8
Auth, Inbound-Only (Mode<7:5> not 000b), with Key Usage.(°) 5.3 21.0
Auth, Outbound-Only (Mode<7:5> = 000b) 1.7 24
Auth, Outbound-Only (Mode<7:5> not 000b) 2.0 2.8
Auth, Outbound-Only (Mode<7:5> not 000b), with Key Usage.(®) 5.3 21.0
Auth, Mutual (Mode<7:5> = 000b) 2.6 3.6
Auth, Mutual (Mode<7:5> not 000b) 3.1 4.3
Auth, Mutual (Mode<7:5> not 000b), with Key Usage.(®) 6.4 22.6
AuthCheck 1.9 2.7
AuthChec, with Key Usage. (%) 5.2 20.9
AuthCompute 2.0 2.7
AuthCompute, with Key Usage.(s) 5.3 20.9
BlockRead, 32 bytes 0.9 1.3
Counter, Read, without MAC 0.6 0.8
Counter, Read, with OutMAC (Mode<7:5> = 000b) 1.8 25
Counter, Read, with OutMAC (Mode<7:5> not 000b) 2.1 2.9
Counter, Read, with OutMAC (Mode<7:5> not 000b), with Key Usage.(s) 5.4 211
Counter, Increment, without MAC 3.9 4.4
Counter, Increment, with InMAC (Mode<7:5> = 000b) 5.1 6.2
Counter, Increment, with INMAC (Mode<7:5> not 000b) 54 6.5
Counter, Increment, with INMAC (Mode<7:5> not 000b), with Key Usage.(5) 8.7 24.8
Crunch, with Count 0x0001 0.9 1.2
DecRead 2.5 3.5
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Command Description Typical@ Maximum@ ms
ms

DecRead, with Key Usage.(®) 5.9 21.8
Decrypt, 1 to 16 bytes (Mode<7:5> = 000b) 24 3.4

Decrypt, 1 to 16 bytes (Mode<7:5> not 000b) 2.7 3.7
Decrypt, 1 to 16 bytes (Mode<7:5> not 000b), with Key Usage.(s) 6.0 21.9
Decrypt, 17 to 32 bytes (Mode<7:5> = 000b) 3.2 4.3
Decrypt, 17 to 32 bytes (Mode<7:5> not 000b) 3.4 4.7
Decrypt, 17 to 32 bytes (Mode<7:5> not 000b), with Key Usage.(5) 6.7 22.9
EncRead, 1 to 16 bytes (Mode<7:5>= 000Db) 25 3.5
EncRead, 1 to 16 bytes (Mode<7:5> not 000b) 2.8 3.9
EncRead, 1 to 16 bytes (Mode<7:5> not 000b), with Key Usage.(5) 6.1 221
EncRead, 17 to 32 bytes (Mode<7:5> = 000Db) 3.2 4.5
EncRead, 17 to 32 bytes (Mode<7:5> not 000b) 3.5 4.8
EncRead, 17 to 32 bytes (Mode<7:5> not 000b), with Key Usage. (%) 6.8 23.1
EncRead, Configuration Memory Signature Generation Mode 9.1 12.7
EncRead, Key Memory Signature Generation Mode 13.9 18.4
Encrypt, 1 to 16 bytes (Mode<7:5> = 000Db) 24 3.4

Encrypt, 1 to 16 bytes (Mode<7:5> not 000b) 2.7 3.7
Encrypt, 1 to 16 bytes (Mode<7:5> not 000b), with Key Usage.(s) 6.0 21.9
Encrypt, 17 to 32 bytes (Mode<7:5> = 000b) 3.0 4.1

Encrypt, 17 to 32 bytes (Mode<7:5> not 000Db) 3.2 4.5
Encrypt, 17 to 32 bytes (Mode<7:5> not 000b), with Key Usage.(s) 6.5 22.7
EncWrite, 1 to 16 bytes (Mode<7:5> = 000b) 9.1 10.8
EncWrite, 1 to 16 bytes (Mode<7:5> not 000b) 9.4 111
EncWrite, 1 to 16 bytes (Mode<7:5> not 000b), with Key Usage.(°) 12.4 29.0
EncWrite, 17 to 32 bytes (Mode<7:5> = 000b) 9.9 11.9
EncWrite, 17 to 32 bytes (Mode<7:5> not 000b) 10.2 12.2
EncWrite, 17 to 32 bytes (Mode<7:5> not 000b), with Key Usage.(5) 13.2 30.1
EncWrite a Key (Mode<7:5> = 000b) 15.8 18.1
EncWrite a Key (Mode<7:5> not 000b) 16.1 18.5
EncWrite a Key (Mode<7:5> not 000b), with Key Usage.(s) 19.4 36.7
INFO 0.5 0.7
KeyCreate, without RNG Seed Update. (Mode<7:5> = 000b) 17.0 19.9
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Command Description Typical@ Maximum@ ms
ms

KeyCreate, without RNG Seed Update. (Mode<7:5> not 000b)

KeyCreate, without RNG Seed Update. (Mode<7:5> not 000b), with Key Usage.(s)

KeyCreate, with RNG Seed Update. (Mode<7:5> = 000b)
KeyCreate, with RNG Seed Update. (Mode<7:5> not 000b)

KeyCreate, with RNG Seed Update. (Mode<7:5> not 000b), with Key Usage.(5)

KeyCreate, VolatileKey with RNG Seed Update. (Mode<7:5> = 000b)
KeyCreate, VolatileKey with RNG Seed Update. (Mode<7:5> not 000b)

KeyCreate, VolatileKey with RNG Seed Update. (Mode<7:5> not 000b), with Key

Usage.(5)

Keylmport (Mode<7:5> = 000b)

Keylmport (Mode<7:5> not 000b)

Keylmport (Mode<7:5> not 000Db), with Key Usage.(5)
KeyLoad (Mode<7:5> = 000b)

KeyLoad (Mode<7:5> not 000b)

KeyLoad (Mode<7:5> not 000b), with Key Usage.(5)
KeyTransfer

Legacy

Legacy, with Key Usage.(5)

Lock SmallZone, Key Memory, Configuration Memory, with Checksum.
Lock User Zone, without MAC

Lock User Zone, with MAC (Mode<7:5> = 000b)

Lock User Zone, with MAC (Mode<7:5> not 000b)
Lock User Zone, with MAC (Mode<7:5> not 000b), with Key Usage. (%)
Nonce, Inbound

Nonce, Random, without RNG Seed Update.

Nonce, Random, with RNG Seed Update.
NonceCompute

Random, without RNG Seed Update.

Random, with RNG Seed Update.

Reset(4)

Sleep, enter Standby state.(4)

Sleep, enter Sleep state.(4)

WriteCompute, 1 to 16 bytes

17.3
20.6
32.4
32.9
35.2
18.8
19.4
22.7

15.8
16.1
19.4
15.8
16.1
19.4
14.2
1.2
4.5
16.8
3.8
5.1
53
8.7
0.5
2.1
16.8
0.9
1.7
16.3
1.3
0.1
0.1
2.6

20.2
38.5
37.4
38.2
54.9
22.4
23.1
41.3

18.2
18.5
36.7
18.2
18.5
36.7
15.8
1.7
19.9
20.6
4.4
6.1
6.5
24.7
0.7
29
19.5
1.3
24
18.8
1.7
0.1
0.1
3.7
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Command Description Typical@ Maximum@ ms
ms

WriteCompute, 1 to 16 bytes, with Key Usage.(°) 5.9 21.8
WriteCompute, 17 to 32 bytes 3.2 4.4
WriteCompute, 17 to 32 bytes
WriteCompute, 17 to 32 bytes, with Key Usage.(5) 6.5 223
Note:
1. The values in this table are based on characterization and/or simulation. These parameters are not
tested.

2. The typical response time is the time required for 60% of devices to place a packet in the Response
Memory Buffer and change the WIP status bit to Ob after successful execution of the command at
room temperature. If an error occurs, the response will be available in a shorter amount of time.

3. The maximum response time is the time required for 95% of devices to place a packet in the
Response Memory Buffer and change the WIP Status bit to 0b after successful execution of the
command at the worst case temperature.

Note: 5% of the devices may be slower than this number. The Host is expected to read the STATUS
Register to determine when a response is available (see Appendix G. Understanding the STATUS
Register).

4. The Reset command and the Sleep command do not generate a response. The response times
are the time required for the operation to be completed.

5. These times are with the Key Usage limits enabled in the KeyConfig Register. All other times are
with the Key Usage limits disabled in the KeyConfig Register.
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Appendix O. Default Configuration

The ATAES132A memory map is shown in Table 24-1 with the default memory values. Reserved memory
cannot be written or read.

Table 24-1. ATAES132A Memory Map Showing the Default Memory Contents

0000n-OFFFR | User Memory (Default = All bytes FFh)

1000n-EFFFr,  Reserved

FOOOh-F1FF | Configuration Memory (see Appendix O. Configuration Memory Contents for default values)
F200n-F2FF,  Key Memory (see 15. Appendix F. Key Memory Map for default values)
F300n-FDFF | Reserved

FEQOOR Command/Response Memory Buffer

FEO1h-FFFDR | Reserved

FFEOR 1/0 Address Reset

FFE1h-FFEFR | Reserved

FFFOR STATUS Register

FFF1h-FFFFH | Reserved

0.1 Configuration Memory Contents

The default contents of the Configuration Memory after completion of production test are shown in Table
24-2. This configuration enables most functions, and is expected to be changed by the customer during
personalization. See Appendix E. Configuration Memory Map.

Table 24-2. Default Configuration Memory Contents (All Register Values Shown are Hexadecimal
Numbers)

Oh/8h 1% | 2nAh | 3nwBh | 4hCh | 5nDh | 6hER | ThFh

FOOOR-FO07hH Unique Die Serial Number

FOO8h-FOOFH Microchip Proprietary Data

FO10h-FO17h 00 1F Microchip Proprietary Data 00 00 20
FO018h-FO1FhH 20 20 0A Microchip Proprietary Data
F020h-FO027h 55 55 55 Microchip Proprietary Data
F028h-FO2FH Microchip Proprietary Data 00 EE 03 Microchip Data
FO30h-FO37h Microchip Proprietary Data

F038h-FO3F

F040p-F047p 12CAddr c3 FF FF FF FF FF FF
F048p-FO4FH FF FF FF FF FF FF FF FF
F050n-FO57h FF FF FF FF FF FF FF FF
F058p-FO5FH FF FF FF FF FF FF FF FF
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Oh/8h 1h/9h 2h/Ap 3h/Bh 4hL/Ch 5h/Dh 6h/Enh Th/Fh
FF FF FF FF FF FF FF FF

FOB0K-FOB7h

F068-FOBFH FF FF FF FF FF FF FF FF
FO70R-FO77h FF FF FF FF FF FF FF FF
FO78h-FO7Fh FF FF FF FF FF FF FF FF
FO80K-F087H FF FF FF FF 08 00 00 00
F088h-FO8FN, FF FF FF FF FF FF FF FF
FO90K-F097h FF FF FF FF FF FF FF FF
F098-FO9F FF FF FF FF FF FF FF FF
FOAOR-FOA7H FF FF FF FF FF FF FF FF
FOA8K-FOAFH FF FF FF FF FF FF FF FF
FOBOR-FOB7H FF FF FF FF FF FF FF FF
FOB8K-FOBFH, FF FF FF FF FF FF FF FF
FOCOK-FOC7h 00 FF FF FF 00 FF FF FF
FOC8h-FOCFH, 00 FF FF FF 00 FF FF FF
FODOR-FOD7h 00 FF FF FF 00 FF FF FF
FOD8h-FODFH 00 FF FF FF 00 FF FF FF
FOEOR-FOE7H 00 FF FF FF 00 FF FF FF
FOE8K-FOEFH 00 FF FF FF 00 FF FF FF
FOFOh-FOF7h 00 FF FF FF 00 FF FF FF
FOF8h-FOFFp, 00 FF FF FF 00 FF FF FF
F100p-F107h FF FF 00 00 00 00 00 00
F108h-F10F FF FF 00 00 00 00 00 00
F110n-F117p, FF FF 00 00 00 00 00 00
F118h-F11Fh FF FF 00 00 00 00 00 00
F120p-F127h FF FF 00 00 00 00 00 00
F128y-F12Fp FF FF 00 00 00 00 00 00
F130p-F137h FF FF 00 00 00 00 00 00
F138h-F13Fh FF FF 00 00 00 00 00 00
F140p-F147p FF FF 00 00 00 00 00 00
F148n-F14Fp FF FF 00 00 00 00 00 00
F150p-F157h FF FF 00 00 00 00 00 00
F1584-F15F FF FF 00 00 00 00 00 00
F160p-F167h FF FF 00 00 00 00 00 00
F168h-F16F FF FF 00 00 00 00 00 00
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Oh/8h 1h/9h 2h/Ap 3h/Bh 4hL/Ch 5h/Dh 6h/Enh Th/Fh
FF FF 00 00 00 00 00 00

F170n-F177h

F178n-F17Fn FF FF 00 00 00 00 00 00
F180n-F187h FF FF FF FF FF FF FF FF
F188h-F18Fh FF FF FF FF FF FF FF FF
F190h-F197h FF FF FF FF FF FF FF FF
F198h-F19Fh FF FF FF FF FF FF FF FF
F1AOh-F1A7n FF FF FF FF FF FF FF FF
F1A8h-F1AFh FF FF FF FF FF FF FF FF
F1BOh-F1B7n FF FF FF FF FF FF FF FF
F1B8h-F1BFh FF FF FF FF FF FF FF FF
F1COh-F1C7n FF FF FF FF FF FF FF FF
F1C8h-F1CFh FF FF FF FF FF FF FF FF
F1DOR-F1D7h FF FF FF FF FF FF FF FF
F1D8nh-F1DFh FF FF FF FF FF FF FF FF
F1EOh-F1E7n FF FF FF FF FF FF FF FF
F1E8h-F1EFh FF FF FF FF FF FF FF FF
F1FOn-F1F7h FF FF FF FF FF FF FF FF
F1F8h-F1FFh FF FF FF FF FF FF FF FF

Note:

1. F000,-FO3F;; Excluding F020,-F022,, = Locked at the factory and cannot be changed by the
customer.

2. F020,-F022, = Lock registers can be changed only by using the Lock command (see Section
Lock Command).

3. F040,-F1DF,= Configuration registers can be written by the customer prior to locking (by setting
LockConfig to 0x00 using the Lock command).

4. F1EOn-F1FF, = The SmallZone Register can be written by the customer prior to locking (by setting
LockSmall to 0x00 using the Lock command). SmallZone is locked separately from the remainder
of the Configuration Memory.

The default value of the I2CAddr Register is 0x01 for devices configured for I2C interface mode. The
default value of I2CAddr is 0x00 for devices configured for SPI interface mode. See Product
Information Section for ordering codes.
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Appendix P. Serial Memory Backward Compatibility

The ATAES132A secure Serial EEPROM architecture was developed to allow security to be retrofitted
into systems using standard Microchip Serial EEPROM. The ATAES132A package pinouts, the interface
protocol, and the command set are all compatible with standard 12C and SPI EEPROM, but are not
identical.

This section describes the differences that must be considered when the ATAES132A is inserted into
systems using 12C or SPI Serial EEPROM.

P.1 12C Serial EEPROM Compatibility

This section describes differences between the Microchip AT24C32C standard 32 Kb 12C Serial EEPROM
and the ATAES132A secure Serial EEPROM configured for 12C communication mode.

P.1.1 Package Pins

On AT24C32C, pins 1, 2, and 3 are used to set |2C Device Address bits A0, A1, and A2. The AT24C32C
pin 7 is the Write Protect (WP) input.

On the ATAES132A , pins 1, 2, 3, and 7 are not used in 12C communication mode. These pins should be
tied to V¢ or Vgs. The state of these four pins has no impact on the functionality of the ATAES132A in
the 12C communication mode. See Appendix J. Pin Descriptions.

P.1.2 I12C Device Address

The AT24C32C I2C Device Address is 1010A2A1A0b, with A0, A1, and A2 determined by the state of
pins 1, 2,
and 3. A maximum of eight AT24C32C devices are permitted on the 12C interface.

On the ATAES132A, the I12C Device Address is determined by the contents of the I2CAddr Register (see
Appendix J. 12C Device Address). The ATAES132A I2C Device Address can be any set to any value,
allowing up to 127 devices on the 12C interface.

P.1.3 Write Protect

The AT24C32C Write Protect (WP) input pin inhibits all EEPROM Write operations when the WP pin is
high. If WP is low, then EEPROM Write operations are allowed.

On the ATAES132A , the User Memory Write permissions are controlled by the ZoneConfig Registers
(see Appendix E. ZoneConfig Registers). The User Memory is divided into 16 user zones that are
independently controlled by 16 ZoneConfig Registers; different Write permissions can be assigned to
different sections of the memory. By default, all User Memory has open Write access.

P.1.4 Page Write Operations

If the Host attempts to write data across the physical (32 byte) EEPROM page boundary, the AT24C32C
wraps to the beginning of the EEPROM page where the Page Write operation begins and performs the
EEPROM Write after receiving a Stop condition. If the Host attempts to write more than 32 bytes in a
Page Write operation, then the AT24C32C wraps the data at the page boundary and performs the
EEPROM Write after receiving a Stop condition. Partial Page Writes are supported by the AT24C32C.

The ATAES132A does not allow Write operations to cross physical (32 byte) EEPROM page boundaries
(see Appendix B. EEPROM Page Boundary) and does not allow a Write operation if more than 32 data
bytes are received from the Host. In both cases, the EEPROM contents remain unchanged, the data is
discarded, and an error bit is set in the STATUS Register (see Appendix J. Page Write (PWRITE)). Partial
Page Writes are supported by the ATAES132A.
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P.1.5 Read Operations

Reading beyond the end of physical memory on the AT24C32C causes the internal data address register
to roll-over to address zero. The Read operation continues from address zero.

If an ATAES132A Read operation begins at a valid User Memory address but continues past the end of
User Memory, the Read operation will not wrap to the beginning of User Memory. Reading beyond the
end of User Memory causes 0xFF to be returned to the Host in reply to the Read, the internal data
address register stops incrementing, and an error bit is set in the STATUS Register (see Appendix G.
Read User Memory).

P.1.6 Read Protect
The AT24C32C and other standard 12C EEPROMs do not have a Read inhibit function.

On the ATAES132A , the User Memory Read permissions are controlled by the ZoneConfig Registers
(see Appendix E. ZoneConfig Registers). The User Memory is divided into 16 user zones that are
independently controlled by 16 ZoneConfig Registers; different Read permissions can be assigned to
different sections of the memory. If Read access is prohibited, then 0xFF will be returned to the Host in
reply to a read command (see Section Read). By default all User Memory has open Read access.

P.1.7 Standby Mode

Standard 12C EEPROMs automatically enter low-power standby mode upon completion of any internal
operation.

The ATAES132A has three powered states:
« Active State and Two Low-Power States

+  Standby State
*  Sleep State

The ATAES132A will remain in the Active state between operations unless the Host sends a Sleep
command to activate the Standby state or the Sleep state. The ATAES132A can also be configured to
automatically enter a Low-Power state at power-up. See Appendix L. Power Management for details on
the power management features.

P.1.8 Operating Voltage

*  The AT24C32C operating range is 1.8V minimum to 5.5V maximum.

*  The ATAES132A operating range is 2.5V minimum to 5.5V maximum. See Section DC
Characteristics.

P.2 SPI Serial EEPROM Compatibility

This section describes differences between the AT25320B standard Microchip 32 Kb SPI Serial EEPROM
and the ATAES132A secure Serial EEPROM configured for SPI communication mode.

P.2.1 Package Pins
On the AT25320B, pin 3 is the WP input and pin 7 is the HOLD input.

On the ATAES132A , pins 3 and 7 are not used in SPI communication mode; these pins can be tied to
Ve or Vgs. The state of these two pins have no impact on the functionality of the ATAES132A in the SPI
communication mode. See Appendix K. SPI Communication Mode Pin Descriptions for the pin
descriptions.

P.2.2 Write Protect (WP)
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The AT25320B WP input pin inhibits all EEPROM Write operations when the WP pin is low. If WP is high,
then EEPROM Write operations are allowed. The Write protect pin can be disabled by writing the WPEN
bit in the STATUS Register to 0b.

On the ATAES132A , the User Memory Write permissions are controlled by the ZoneConfig Registers
(see Appendix E. ZoneConfig Registers). The User Memory is divided into 16 user zones that are
independently controlled by 16 ZoneConfig Registers; different Write permissions can be assigned to
different sections of the memory. By default, all User Memory has open Write access.

P.2.3 Hold
The AT25320B HOLD input pin allows the Host to pause communication with the memory temporarily (by

bringing HOLD low) and then resume the communication sequence (by bringing HOLD high). The
sequence continues exactly from the point where it was paused as if there was no interruption.

The ATAES132A does not have a Hold function. If communications are interrupted, the sequence must
be restarted beginning with a high-to-low transition on the CS input.

P.2.4 Page Write Operations

If the Host attempts to write data across the physical (32-byte) EEPROM page boundary, the AT25320B
wraps to the beginning of the EEPROM page where the Page Write operation begins and performs the
EEPROM Write after receiving a low-to-high transition on the CS input. If the Host attempts to write more
than 32 bytes in a Page Write operation, then the AT25320B wraps the data at the page boundary and
performs the EEPROM write after receiving a Stop condition. Partial Page Writes are supported by the
AT25320B.

The ATAES132A does not allow Write operations to cross physical (32 byte) EEPROM page boundaries
(see Appendix B. EEPROM Page Boundary and does not allow a Write operation if more than 32 data
bytes are received from the Host. In both cases, the EEPROM contents remain unchanged, the data is
discarded, and an error bit is set in the STATUS Register (see Appendix J. Page Write (PWRITE)). Partial
Page Writes are supported by the ATAES132A .

P.2.5 Read Operations

Reading beyond the end of physical memory on AT25320B causes the internal data address register to
roll-over to address zero. The Read operation continues from address zero.

If an ATAES132A Read operation begins at a valid User Memory address but continues past the end of
User Memory, the Read operation will not wrap to the beginning of User Memory. Reading beyond the
end of User Memory causes 0xFF to be returned to the Host in reply to the Read, the internal data
address register stops incrementing, and an error bit is set in the STATUS Register.

P.2.6 Read Protect
The Microchip AT25320B and other standard SPI EEPROMSs do not have a Read inhibit function.

On the ATAES132A , the User Memory Read permissions are controlled by the ZoneConfig registers (see
Appendix Appendix E. ZoneConfig Registers). The User Memory is divided into 16 user zones that are
independently controlled by

16 ZoneConfig registers; different Read permissions can be assigned to different sections of the memory.
If Read access is prohibited, then 0xFF will be returned to the Host in reply to a read command (see
Section Read). By default, all User Memory has open Read access.

P.2.7 STATUS Register
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The AT25320B STATUS Register definition is shown in Table 25-1. The default state of all STATUS bits is
0b. The WPEN bit controls the Write Protect pin. Block Write protection is controlled by the BP0 and BP1
bits.

If WEN = 1b, then the device is Write Enabled. If WIP = 0b, the device is ready to accept a command;
WIP = 1b indicates a write cycle is in progress. The reserved bits are 0b, except when an internal write
cycle is in progress. All bits of the STATUS Register are 1b when an internal write cycle is in progress.

Table 25-1. AT25320B STATUS Register Definition

mmmmmmm

WPEN Reserved Reserved Reserved

The ATAES132A STATUS Register definition is shown in Table 25-2 and described in Appendix G.
Understanding the STATUS Register. The default state of all STATUS bits is 0b. The WEN, WIP, and
reserved bits are similar to those of standard SPI Serial EEPROM: If WEN = 1b, then the device is Write
Enabled. If WIP = 0b, the device is ready to accept a command; WIP = 1b indicates a write cycle or a
cryptographic operation is in progress. The reserved bits are 0b except when an internal write cycle or a
cryptographic operation is in progress. All bits of the STATUS Register are 1b when an internal write
cycle or a cryptographic operation is in progress.

Table 25-2. ATAES132A STATUS Register definition

mmmmmmm

EERR RRDY Reserved CRCE Reserved WAKEDb

ATAES132A reports errors to the Host using the EERR and CRCE bits. The RRDY bit indicates if the
Response Memory Buffer is empty (0b), or ready to read (1b). The WAKED bit indicates if the device is in
the sleep or standby power state. See Appendix G. Device Status Register (STATUS) Definition for
detailed descriptions of each STATUS bit.

P.2.8 Write Status Register Command (WRSR)

The AT25320B STATUS Register contains three bits that control the Block Write Protect function and the
Write Protect pin. These bits can be changed by sending a Write Status Register (WRSR) command to the
memory.

The ATAES132A does not support the Write Status Register (WRSR) command. The WRSR command will
be ignored if it is received.

P.2.9 Block Write Protect

The AT25320B STATUS Register contains two block protect bits (BP0 and BP1) that control the Block
Write Protect function. By writing the STATUS Register, the user can set the Block Protect bits to inhibit
writes in V4, V2, or the full Memory Array.

On the ATAES132A , the User Memory Write permissions are controlled by the ZoneConfig registers (see
Appendix E. ZoneConfig Registers). The User Memory is divided into 16 user zones that are
independently controlled by 16 ZoneConfig Registers; different Write permissions can be assigned to
different sections of the memory. By default, all User Memory has open Write access.

P.2.10 Standby Mode

Standard SPI EEPROMSs automatically enter low-power Standby mode upon completion of any internal
operation.
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The ATAES132A has three powered states: the Active state and two Low-Power states, the Standby state
and the Sleep state. The ATAES132A will remain in the Active state between operations unless the Host
sends a Sleep command to activate the Standby state or the Sleep state. The ATAES132A can also be
configured to automatically enter a Low-Power state at power-up. See Appendix L. Power Management
for details on the power management features.

P.2.11 Operating Voltage
The AT25320B operating voltage range is 1.8V minimum to 5.5V maximum.

The ATAES132A operating voltage range is 2.5V minimum to 5.5V maximum. See Section DC
Characteristics.

P.2.12 Maximum Operating Frequency

The AT25320B maximum SCK frequency is 10 MHz when V¢ is 2.7V to 5.5V. The maximum SCK
frequency is 20 MHz when V¢ is 4.5V to 5.5V.

The ATAES132A maximum SCK frequency is 10 MHz when V¢ is 2.5V to 5.5V. See Section AC
Characteristics for AC specifications.
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Errata
Errata
KeyCreate Command Executed with Usage Counter
If the KeyCreate command is executed with Mode<2> set to 1b and a Key with a Usage Counter
attached to it is used. The Usage Counter will not be incremented.
Datasheet Complete DS40002023A-page 159
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Package Marking Information

Package Marking Information

As part of Microchip’s overall security features, the part mark for all crypto devices is intentionally vague.
The marking on the top of the package does not provide any information as to the actual device type or
the manufacturer of the device. The alphanumeric code on the package provides manufacturing
information and will vary with assembly lot. The packaging mark should not be used as part of any
incoming inspection procedure.

The ATAES132A production ordering codes are listed in the Product Identification System section. To
increase security, ATAES132A packages are not marked with the ordering code. The ATAES132A
standard packages are marked with a trace code which is unique for each manufacturing lot. Contact
Microchip for additional information.
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Package Drawings

28. Package Drawings

28.1 8-Lead SOIC

8-Lead Plastic Small Outline - Narrow, 3.90 mm (.150 In.) Body [SOIC]
Atmel Legacy

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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Package Drawings

8-Lead Plastic Small Outline - Narrow, 3.90 mm (.150 In.) Body [SOIC]
Atmel Legacy

Note:

For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging

Notes:

Units MILLIMETERS

Dimension Limits|  MIN | Nom | MAX
Number of Pins N 8
Pitch e 1.27 BSC
Overall Height A - - 1.75
Molded Package Thickness A2 1.25 - -
Standoff § A1 0.10 - 0.25
Overall Width E 6.00 BSC
Molded Package Width E1 3.90 BSC
Overall Length D 4.90 BSC
Chamfer (Optional) h 0.25 - 0.50
Foot Length L 0.40 - 1.27
Footprint L1 1.04 REF
Foot Angle 14 0° - 8°
Lead Thickness c 0.17 - 0.25
Lead Width b 0.31 - 0.51
Mold Draft Angle Top o 5° - 15°
Mold Draft Angle Bottom [ 5° - 15°

1. Pin 1 visual index feature may vary, but must be located within the hatched area.
2. § Significant Characteristic
3. Dimensions D and E1 do not include mold flash or protrusions. Mold flash or
protrusions shall not exceed 0.15mm per side.
4. Dimensioning and tolerancing per ASME Y14.5M

5. Datums A & B to be determined at Datum H.

BSC: Basic Dimension. Theoretically exact value shown without tolerances.
REF: Reference Dimension, usually without tolerance, for information purposes only.

Microchip Technology Drawing No. C04-057-OA Rev D Sheet 2 of 2
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Package Drawings

8-Lead Plastic Small Outline - Narrow, 3.90 mm (.150 In.) Body [SOIC]
Atmel Legacy

Note: For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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* L x

RECOMMENDED LAND PATTERN

/ SILK SCREEN

Units MILLIMETERS
Dimension Limits|  MIN [ NOM | MAX
Contact Pitch E 1.27 BSC
Contact Pad Spacing C 5.40
Contact Pad Width (X8) X1 0.60
Contact Pad Length (X8) Y1 1.55

Notes:
1. Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.

Microchip Technology Drawing C04-2057-M6B Rev B
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Package Drawings

8-Lead UDFN

8-Lead Ultra Thin Plastic Dual Flat, No Lead Package (Q4B) - 2x3 mm Body [UDFN]
Atmel Legacy YNZ Package

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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Package Drawings

8-Lead Ultra Thin Plastic Dual Flat, No Lead Package (Q4B) - 2x3 mm Body [UDFN]

Atmel Legacy YNZ Package

Note: For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging

Units MILLIMETERS

Dimension Limits|  MIN | NoM | MmAX
Number of Terminals N 8
Pitch e 0.50 BSC
Overall Height A 0.50 0.55 0.60
Standoff A1 0.00 0.02 0.05
Terminal Thickness A3 0.152 REF
Overall Length D 2.00 BSC
Exposed Pad Length D2 140 | 150 [ 160
Overall Width E 3.00 BSC
Exposed Pad Width E2 1.20 1.30 1.40
Terminal Width b 0.18 0.25 0.30
Terminal Length L 0.35 0.40 0.45
Terminal-to-Exposed-Pad K 0.20 - -

Notes:

1. Pin 1 visual index feature may vary, but must be located within the hatched area.

2. Package is saw singulated

3. Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.
REF: Reference Dimension, usually without tolerance, for information purposes only.

Microchip Technology Drawing C04-21355-Q4B Rev A Sheet 2 of 2
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Package Drawings

8-Lead Ultra Thin Plastic Dual Flat, No Lead Package (Q4B) - 2x3 mm Body [UDFN]
Atmel Legacy YNZ Package

Note: For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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Units MILLIMETERS

Dimension Limits|  MIN [ NOM | MAX
Contact Pitch E 0.50 BSC
Optional Center Pad Width X2 1.60
Optional Center Pad Length Y2 1.40
Contact Pad Spacing C 2.90
Contact Pad Width (X8) X1 0.30
Contact Pad Length (X8) Y1 0.85
Contact Pad to Center Pad (X8) G1 0.20
Contact Pad to Contact Pad (X6) G2 0.33
Thermal Via Diameter \ 0.30
Thermal Via Pitch EV 1.00

Notes:
1. Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.

2. For best soldering results, thermal vias, if used, should be filled or tented to avoid solder loss during
reflow process

Microchip Technology Drawing C04-21355-Q4B Rev A
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Revision History

Revision History

Revision A (April 2018)
Original release of the document in the Microchip format.

This version replaces Atmel document revision 8914A from 03/2015.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

*  Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

*  General Technical Support — Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
*  Local Sales Office
*  Field Application Engineer (FAE)
*  Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.

Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support
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Product Identification System

To order or obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.

PART NO. -XXX XX -X

Device Package |/OType Tape and Reel

Device: ATAES132A : 32K AES Serial EEPROM

Package Options SH =881, 8-Lead (0.150” Wide Body), Plastic Gull Wing Small Outline

(JEDEC SOIC)

MAH | = 8MA2, 8-Pad 2 x 3 x 0.6 mm Body, Thermally Enhanced Plastic Ultra
Thin Dual Flat NoLead Package (UDFN)

I/O Type EQ =SPI
ER  =I2C Interface
Tape and Reel Options B = Tube
T = Large Reel (Size varies by package type)
S = Small Reel (Only available for MAH)
Examples:

Note:

ATAES132A -SHER-B: 8S1, 8-Lead (0.150” Wide Body), Plastic Gull Wing Small Outline (JEDEC
SOIC), I12C, Tube, 100 per Tube

ATAES132A -SHER-T: 8S1, 8-Lead (0.150” Wide Body), Plastic Gull Wing Small Outline (JEDEC
SOIC), I12C, Tape and Reel, 4,000 per Reel

ATAES132A -SHEQ-B: 8S1, 8-Lead (0.150” Wide Body), Plastic Gull Wing Small Outline (JEDEC
SOIC), SPI, Tube, 100 per Tube

ATAES132A -SHEQ-T: 8S1, 8-Lead (0.150” Wide Body), Plastic Gull Wing Small Outline (JEDEC
SOIC), SPI, Tape and Reel, 4,000 per Reel

ATAES132A -MAHER-S: 8MA2, 8-Pad 2 x 3 x 0.6 mm Body, Thermally Enhanced Plastic Ultra Thin
Dual Flat NoLead Package (UDFN), I2C, Tape and Reel, 3,000 per Reel

ATAES132A -MAHER-T: 8MA2, 8-Pad 2 x 3 x 0.6 mm Body, Thermally Enhanced Plastic Ultra Thin
Dual Flat NoLead Package (UDFN), I2C, Tape and Reel, 15,000 per Reel

ATAES132A -MAHEQ-T: 8MA2, 8-Pad 2 x 3 x 0.6 mm Body, Thermally Enhanced Plastic Ultra Thin
Dual Flat NoLead Package (UDFN), SPI, Tape and Reel, 15,000 per Reel

ATAES132A -MAHEQ-S: 8MA2, 8-Pad 2 x 3 x 0.6 mm Body, Thermally Enhanced Plastic Ultra Thin
Dual Flat NoLead Package (UDFN), SPI, Tape and Reel, 3,000 per Reel

Tape and Reel identifier only appears in the catalog part number description. This identifier is used
for ordering purposes and is not printed on the device package. Check with your Microchip Sales
Office for package availability with the Tape and Reel option.

Small form-factor packaging options may be available. Please check http://www.microchip.com/
packaging for small-form factor package availability, or contact your local Sales Office.
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Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

*  Microchip products meet the specification contained in their particular Microchip Data Sheet.

*  Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

*  Microchip is willing to work with the customer who is concerned about the integrity of their code.

*  Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings,
BitCloud, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq, KeeLoq logo,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA,
SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
chipKIT, chipKIT logo, CodeGuard, CryptoAuthentication, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial
Programming, ICSP, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi,
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motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PureSilicon, QMatrix, RightTouch logo, REAL
ICE, Ripple Blocker, SAM-ICE, Serial Quad 1/0, SMART-1.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestlIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2018, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-2807-7

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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Chandler, AZ 85224-6199
Tel: 480-792-7200
Fax: 480-792-7277
Technical Support:
http://www.microchip.com/
support

Web Address:
www.microchip.com
Atlanta

Duluth, GA

Tel: 678-957-9614
Fax: 678-957-1455
Austin, TX

Tel: 512-257-3370
Boston
Westborough, MA
Tel: 774-760-0087
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Chicago
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Tel: 630-285-0071
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Dallas
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Tel: 86-23-8980-9588
China - Dongguan
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China - Guangzhou
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China - Hangzhou
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China - Hong Kong SAR
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China - Nanjing
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China - Qingdao
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China - Shanghai
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China - Shenyang
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China - Shenzhen
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China - Wuhan
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China - Xian

Tel: 86-29-8833-7252
China - Xiamen

Tel: 86-592-2388138
China - Zhuhai

Tel: 86-756-3210040
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Tel: 82-53-744-4301
Korea - Seoul

Tel: 82-2-554-7200
Malaysia - Kuala Lumpur
Tel: 60-3-7651-7906
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Tel: 60-4-227-8870
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Tel: 63-2-634-9065
Singapore

Tel: 65-6334-8870
Taiwan - Hsin Chu
Tel: 886-3-577-8366
Taiwan - Kaohsiung
Tel: 886-7-213-7830
Taiwan - Taipei

Tel: 886-2-2508-8600
Thailand - Bangkok
Tel: 66-2-694-1351

Vietnam - Ho Chi M
Tel: 84-28-5448- 2100

Austria - Wels

Tel: 43-7242-2244-39
Fax: 43-7242-2244-393
Denmark - Copenhagen
Tel: 45-4450-2828
Fax: 45-4485-2829
Finland - Espoo

Tel: 358-9-4520-820
France - Paris

Tel: 33-1-69-53-63-20
Fax: 33-1-69-30-90-79
Germany - Garching
Tel: 49-8931-9700
Germany - Haan

Tel: 49-2129-3766400
Germany - Heilbronn
Tel: 49-7131-67-3636
Germany - Karlsruhe
Tel: 49-721-625370
Germany - Munich
Tel: 49-89-627-144-0
Fax: 49-89-627-144-44
Germany - Rosenheim
Tel: 49-8031-354-560
Israel - Ra’anana

Tel: 972-9-744-7705
Italy - Milan

Tel: 39-0331-742611
Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-7289-7561
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
UK - Wokingham

Tel: 44-118-921-5800
Fax: 44-118-921-5820
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